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Permission management model

Review permission tools

Start with permission guardrails

Embark on least privilege journey 
with access analysis

Use attributes for fine-grained 
permission

Recap

Agenda

Demo!

Demo!
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Permission management 
model



Access control journey

Business to innovate

Agility to move fast 

Give builders freedom

Prevent dangerous actions

Ensure security posture

Achieve least privilege

Where you begin Where you are going

Let’s go!



Who

Developers and applications

What

Resources

Can access

Permissions

Who has access to what



Prevent 
Access using 
permission
guardrails

Fine-grained 
permissions using 
attribute-based
access control
(ABAC)

Federation 
using Identity 
and Access 
Management 
(IAM) roles

Review and 
Refine 
Permissions 
using access 
analysis

Permissions model in AWS

Separate 
workloads 
using multiple 
accounts
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Review permissions 
tools in AWS



Permission guardrails
AWS Organizations service control policies (SCPs)

Permission guardrails to restrict access for principals 
across account in your organization

IAM permission boundaries
Enable developers to manage permissions and control 
the maximum permissions they grant

Virtual Private Cloud (VPC) endpoint policies
Require that traffic stays within your VPC

Block public access
Block existing public access and ensure that public access 
is not granted to newly created items

Access management toolbox



Access management toolbox

IAM principal policies
Attach policies to IAM identities (users, groups, or roles)

• Managed policies are standalone and attached to multiple principals

• Inline policies are attached directly to a single principal

Granting access

Resource policies
Attach policies to resources to grant principals access cross-account or within the account

IAM Roles S3 Buckets Lambda 
Functions

KMS Keys SQS Queues



If using SCPs SCP must allow

Policy types: How they work together

DENY

If using permission boundaries

If same account access

If direct cross-account access

If using session policy

Permission boundary must allow

Identity or resource policy 
must allow

Both the identity and resource 
policy must allow

Session and identity policy 
must allow



© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Start with permission 
guardrails



Govern accounts with AWS Organizations
AWS Organization

OU name: DevelopmentOrganizational unit (OU)
name: Production



Establish controls that all IAM principals (users and roles) adhere 
to across an account, organizational unit, or organization

What you can do
• Restrict access to specific AWS Regions
• Prevent your IAM principals from deleting common resources
• Restrict service actions for all IAM entities except a specific role

Use SCPs
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Restrict powerful service actions for all IAM entities 
except a specific role

1. Create SCP in management account

2. Attach SCP to root account of organization

3. Demonstrate access in development OU

Demo details: SCPs



"Effect": "Deny",

"Action": [ "ec2:AssociateRouteTable",

"ec2:CreateRoute",

"ec2:CreateRouteTable",

"ec2:DisassociateRouteTable",

"ec2:ReplaceRoute",

"ec2:DeleteRoute",

"ec2:DeleteRouteTable",

"ec2:DetachInternetGateway",

"ec2:AttachInternetGateway",

"ec2:DeleteInternetGateway“ ],

"Resource": "*",

"Condition": {

"StringNotLike": {

"aws:PrincipalARN": "arn:aws:iam::*:role/network-admin*“ } }

Policy  to restrict powerful actions
Pro tip: Use AWS PrincipalArn condition key

Deny these actions, 
unless you are this role





Enable developers to create and manage IAM roles 
but control the maximum permissions they can grant

Set permission boundaries

• Require developers to create roles with a boundary

What you can do

• Enable developer to create roles without escalating their access

To learn more
Become an IAM Policy Master in 60 Minutes or Less
https://www.youtube.com/watch?v=YQsK4MtsELU 



© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Embark on least 
privilege journey



Least privilege journey with access analysis

Least 
privilege

• IAM Access Analyzer

• Service and action 
last accessed

• Role and access 
key last used

🔧

🔎
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Who can access my resources cross-account?
Production 
account for 
Project Pickles

Central security account 
within the organization

Account to an unapproved 
third-party partner

Pickles data processing account

Access not intended!

Developer account

Access not intended!



IAM Access Analyzer
Analyze access continuously
Identify resources with
• Public
• Cross-account
• Cross-organization access

Comprehensive findings 
Uses automated reasoning to determine 
all access paths and provide with highest 
levels of security assurance

Recognize broad access
Review findings to identify and remediate 
unintended access
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1. Enable IAM Access Analyzer

2. Review my findings for external access

3. Remediate access to bucket and resolve a finding

4. Mark access to a bucket as intended and archive finding

Demo details: Analyze broad access





How can I reduce access? 

Remove unused 
permissions from 
SCPs

Remove unused 
principals, services, 
and actions in IAM

Remove unused 
Amazon Simple 
Storage Service 
(S3) actions from 
IAM policies

1 2 3



Service and action last accessed information

Review unused permissions with last 
accessed information
IAM does the heavy lifting and summarizes last access 
information for roles and users

Remove unused permissions with confidence
Review last accessed information and identify permissions 
to remove

Pro tip: Channel your inner Marie Kondo



Who did access what?

S3 ListAllMyBuckets

S3 GetBucketLocation 

S3 GetBucketVersioning  

Amazon Elastic Compute Cloud 
(EC2)

AWS Elastic Load Balancing 

AWS Cognito
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1. Review role last used information

2. Remove roles not used in last 90 days

3. Review application role S3 permissions

4. Remove unused S3 permissions

Demo details: Reduce access 
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Use attributes for 
fine-grained permissions 



Fine-grained permissions using attributes

Workforce users Permissions Resources



Benefits of ABAC

Permissions scale with innovation as 
permissions automatically apply

Easily understand permissions by 
matching attributes

Granular permissions without a 
permission update for every item

Audit attributes to determine access
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• Start with permission guardrails

• Use access analysis to reduce broad access

• Leverage attributes for fine-grained permission

Key takeaways



Thank you!
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