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What is defense-in-depth



Access Controls



Starting simple: IAM and bucket policies

BUCKET

BUCKET
POLICY



IAM policy example

A simple policy to allow a user to read and write to a bucket called reinvent-bucket

{

"Version": "2012-10-17",

"Statement": [

{

"Effect": "Allow",

"Action": [

"s3:PutObject",

"s3:GetObject"

],

"Resource": "arn:aws:s3:::/reinvent-bucket/*"

}

]

}



IAM policy example

A simple policy to allow a user to read and write to a bucket called reinvent-bucket

pecifies whether the statement results 
in an allow or an explicit deny

{

"Version": "2012-10-17",

"Statement": [

{

"Effect": "Allow",

"Action": [

"s3:PutObject",

"s3:GetObject"

],

"Resource": "arn:aws:s3:::/reinvent-bucket/*"

}

]

}



IAM policy example

A simple policy to allow a user to read and write to a bucket called reinvent-bucket

the action that will be allowed or denied
(An S3 GET or PUT request, in this case) 

{

"Version": "2012-10-17",

"Statement": [

{

"Effect": "Allow",

"Action": [

"s3:PutObject",

"s3:GetObject"

],

"Resource": "arn:aws:s3:::/reinvent-bucket/*"

}

]

}



IAM policy example

A simple policy to allow a user to read and write to a bucket called reinvent-bucket

what the statement covers 
(A bucket named reinvent-bucket, in this case) 

{

"Version": "2012-10-17",

"Statement": [

{

"Effect": "Allow",

"Action": [

"s3:PutObject",

"s3:GetObject"

],

"Resource": "arn:aws:s3:::/reinvent-bucket/*"

}

]

}



Starting simple: IAM and bucket policies

{

"Version": "2012-10-17",

"Statement": [

{

"Effect": "Allow",

"Action": [

"s3:PutObject",

"s3:GetObject"

],

"Resource": "arn:aws:s3:::/reinvent-bucket/*"

}

]

}

{

"Version": "2012-10-17",

"Statement": [

{

"Effect": "Allow",

"Action": [

"s3:PutObject",

"s3:GetObject"

],

"Resource": "arn:aws:s3:::/reinvent-bucket/*”,

”Principal”:{"AWS":"1111111111"}

}

]

}

403 ACCESS

DENIED

PRIVATE BY DEFAULT



Bucket policy example
Same syntax and language, with one additional required element

who the statement covers
(Fake AWS Account ID 1111111111, in this case)

{

"Version": "2012-10-17",

"Statement": [

{

"Effect": "Allow",

"Action": [

"s3:PutObject",

"s3:GetObject"

],

"Resource": "arn:aws:s3:::/reinvent-bucket/*”,

”Principal”: {"AWS":"1111111111"}

}

]

}



Bucket policy example

Valid principals for your bucket policies include:

• AWS account and root user

• IAM users

• Federated users (using web identity or SAML federation)

• IAM roles

• Assumed-role sessions

• AWS services

• Anonymous users (not recommended)



Starting simple: IAM and bucket policies

{

"Version": "2012-10-17",

"Statement": [

{

"Effect": "Allow",

"Action": [

"s3:PutObject",

"s3:GetObject"

],

"Resource": "arn:aws:s3:::/reinvent-bucket/*"

}

]

}

{

"Version": "2012-10-17",

"Statement": [

{

"Effect": "Allow",

"Action": [

"s3:PutObject",

"s3:GetObject"

],

"Resource": "arn:aws:s3:::/reinvent-bucket/*”,

”Principal”:{"AWS":"1111111111"}

}

]

}



Adding granularity with condition keys

{   
"Version":"2012-10-17",
"Statement":[

{
"Effect":”Allow",
"Action":[

"s3:PutObject",
"s3:GetObject"

],
"Resource":"arn:aws:s3:::reinvent-bucket/*”,
”Principal”:{"AWS":"1111111111"}, 
"Condition": {

"StringEquals":{"s3:ExistingObjectTag/Project":”reInvent"}
} 
} 

]
}

Limit the scope of access to objects that have a Project:reInvent tag



aws:RequestTag/${TagKey} 

s3:object-lock-legal-hold 

aws:ResourceTag/${TagKey} 

s3:object-lock-mode 

aws:TagKeys 

s3:object-lock-remaining-retention-days 

s3:AccessPointNetworkOrigin 

s3:object-lock-retain-until-date 

s3:DataAccessPointAccount 

s3:prefix 

s3:DataAccessPointArn 

s3:signatureAge 

s3:ExistingJobOperation 

s3:signatureversion 

s3:ExistingJobPriority 

s3:versionid 

s3:locationconstraint 

s3:max-keys 

s3:x-amz-website-redirect-location 

s3:ExistingObjectTag/<key> 

s3:x-amz-acl 

s3:JobSuspendedCause 

s3:x-amz-content-sha256 

s3:LocationConstraint 

s3:x-amz-copy-source 

s3:RequestJobOperation 

s3:x-amz-grant-full-control 

s3:RequestJobPriority 

s3:x-amz-grant-read 

s3:RequestObjectTag/<key> 

s3:x-amz-grant-read-acp 

s3:RequestObjectTagKeys 

s3:x-amz-grant-write 

s3:VersionId 

s3:x-amz-grant-write-acp 

s3:authType 

s3:x-amz-metadata-directive 

s3:x-amz-server-side-encryption-aws-kms-key-id 

s3:x-amz-storage-class 

Adding granularity with condition keys

A condition key for every occasion:

For detailed descriptions and non-tiny text:

https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazons3.html


but should I?



Enforcing bucket ownership controls

BUCKET

x-amz-expected-bucket-owner
= 

111111111111 

Bucket owner condition

Bucket: reinvent-bucket
Owner: 111111111111



Bucket: reinventbucket
Owner: 222222222222

OTHER
BUCKET

Enforcing bucket ownership controls

BUCKET

x-amz-expected-bucket-owner
= 

111111111111

Bucket owner condition

Bucket: reinvent-bucket
Owner: 111111111111



Enforcing object ownership controls

BUCKET

Bucket: reinvent-bucket
Owner: 111111111111

Client: My Application
Owner: 2222222222222

222222222222



Enforcing object ownership controls



Limiting the privileges of a user

BUCKET



S3 last action accessed

Do they need those permissions?



More, higher-end applications

Amazon
EC2

Amazon
EMR



Enter the network

Amazon
EC2

Amazon
EMR

VPC

VPC endpoint



VPC endpoints

• Clients use public S3 IP addresses

• The route table for your VPC is updated so 
that all S3 requests go through the endpoint

•

•

• Clients use IP addresses from your VPC

• DNS records in your VPC are updated so that 
all S3 requests go through the endpoint

•

•



Coming soon: Amazon S3 support for AWS PrivateLink

Amazon
EC2

Amazon
EMR

VPC



Coming soon: Amazon S3 support for AWS PrivateLink

Amazon
EC2

Amazon
EMR

VPC

VPC

• Simple network architecture

• Connections avoid the public internet

• Additional visibility and access control



Access controls for shared datasets

Amazon
EC2

Amazon
EMR

VPC

VPC



Access controls for shared datasets

BUCKET



S3 Access Points

BUCKET



S3 Access Points

BUCKET

1. Simplify access management 
for shared buckets

2. Establish a new namespace that 
prevents naming conflicts

3. Restrict network traffic to 
specific VPCs



S3 Access Points

Amazon
EC2

Amazon
EMR

VPC

VPC



S3 Access Points

Amazon
EC2

Amazon
EMR

S3 Access Points

VPC

VPC



Limit resources to be accessed from your VPC

Access Point name: reinvent

Bucket name: reinvent-bucket

Account: 1111111111

{ "Version": "2012-10-17", 

"Id": "Policy1415115909152",

"Statement": [ 

{ "Sid": "Access-to-specific-bucket-only", 

"Principal": {"AWS":"1111111111"},

"Action": [ "s3:GetObject, s3:PutObject", 

"Effect": "Allow", 

"Resource": ["arn:aws:s3:us-west-1:1111111111:accesspoint/*" 

],

} ]  } 

Access Point name: not-reinvent

Bucket name: not-reinvent-bucket

Account: 1111111111

Access Point name: not-mine

Bucket name: reinventbucket

Account: 2222222222

Bucket name: reinventbucket



Limit VPCs that can access your resources

• Enforce VPC-only data 
access for a bucket 

• Disable direct data access 
to the bucket

• Couple with Amazon VPC 
endpoint policies to 
prevent traffic that leaves 
an account



Access controls all along the data path

DATA PATHUSERS DATA



How policy evaluation works



Access Controls

Block Public Access



Managing public access

Block Public Access

• Applies blanket protection against 
accidental public access

• Set at the bucket or the account level

• Can be applied to ACL access, bucket 
policy access, or both



Managing public access



Managing public access



Managing public access



Managing public access



Managing public access

Access Analyzer for S3

• Analyzes permissions for all buckets in 
an AWS Region

• Provides a simple dashboard to show 
public buckets

• 1-click Block Public Access



Managing public access



Managing public access

3 key best practices

1. Run Access Analyzer – understand how your buckets are being shared

2. Keep public buckets in a dedicated AWS Account, so you can enable Block 
Public Access at the account level everywhere else  

3. Bucket policies > ACLs



Managing public access

Amazon
EC2

Amazon
EMR

S3 Access Points

VPC

VPC

AWS Account



Access Controls

Encryption

Block Public Access



Amazon S3 encryption support

BUCKET

Encrypt with the AWS 
Encryption SDK

1

HTTPS / TLS

2

In transit

• SSE-S3 (Amazon S3 managed keys)

• SSE-KMS (AWS Key Management Service)

• SSE-C (customer-provided keys)

3

At rest



Amazon S3 default encryption

•

•

•

•

•

•

•

•



Amazon S3 Bucket Keys

Increase 
performance 

for encryption 

Reduce request costs for 
KMS-backed server-side 

encryption by up to 

99%



Amazon S3 default encryption

Amazon
EC2

Amazon
EMR

S3 Access Points

VPC

VPC

AWS Account



Access Controls

Data protection

Encryption

Block Public Access



Amazon S3 object versioning

Key LastModified VersionId RETAIN UNTIL

PUT 1 EXAMPLE.JPG 2014-11-05T18:44:56 ekT1wA4fPyQgVaMKDQSmpJk4GUEzbX0K 2019-11-05

PUT 2 EXAMPLE.JPG 2015-11-05T18:44:56 OqSso_2kQhdyg5GGyW61gQlrQY1YT503 2020-11-05

PUT 3 EXAMPLE.JPG 2016-11-05T18:44:56 JA4myYTL9eh9TK.dhTIgYonqBKa6Mfjd 2021-11-05

DELETE
MARKER

DELETE EXAMPLE.JPG 2017-11-05T18:44:56 yLAuNvayJMTvtJY2Eat6GZJgvQdPHaAG 2022-11-05

PUT 4 EXAMPLE.JPG 2018-11-05T18:44:56 ex5e6GzmPcAzEmJLEZ6KihZYzZGw8eVq 2023-11-05
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S3 Replication: More than a second copy

Protect against AWS Account compromise

Automatically generate and maintain a second copy

SELECT

PROTECT

… or replicate straight to S3 Glacier

OPTIMIZE



S3 Object Lock



Adding in data protection

Amazon
EC2

Amazon
EMR

S3 Access Points

VPC

VPC

AWS Account



Adding in data protection

Amazon
EC2

Amazon
EMR

S3 Access Points

VPC

VPC

AWS Account





Thank you!
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