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What is observability?

Standard and custom metrics 

Structured logging

Alerts

Tracing

Troubleshooting and discovery

Lambda extensions and more tools

What I am covering today



Serverless applications

Event source Services 

(anything)

Function

Node.js

Python

Java

Go

Ruby

.Net (C# / PowerShell)

Custom (Runtime API)

Changes in 

data state

Changes in 

resource state

Requests to 

endpoints



AWS Amplify 

Console

Amazon API 

Gateway

Client

AWS Lambda

Dynamic API calls 

over HTTPS
Amazon DynamoDB

Amazon Cognito

Authenticate

HTML, CSS, JavaScript, etc.

A serverless web 

application 

architecture
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“Everything fails, 
all the time.”

Werner Vogels

VP & CTO

Amazon.com



Traditional application stack

Server hardware

Network / Storage

Virtualization layer

Operating system

Runtime / Middleware

Application + data

Business

VM / Container



Serverless application stack

Server hardware

Network / Storage

Virtualization layer

Operating system

Runtime / Middleware

Application + data

Business

VM / Container
Serverless has you covered!
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What is observability?



Monitoring more than failures

What is the 

business 

impact?

What is the 

usage?

Is it 

behaving

as expected?



Monitoring more than failures

What is the 

business 

impact?

What is the 

usage?

Is it 

behaving

as expected?

Observability is more about your 

organizational culture and practices 

than it is about your tooling



Three pillars of observability tooling

Metrics Logs Traces

Numeric data measured 

at various time intervals 

(time series data); SLIs 

(request rate, error rate, 

duration, CPU%, etc.)

Timestamped records of 

discrete events that 

happened within an 

application or system, 

such as a failure, an error, 

or a state transformation

A trace represents a 

single user’s journey 

across multiple 

applications and systems 

(usually microservices)

Definitions from “Distributed Systems Observability,” by Cindy Sridharan. Available at:
https://www.oreilly.com/library/view/distributed-systems-observability/9781492033431/

https://www.oreilly.com/library/view/distributed-systems-observability/9781492033431/


Observability is the goal

Logs

Metrics Traces



AWS services for observability

AWS X-RayAmazon 

CloudWatch

Dashboards

Logs

Metrics

Alarms

Events

Traces

Analytics

Service map



Amazon CloudWatch

Monitors entire 

infrastructure of 

AWS and 

Amazon.com

1 quadrillion+
(1,000,000,000,000,000+)

Metric observations each month

100 PB
Logs ingested each month

3.9 trillion
Events each month



AWS Lambda Ready Partners
D E V E L O P E R  T O O L I N G  S O L U T I O N S  V A L I D A T E D  T O  I N T E G R A T E  W I T H  A W S  L A M B D A



Troubleshooting / query workflow

Notification
/ question

Identify Traces Analyze Logs

Receive an alarm 
notification

Ask a question

View service map

Identify points 
of interest to 
dive deep

View traces, 
trace maps, 
and requests

Look at specific 
API / service that 
is the current 
point of interest

Trace analysis

Perform deep 
analysis of traces 
if necessary

Query logs

At specific point 
in time for 
deeper analysis 
and identify 
root cause



Client

AWS Amplify 

Console

Dynamic API Calls 

over HTTPS

Amazon Cognito

Authenticate

HTML, CSS, JavaScript, etc.

Amazon API 

Gateway

AWS Lambda Amazon

DynamoDB

Let’s drill into 3 of 

the services here
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CloudWatch metrics



CloudWatch built-in metrics

Amazon API Gateway
REST APIs

API request count, Latency, 4XXs, 5XXs, 
IntegrationLatency, CacheHitCount, 
CacheMissCount

HTTP APIs

API request count, Latency, 4XXs, 5XXs, 
IntegrationLatency, DataProcessed

WebSocket APIs

ConnectCount, MessageCount, 
IntegrationError, ClientError, 
ExecutionError, IntegrationLatency

AWS Lambda
Invocation metrics

Invocation count, Invocation errors, 
DeadLetterErrors, 
DestinationDeliveryFailures, Throttles, 
ProvisionedConcurrencyInvocations, 
ProvisionedConcurrencySpilloverInvocations

Performance metrics

Duration, IteratorAge

Concurrency metrics

ConcurrentExecutions, 
ProvisionedConcurrentExecutions, 
ProvisionedConcurrencyUtilization, 
UnreservedConcurrentExecutions



AccountMaxReads, 

AccountMaxTableLevelReads, 

AccountMaxTableLevelWrites, 

AccountMaxWrites, 

AccountProvisionedReadCapacityUtilization, 

AccountProvisionedWriteCapacityUtilization, 

ConditionalCheckFailedRequests, 

ConsumedReadCapacityUnits, 

ConsumedWriteCapacityUnits, 

MaxProvisionedTableReadCapacityUtilization, 

MaxProvisionedTableWriteCapacityUtilization, 

OnlineIndexConsumedWriteCapacity, 

OnlineIndexPercentageProgress, 

OnlineIndexThrottleEvents, 

PendingReplicationCount, 

ProvisionedReadCapacityUnits, 

ProvisionedWriteCapacityUnits, 

ReadThrottleEvents, ReplicationLatency, 

ReturnedBytes, ReturnedItemCount, 

ReturnedRecordsCount, 

SuccessfulRequestLatency, SystemErrors,  

TimeToLiveDeletedItemCount, 

ThrottledRequests, TransactionConflict,  

UserErrors, WriteThrottleEvents

CloudWatch built-in metrics

Amazon DynamoDB



Per-service and cross-service dashboards

Per-service 

metrics 

dashboard

Cross-service 

metrics 

dashboard



What about business / customer metrics?
Measure application performance against business goals

Revenue, signups, pictures uploaded, perceived latency, page views, etc.

How operationally stable is the application?
Continuous integration / deployment feedback time, mean time between 
failure and recovery, number of on-call pages and time to resolution, etc.

What about caught errors, warnings?
Caught exceptions are not counted as errors on AWS Lambda

What if I want to use other dimensions?
User ID, category, item, tags, environment, etc.

Built-in metrics often not enough



Useful for application, business, 
and operations metrics

• Use built-in capabilities of the 
AWS SDK to call the 
CloudWatch putMetricData
API call

• Charged by metric and by put 
call of data into a metric

Improved by embedded metric 
format (covering shortly)

Creating custom metrics



Visualize with CloudWatch metrics graphs

CloudWatch Metrics Explorer

https://s12d.com/cw-me

https://s12d.com/cw-me
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CloudWatch logging



Built-in logging

API Gateway logging

• REST: Two levels of logging, ERROR and INFO

• Set globally in stage, or override per method

• Optionally log method request / body content

• HTTP APIs and WebSocket APIs with logging variables

Lambda logging

• Logging directly from your code with your language’s equivalent 
of console.log() – basic request information included

• JSON structured logging via PutMetricData API or embedded 
metric format, which includes invocation information

Metric filters

• Build metrics based on log filters, jump back to logs

• Two subscription filters per log group

Export logs to Amazon ElastiCache or Amazon S3

• Explore with Kibana or Amazon Athena / Amazon QuickSight



Embed custom metrics alongside detailed log event data

CloudWatch embedded metric format
A U T O M A T I C A L L Y  G E N E R A T E  M E T R I C S  F R O M  S T R U C T U R E D  C L O U D W A T C H  L O G S

Can send structured format 

in PutLogEvents API call 

with specific format

Asynchronous

Open-source client libraries 

available for

• Node.js

• Python

• Java

https://s12d.com/cwl-emf-client

https://s12d.com/cwl-emf-client


CloudWatch embedded metric format

[...]

"_aws": {

"functionVersion": "$LATEST",

"Timestamp": 1576064416496,

"CloudWatchMetrics": [{

"Namespace": "ecommerce-cart",

"Dimensions": [

["Environment", "CategoryId"]

],

"Metrics": [

{"Name": "PriceInCart", "Unit": "None"},

{"Name": "QuantityInCart", "Unit": "None"}

]

}]

}

}

message = {

"PriceInCart": 100,

"QuantityInCart": 2,

"ProductId": "a23390f3",

"CategoryId": "bca4cec1",

"UserId": "31ba3930",

"CartId": "58dd189f",

"Environment": "prod",

"LogLevel": "INFO",

"Timestamp": "2019-12-11 12:44:40.300473",

"Message": "Added 2 items 'a23390f3' to cart 
'58dd189f'"

}
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Amazon CloudWatch 
Logs Insights



Interactively search and analyze your 
log data in Amazon CloudWatch Logs 

Drive actionable intelligence to address 
operational issues without needing to 
provision servers or manage software

• Processes structured log data 

• Flexible purpose-built query 
language

• Query up to 20 log groups

• Save queries

Amazon CloudWatch Logs Insights

fields Timestamp, LogLevel, Message

| filter LogLevel == "ERR"

| sort @timestamp desc

| limit 100



filter @type = "REPORT"

| fields @requestId, 
@billedDuration

| sort by @billedDuration 
desc

| limit 100

Top 100 most expensive invocations



P90 latency, total invokes, and max latency for each 5-minute window

Checking Lambda performance

filter @type = 
"REPORT"

| stats 
avg(@duration), 
max(@duration), 
min(@duration), 
pct(@duration, 
90), 
count(@duration) 
by bin(5m)
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Creating alerts



Creating CloudWatch alarms



Using CloudWatch anomaly detection alarms
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Tracing



End-to-end view of requests 

flowing through an application

• Lambda – instruments 

incoming requests for all 

supported languages and can 

capture calls made in code

• API Gateway – inserts a 

tracing header into HTTP calls 

as well as reports data back 

to X-Ray itself

AWS X-Ray

Globals:
Function:
Tracing: Active

Globals:
Api:
TracingEnabled: True



X-Ray trace example



AWS X-Ray Analytics example
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CloudWatch ServiceLens



CloudWatch ServiceLens

• Ties together CloudWatch metrics and logs, in addition to traces from AWS X-Ray

• Gives you a complete view of your applications and their dependencies

Traces

Analytics

Service map

Latency detection 

(server and client)

Metrics

Logs

Events

Alarms

Dashboards

CloudWatch ServiceLens

Amazon CloudWatch AWS X-Ray



CloudWatch Synthetics
M O N I T O R  W E B  A P P L I C A T I O N S  U S I N G  M O D U L A R ,  
L I G H T W E I G H T  C A N A R Y  T E S T S

https://s12d.com/cw-synthetics-canaries

https://s12d.com/cw-synthetics-canaries


Notification
/Question

Identify Traces Analyze Logs

Receive an 
alarm 
notification

Ask a question

View service 
map

Identify points 
of interest to 
dive deep

View traces, 
trace maps and 
requests

Look at specific 
API/service that 
is the current 
point of interest

Trace analysis

Perform deep 
analysis of 
traces if 
necessary

Query logs

At specific point 
in time for 
deeper analysis 
and identify 
root cause

Troubleshooting / query workflow

Notification 
/ question

Identify

ServiceLens

Traces

X-Ray traces

Analyze

X-Ray 
Analytics

Logs

Logs 
Insights

Receive a 
CloudWatch 
alarm 
notification

Ask a question

View Service 
Lens service map

Identify point of 
interest to dive 
deep

View X-Ray
traces, maps, and 
requests

Look at specific 
API / service that 
is the current 
point of interest

Trace analysis 
with X-Ray 
Analytics

Perform deep 
analysis / 
comparison of 
traces if 
necessary

Query Logs 
Insights

At specific point 
in time for 
deeper analysis 
and identify root 
cause
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Lambda Extensions: 
In preview

A new way to easily integrate Lambda with your favorite 
monitoring, observability, security, and governance tools



• Easier to integrate your existing tools with Lambda

• No complex installation or configuration

• Tools integrate deeply into the Lambda environment

Capture diagnostic information before, during, and after function invocation

Automatically instrument your code without needing code changes

Fetch configuration settings or secrets before the function invocation

Detect and alert on function activity through hardened security agents

Lambda extensions
A  N E W  W A Y  T O  I N T E G R A T E  W I T H  T H E  L A M B D A  E X E C U T I O N  E N V I R O N M E N T



https://s12d.com/
extensions-intro

https://s12d.com/
extensions-building

https://s12d.com/
extensions-logs

Using extensions
Deploy extensions as Lambda layers

• Using AWS Management Console, AWS CLI, AWS CloudFormation, 
AWS SAM, Serverless Framework, Terraform, Stackery

Most customers use extensions without needing to know about the 
capabilities of the Extensions API that enables them

Use extensions
• Consume capabilities of an extension by configuring the 

options in your Lambda functions

Extensions API
• Build your own extension

• Provides a way for tools to get greater control during 
function initialization, invocation, and shutdown

Logs API
• Consume platform and function logs directly from Lambda

https://s12d.com/extensions-intro
https://s12d.com/extensions-building
https://s12d.com/extensions-logs


Extensions available today
A W S  L A M B D A  R E A D Y  P A R T N E R ,  A W S  P A R T N E R ,  A N D  A W S  T O O L S  U S I N G  L A M B D A  E X T E N S I O N S
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Lambda container 
image support

Deploy functions defined as 
container images to Lambda



1. Create container image using familiar tools

2. Deploy image to Amazon Elastic Container Registry (Amazon ECR)

3. Create function using AWS CLI, AWS Management Console, AWS SAM

4. Upon invoke, Lambda starts and runs the container as defined in the image

Deployed images need to be event-driven, stateless applications

Can use set of reliable and secure base images provided by Lambda to build functions

Locally test and deploy functions using either Docker CLI or AWS SAM

Lambda container image support
D E P L O Y  F U N C T I O N S  D E F I N E D  A S  C O N T A I N E R  I M A G E S  T O  L A M B D A

https://s12d.com/
lambda-containers

https://s12d.com/lambda-containers


Logging: output as structured JSON

Tracing: send traces to AWS X-Ray

Metrics: custom metrics with embedded metric format

Utilities: parameters, Amazon SQS batch processing, etc.  

Lambda Powertools
A  S U I T E  O F  U T I L I T I E S  F O R  A W S  L A M B D A  F U N C T I O N S

Python

https://github.com/awslabs/aws-lambda-
powertools-python

Java

https://github.com/awslabs/aws-lambda-
powertools-java

https://github.com/awslabs/aws-lambda-powertools-python
https://github.com/awslabs/aws-lambda-powertools-java


Summary

Observability is more than just monitoring metrics

• A culture focused on gathering as much data 
required to make the right data-driven decisions

• Understanding states between up and down

Amazon CloudWatch and AWS X-Ray give you tools to 
gain visibility into how your systems are performing

• Embedded metric format is a powerful 2 for 1

• Use Logs Insights to interactively query and 
analyze log data

• ServiceLens gives you that “single-pane” view into 
your applications

• Extensions – more easily use your existing tools



Serverlessland.com



Thank you!
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Julian Wood

@julian_wood
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