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Balancing the needs of builders
and central cloud IT

Builders: Cloud IT:
Stay agile Establish governance
Innovate with the speed and Govern at scale with

agility of AWS central controls



More innovation, greater agility, with control
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Why use AWS Control Tower?

Set up a best-practices AWS environment in a few clicks

Standardize account provisioning

| Centralize policy management

=

Enforce governance and compliance proactively

Enable end user self-service

Get continuous visibility into your AWS environment

Gain peace of mind



Enable governance at scale

Establish
Guardrails
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Set up an AWS
landing zone

Centralize identity Automate
and access compliant account
provisioning

Manage
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Set up an AWS landing zone

Management account
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Landing zone - A preconfigured, secure,
scalable, multi-account AWS environment
based on best-practice blueprints

Multi-account management using
AWS Organizations

|dentity and federated access management
using AWS SSO

Centralized log archive using AWS CloudTrail
and AWS Config

Cross-account audit access using
AWS SSO and AWS Identity and
Access Management (IAM)

End user account provisioning through
AWS Service Catalog

Centralized monitoring and notifications
using Amazon CloudWatch and Amazon SNS



Extend AWS Control Tower to align to

multi-account framework
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Establish guardrails

- Guardrails are preconfigured governance
rules for security, compliance, and operations

a : drail ®@ Organizational . . . .
| Preventive guardrail 580 nits « Expressed in plain English to provide
- abstraction over granular AWS policies
Enable |  Accounts Output « Preventive guardrails — Prevent policy
Granular SCP Compliance 0 .
AWS policies violations through enforcement;
implemented using AWS CloudFormation and
@‘ Detective guardrails ﬁi?iﬁ Organizational SCPs
_ . . Outp.uE ~ |+ Detective guardrails — Detect policy violations
g | — STPETEand alert in the dashboard; implemented
Enable —> . .
Granular  AWS Config Accounts Output using AWS Config rules
AWS policies  rules Non
compliance | *  Mandatory and strongly recommended
guardrails for prescriptive guidance

- Easy selection and enablement on
organizational units



AWS Control Tower guardrails

Mandatory

Strongly
recommended

Elective

Mandatory

Strongly
recommended

Elective

STATUS
Enforced
Not enabled

STATUS
Clear
In violation
Not enabled




Guardrail examples

|AM security Require MFA for root user

Data security Disallow public read access to Amazon S3 buckets

Network security Disallow internet connection via Remote Desktop Protocol (RDP)

Audit logs Enable AWS CloudTrail and AWS Config
Monitoring Enable AWS CloudTrail integration with Amazon CloudWatch

Encryption Ensure encryption of Amazon EBS volumes attached to Amazon EC2 instances

Drift Disallow changes to AWS Config rules set up by AWS Control Tower



Detect and mitigate guardrail violations

A

AWS Control
Tower administrator
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Create a custom OU
and an end user
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Enable a guardrail
on the custom OU
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Detect guardrail
violation
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End user

\4

-

Create an account with
AWS Control Tower
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Mitigate guardrail
violation

-4

Analyze configuration
and compliance history

Reference: https://tinyurl.com/y56dsalz
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Automate compliant account provisioning
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Guardrails

Built-in account factory
provides a template to
standardize account
provisioning

Configurable network settings
(e.g., subnets, IP addresses)

Automatic enforcement of
account baselines and
guardrails

Published to AWS Service
Catalog



Enable self-service with AWS Service Catalog
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Automate governance at scale

Hub account
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Benefits of governance at scale

Organizations

Security Speed
Curation Agility
Compliance Self-service
Standardization Time to market

AWS Service Catalog enables organizations to
deploy and manage infrastructure and applications
that reflect the organization'’s security and
operational policies

End users



Operate with agility and control

Audit

Audit resource configurations,
user access, and policy
enforcement

Monitor

Monitor resources
and workloads

Dashboard

Continuous visibility into
your multi-account
environment

Act

Take operational
action on resources




Operate with agility and control

Monitor resources and applications
Amazon CloudWatch

Audit user activity and resource configurations
Amazon CloudTrail
AWS Config

Manage resources and take operational action
AWS Systems Manager

Optimize to reduce cost and improve security posture
AWS Trusted Advisor

AWS Cost and Usage Report

AWS Cost Explorer

AWS Budgets




Lifecycle events

Benefits

- Amazon EventBridge
Integration

« Operation status

Events supported

CreateManagedAccount
UpdateManagedAccount
EnableGuardrail
DisableGuardrail
SetupLandingZone
UpdateLandingZone
RegisterOrganizationalUnit
DeregisterOrganizationalUnit



Configure with AWS Control Tower
lifecycle events

CreateManagedAccount: The log records whether AWS Control Tower successfully completed

every action to create and provision a new account using account factory

8® New account

1. Launch Ty
account Account customizations
) 2. A
> > 8 e ccount
@ Created @ @
Admi AWS Service Account
min Catalog IAM roles
3

. CreateManagedAccount

Flow

CloudFormation

% 4. Trigger Lamb$ .
L !

AWS Lambda

6b. Trigger customizations
directly

> Amazon VPC
] logs

Amazon  AWS Security

6a. Trigger customizations
through stack additions

> GuardDuty Hub

................................................




Customer journey to the cloud

Identity and Monitoring
Implementation network Security and insights Innovation
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Reference: https://tinyurl.com/CTMarketplace
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Summary of key features
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Automated landing zone
with best practice blueprints

Guardrails for
policy management

Account factory for
account provisioning

Dashboard for visibility
and actions
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Built-in identity and
access management

Preconfigured log archive and
audit access to accounts

Built-in monitoring
and notifications

Automatic updates



How do | get started?

Management & Governance AWS Blog  AWS Control Tower Getting Started AWS Organizations Getting Started

AWS Control Tower labs: https://controltower.aws-management.tools/

AWS Control Tower blogs:
* Guardrail mitigation: https://tinyurl.com/y56dsalz

 Enroll existing accounts: https://tinyurl.com/y3stixvo

« Using AWS Config conformance packs for Control Tower guardrail modeling:
https://tinyurl.com/CTModeler

« Enabling Amazon GuardDuty in AWS Control Tower: https://tinyurl.com/CTGuardDuty

How-to videos (management and governance):
https://tinyurl.com/y3yeohkm



https://controltower.aws-management.tools/
https://tinyurl.com/y56dsalz
https://tinyurl.com/y3stlxvo
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https://tinyurl.com/CTGuardDuty
https://tinyurl.com/y3yeohkm

Thank you!
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