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(6;3 Amazon
& EventBridge
A serverless event bus service for

AWS services, your own applications,
and SaaS providers

Serverless—pay only for the events you
process

Simplified scaling avoids increasing
costs to sustain and manage resources

No upfront investments, ongoing
licensing, or maintenance costs

No specialist knowledge needed



Amazon EventBridge architecture
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Amazon EventBridge architecture

AMAZON EVENTBRIDGE SCHEMA REGISTRY
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What are the benefits?
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Where do | start?

[ Do | use a single bus? }

{ Single account? } { Multi-account? }

{ Do | use multi-buses? }

{ How do my choices affect team structure? }

{ What about security? 1

{ What “best practices” should | be adopting? }
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Logical architecture

Blue service context

2 @

A,
Blue service BOS
team <
|
l_____________________! } Purple service
team

Identify business events, processes, actors, etc.

Cluster-related concepts

Define bounded contexts and sub-domains

|dentified and modeled their integration
_____________________ requirements

Orange Service Context

Orange service At this point, there is no physical architecture
team = Subscriber

e e e e e e e e e e e e e e — E =Event



Architectural approaches

CENTRALIZED VS DISTRIBUTED

Centralized

All routing centralized, concentrating all
communications to a single event bus

Enables central resource management,
permissions, and deployment

Allows you to easily integrate applications with
minimal changes

All routing centralized

Prevents apps from gaining autonomy,
leaky business logic

Single point of failure

Distributed

Publisher owns the event bus

Designed to allow independent evolution of
sources and destinations

No single point of failure

Greater support service autonomy

More difficult to design distributed solutions
than centralized ones

More resources to manage




Single-bus, single-account pattern

CENTRALIZED
AWS account Characteristics
|
) Blue service context : {LI * All events from services
Kol : il - : routed through a single
: & @ I > :\‘I,\ : Purple service context : bus in an account
1 AT
' Blue servi ! . ! : :
: oam L E1 rule : Egs : « Target services can be
: X5 ' invoked easily
[ — : Purple service :
: EIEII:IEI : team I
: Service I ~‘<‘:'_’) < : Team
| stack : I 1 I
I I C1Cd I
""""""""""" EZrule OO0 ! « Event bus resource stack
Service u n
ctack | J?gzrnlqaged by “DevOps
N\‘Iz\ [ _____________l
rooo - e P e e |
| Orange service context | : - Service teams collaborate
' e L =3 rule with DevOps teams to
: 8&% SEM— coordinate resource needs
I I
' Orange service I DevOps event bus . .
| toam | Considerations
| :
N — : 8 % 1]
A = [ | & O0oo « Tradeoff resource
[ DDD [ DevOps  Event bus management with
e : team  stack development velocity
I __




Single-bus, multi-account pattern

CENTRALIZED
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Single-bus*, multi-account pattern

CENTRALIZED
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EventBridge resource policies

Previously: Now:

 All EventBridge API calls were scoped * APl calls (e.q., PutEvents, PutRrule,
to caller account. Caller had to assume PutTarget) can reference an event
an IAM role to interact with event bus bus in another account.

or rule in another account.
« Resource policy supports all API
« Event bus resource policy only actions (except PutPermissions).
supported PuUtEvents action.
« Support for organizations and tags in
« Resource policy only used for cross- resource policy.
account event bus targets.




Event bus resource policy - PutRule

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "LimitedRuleCreation",
"Effect": "Allow",
"Action": "events:PutRule", —_—
"Principal”: {

"AWS": "[PURPLE-SERVICE-ACCOUNT]" .

}, Give Purple Team account

"Resource": [ — permissions to create rules on
"arn:aws:events:us-east-1:[DEVOPS-ACCOUNT]:rule/devops-event-bus/*" “DevOps" event bus.

],

"Condition": { —

"StringEquals": { ) o )
"events:creatorAccount”: "${aws:PrincipalAccount}", Limit to rules that match against the
‘events:detail-type": "E2", — “E2" event from “com.purple.service"
"events:source": "purple.service.context"

} —

}



Event bus resource policy - PutEvents

{
"Version": "2012-10-17",

"Statement": |

{
"Sid": "CrossAccountPublish",
"Effect": "Allow",
"Action": [
"events:PutEvents™ .
1, Give Purple Team account
"Principal”: { — permissions to publish events to
} "AWS": "[PURPLE-SERVICE-ACCOUNT]" “DevOps” event bus.
"Resource": "arn:aws:events:us-east-1:[DEVOPS-ACCOUNT]:event-bus/devops",
"Condition": { O
"StringEquals": { Only allow the Purple Team to
::eve”f:s:deta“:tyﬁe"; e omtents = publish “E2" events from
events:source": u . vice. X " . "
) UL ) com.purple-service.context
Iy
}



Event bus resource policy - organizations & tags

{

"Version": "2012-10-17",
"Statement": [

{

"Sid": "CrossAccountPublish",
"Effect": "Allow",
"Action": [

"events:PutEvents"
I,
"Principal": {

"AWS": "[PURPLE-SERVICE-ACCOUNT]"
E
"Resource": "arn:aws:events:us-east-1:[DEVOPS-ACCOUNT]:event-bus/devops",
"Condition": {

"StringEquals": {

"aws:PrincipalOrgID": "o-alb2c3d4e5",

—

"aws:PrincipalTag/Production": "true"

Give any account permissions to
publish events to “DevOps” event bus.

Limit publishing to accounts in the “o-
alb2c3d4e5"” organization, and that
are also tagged as “Production”
accounts.



Multi-bus, single account pattern

DISTRIBUTED
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Multi-bus, multi-account pattern

DISTRIBUTED
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Characteristics

* Architecturally identical,
except for AWS account
boundary

* No additional buses
required to facilitate cross
account event delivery

Team

* Service teams manage their
service event buses and all
resources for sending and
receiving events

Considerations

« Additional overhead in
managing distributed rules



Event bus patterns

Single-bus, single-account pattern
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Single-bus, multi-account pattern
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Multi-bus, multi-account pattern
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Cross account loop (bus hopping)

Amazon EventBridge does not support transitive routing
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Cross account loop (bus hopping)

Amazon EventBridge does not support transitive routing

aws aws
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_____________________________________________________________

Events need to be republished by proxy (AWS Lambda) making it a new
event with new 7d] source, account ~ new event!
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Recommended practices using EventBridge

UNLESS YOU KNOW BETTER ONES

« Use dead letter queues
- Avoid using the default event bus for custom application events

« Create “subscriptions”"—one target per rule



Amazon EventBridge dead letter queues

DON'T LOSE EVENTS AND UNDERSTAND ROOT CAUSE

EventBridge now supports DLQ and custom retry policy (maximum # of retries or
the maximum event age of the event) via customer-managed Amazon SQS queue

F-- === ============ I r—-—~—~=======7=7=7+% Tt T
I Blue service context I @ : Purple service context
' |
: | '
1 : \V7, | :,Q::
I T > ‘,C >_ 1 _ : >
I 8&% I I ‘\ : : B %
: Lo E1 rule Lo [H)
l Blue service BSOS s, ' : Purple service
: team < . :C > < L team
I -=l=-=-===" :
| | | 1
' ol E2 rule : :
| I |
I P I :
e Y ¥ oo _
4l 4lIK

E2 target DLQ

E1 target DLQ
(in another account)

Possible root causes?

Permissions not correct
Service availability
Deleted resource
Throttling

Cross account loop

Invalid parameters



Amazon EventBridge dead letter queues

DON'T LOSE EVENTS AND UNDERSTAND ROOT CAUSE

The DLQ and Customer Retry Policy are
configured per EventBridge target and via
the PutTargets API Resources:

BlueServiceBusRule:
Type: '"AWS::Events::Rule'
Properties:

Description: Rule to consume P-El

. . Name: E1l-Rule
DLQs for Amazon EventBridge come with AWS

. EventPattern:
Console, AWS CLI and AWS CloudFormation support source:
- E1
State: ENABLED
00 Targets:
- Arn: 'arn:aws:sqs:us-east-1:123456789012:function:non-existing'
aws events put-rule \ Id: Id12§4
--event-bus-name blue-service-bus \ RetryPolicy:
'""mmtE“;?f \{\ L3 MaximumRetryAttempts: 4
--event-pattern "{\"source\": " "1 . .
_—region us-east-1 Max1mumEventAgeInSeconds. 010}
DeadLetterConfig:

Arn: 'arn:aws:sqs:us-east-1:123456789012:blue-service-dlq’

aws events put-targets \
--rule El-rule \
--targets '{"Id":"1", "Arn": "arn:aws:lambda:us-east-1:123456789012:function:non-existing",
"DeadLetterConfig": {"Arn": "arn:aws:sqs:us-east-1:123456789012:blue-service-dlq"},

"RetryPolicy": {"MaximumRetryAttempts": 1, "MaximumEventAgeInSeconds": 300 }}' \
--region us-east-1



Amazon EventBridge dead letter queues

DON'T LOSE EVENTS AND UNDERSTAND ROOT CAUSE

Inspecting and re—processing Message: 918dc8e3-cf0a-43d6-b081-74d275d31b86
messages on the DLQ made
simple with message attributes Detalls | Body

Attributes (4)

« ERROR_CODE
« ERROR_MESSAGE

ERROR_CODE NO_PERMISSIONS
¢ RU L E_ARN User: events.aws.internal is not authorized to perform:

lambda:lnvokeFunction on resource: arn:aws:lambda:us-east-
° TARG ET ARN ERROR MESSAGE 1: mmmo):function:MyFunction1 (Service:
- OR_MESSAG AWSLambdalnternal; Status Code: 403; Error Code:
AccessDeniedException; Request ID: 77b4cf54-e0a1-4fa5-b5cd-
fec62d2ccb9c; Proxy: null)

Name Value

RULE_ARN arn:aws:events:us-east-1:! | ):rule/demo-xyz

TARGET_ARN arn:aws:lambda:us-east-1: m= = m:function:MyFunction1




Recommended practices using EventBridge

UNLESS YOU KNOW BETTER ONES

« Use dead letter queues
« Avoid using the default event bus for custom application events

« Create “subscriptions”"—one target per rule



Recommended practices using EventBridge

UNLESS YOU KNOW BETTER ONES

« Use dead letter queues
- Avoid using the default event bus for custom application events

« Create “subscriptions”—one target per rule



Create subscriptions

TARGET IS NOT INDEPENDENT OF THE RULE
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Filter

« Coupling is on the filter not the event

- Adding additional dependencies, i.e.,
targets to a rule introduces complexity
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- Coupling is on the event not the filter

« Filters can change independently of target
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Summary

Focus on logical architecture first, this is most important

There is no right or wrong, use the pattern or combination of patterns
that makes sense to your problem domain

Think not only about the physical implementation but also the effect it
has on team structure and development—beware Conway's law



Thank you!
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