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Resilient cities and AWS



Strong foundations
Primacy of data
Cities are complex and collaborative
Small, medium, and large

What are smart cities?



Data is the new oil . . . 
Internet of Things (IoT) is the pipeline

Ingest data

Data 
Warehousing Analytics

Machine 
Learning

Transform using ML 
and analytics

Build or grow your 
data lake

Data Lake



Data is the new oil . . . 
Internet of Things (IoT) is the pipeline

AWS IoT Core

AWS IoT Analytics

Amazon Timestream

AWS Lake Formation

Amazon AthenaAWS Glue

Amazon Simple Storage 
Service (Amazon S3)

Amazon QuickSight

Ingest data Transform using ML 
and analytics

Build or grow your 
data lake
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Connectivity



“Things” have constraints
• Energy
• Network
• Price

Low-power wide-area networks (LPWAN)



Comparing networks



Comparing networks



Comparing networks



Comparing Narrowband / LPWAN Networks

Sigfox LoRaWAN NB-IoT
Modulation BPSK CSS QPSK
Frequency Unlicensed ISM bands (868 

MHz in Europe, 915 MHz in 
North America, and 433 MHz 
in Asia)

Unlicensed ISM bands (868 
MHz in Europe, 915 MHz in 
North America, and 433 MHz 
in Asia)

Licensed LTE frequency 
bands

Maximum data rate 100 bps 50 kbps 200 kbps

Bidirectional Limited / half-duplex Yes / half-duplex Yes / half-duplex

Maximum payload length 12 bytes (UL), 8 bytes (DL) 243 bytes 1600 bytes

Range 10 km (urban), 40 km (rural) 5 km (urban), 20 km (rural) 1 km (urban), 10 km (rural)

Standardization Sigfox company is 
collaborating with ETSI on 
the standardization

LoRa-Alliance 3GPP
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LoRa
LoRaWAN

TCP/IP SSL
LoRaWAN

TCP/IP SSL

Application

Application

Application

End devices Network serverGateways Applications

LoRa and LoRaWAN

Bytes Bytes JSON



LoRaWAN: Integration with AWS IoT services

Network 
server(s)

End devices Gateways



LoRaWAN: Integration with AWS IoT services

Network 
server(s)

End devices Gateways

AWS IoT
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Sync of device attributes
MQTT messaging

Shadow states
Payload conversion



LoRaWAN: Integration with AWS IoT services

Network 
server(s)

End devices Gateways

Sync of device attributes
MQTT messaging

Shadow states
Payload conversion

AWS IoT

AWS IoT
integration

(application)

AWS CloudFormation



https://aws.amazon.com/solutions/implementations/iot-device-simulator/

IoT Device Simulator

https://aws.amazon.com/solutions/implementations/iot-device-simulator/


Our simulated environment: IoT 

Las Vegas!

Location
(lat, long)

BucketLambda function

Device
types

Widgets

Device information 
and locations in CSV

IoT
simulator

Amazon 
DynamoDB

App



Our simulated environment: IoT

IoT
action

IoT
simulator

IoT
topic

IoT
rule

AWS IoT Core

/smartAirQuality
/smartBin
/smartParking

2 actions / 
device AWS IoT Analytics

Amazon Timestream



Our simulated environment: IoT

IoT
action

AWS IoT Analytics

Channel Pipeline Data 
store

AWS Lake Formation

Amazon Timestream

Location
(lat, long)



location-lookup Lambda
import sys

import boto3

from boto3.dynamodb.conditions import Key

client = boto3.client('dynamodb')

def lambda_handler(event, context):

for e in event:

response = client.get_item(

TableName='iot-sim-location-lookup',

Key={

'device_id': {'S': e['deviceId']}

}

)

e['lat'] = float(response['Item']['lat']['S'])

e['lon'] = float(response['Item']['lon']['S'])

return event



Amazon Timestream is a serverless time-series database that collects, 
stores, and processes data sequenced by time

Amazon Timestream

Built-in time-
series analytics 

in SQL

Serverless auto-scaling 
for ingesting, storing, 

and querying

Access data across 
storage tiers with 

adaptive query engine 

No predefined 
schema

Integrates with 
ML, analytics, and 

data collectors 

Data lifecycle 
management
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Data lakes



Silos Governance

?

ScalabilitySecurity

Organizational data challenges



Data organization in data lake
AWS Lake 
Formation

Data lake 
storage

Metadata / 
search

Database / 
BI

Amazon 
Athena

Amazon 
QuickSight

AWS 
Glue

Amazon S3
(AWS IoT Analytics –
customer-managed 

data store)

AWS IoT Analytics
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Analytics & visualization



Hot and cold visualizations

Amazon 
Athena

Amazon 
QuickSight

Amazon 
Timestream

AWS IoT Core

Hot Cold

AWS Lake 
Formation
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IoT
simulator

App

Las Vegas
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Customer support options

Art of the Possible workshop | IoT ideation | Brainstorming | Problem formulation

IoT Specialist SA SA Prototyping Lab IoT Innovation Lab Customer
self-service

AWS IoT Competency 
Partners (fee) AWS r:IoT Program

Technology strategy

Migration assistance

Architecture 
guidance

Use case 
identification

Prototype creation

Innovation/ 
Evaluation

Discovery workshop

MVPs

Best practices

Education

Reference 
architectures

Sample projects

Transformation

Systems integration

Point solutions

IoT concierge

Service credits

SI funding

AWS Professional Services for IoT (fee)

IoT curious Ready to roll



Build your own smart city simulator using AWS IoT Core, 
Amazon Timestream, and Amazon QuickSight

Video: Ingesting Data into Amazon Timestream with AWS IoT Core 
https://www.youtube.com/watch?v=00Wersoz2Q4

Get started with IoT Device Simulator, Amazon Timestream, Amazon QuickSight, 
AWS IoT Analytics, and AWS Lake Formation
https://aws.amazon.com/solutions/implementations/iot-device-simulator/

https://docs.aws.amazon.com/timestream/latest/developerguide/getting-started.html

https://aws.amazon.com/quicksight/getting-started/

https://docs.aws.amazon.com/iotanalytics/latest/userguide/getting-started.html

https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started.html

What happens in Vegas . . .

https://www.youtube.com/watch?v=00Wersoz2Q4
https://aws.amazon.com/solutions/implementations/iot-device-simulator/
https://docs.aws.amazon.com/timestream/latest/developerguide/getting-started.html
https://aws.amazon.com/quicksight/getting-started/
https://docs.aws.amazon.com/iotanalytics/latest/userguide/getting-started.html
https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started.html


Read these eBooks and learn about AWS city customers

1. Innovation for Life: Cities Powered by the Cloud
https://pages.awscloud.com/city_transformation_ebook.html

https://pages.awscloud.com/APAC-acq-DL-intc-inv_innovationforlife_ANZ-2020-reg.html
(Australia/NZ edition)

2. Cities of the Future, Powered by the Cloud: eBooks on digital 
government, transportation, and healthcare
https://aws.amazon.com/government-education/city-transformation/

What happens in Vegas . . .

https://pages.awscloud.com/city_transformation_ebook.html
https://pages.awscloud.com/APAC-acq-DL-intc-inv_innovationforlife_ANZ-2020-reg.html
https://aws.amazon.com/government-education/city-transformation/


Join the competition
City on a Cloud 2020 is open to all government entities, healthcare 
organizations, and nonprofit organizations, as well as AWS partners, 
start-ups, and ISVs supporting these institutions or developing 
solutions that have a potential to impact the wider community



AWS Well-Architected Framework
The official best practices for architecting in the AWS Cloud
https://aws.amazon.com/architecture/well-architected

AWS Well-Architected Labs
Hands-on labs to help you learn, measure, and build using architectural best practices 

https://wellarchitectedlabs.com

AWS Architecture Center
Official AWS repository for all architecture resources
https://aws.amazon.com/architecture

AWS Solutions Library
Vetted reference implementations and well-architected patterns
https://aws.amazon.com/solutions

Architecture resources

https://aws.amazon.com/architecture/well-architected
https://wellarchitectedlabs.com/
https://aws.amazon.com/architecture
https://aws.amazon.com/solutions


APAC – Linh Le: linhamzn@amazon.com
Americas – Ali Hasan: aahasan@amazon.com
EMEA – Wayne Soutter: wayneds@amazon.co.uk
Aus / NZ – Craig Lawton cclawton@amazon.com

Reach out to your regional smart cities lead

mailto:linhamzn@amazon.com
mailto:aahasan@amazon.com
mailto:wayneds@amazon.co.uk
mailto:cclawton@amazon.com


Thank you!
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Craig Lawton

Principal IoT and Cloud Architect
AWS
cclawton@amazon.com
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