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Desired outcomes

Secure your network to protect yourself and your customers
Connect to your workloads

Connect your workloads to your providers
Connect your workloads to your customers

Secure your network protecting you and your customers
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VPC and public services The
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VPC and TGW
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ENI-based services
GWLB and AWS PrivateLink
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AWS PrivateLink and GWLB under the hood

Hyperplane based ENI: Explained
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AWS PrivateLink and GWLB under the hood

Hyperplane based ENI: Benefits
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10 — 40 Gbps throughput speeds

Redundant and scalable software defined networking
Hyperplane based ENIs only need to know about flows

Transactional state decision performed in tens of microseconds



GWLB
(Gateway Load Balancer)
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GWLB
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Access appliances in
another VPC
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GWLB

FW SaaS provider account
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GWLB

FW SaaS provider account
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GWLB under the hood with Geneve
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Tunnel IPv4 Header:
GWLB 0123456789 0123456789012345%67890
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Adding GWLB
to our architecture
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GWLB Launch Partners & Providers

(3 Check Point  Fz::RTINET. aloalto
Advanced Security PartnerS: €588 SOrT\WARE TECHNOLOGIES LTD. ‘ p NNNNNNNN
Provide advanced security capabilities
using GWLB
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Orchestrate networks that use GWLB CISCO

System Integration Partners: 2 +

Can implement architectures using GWLB



AWS Privatelink
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AWS Privatelink

] []

Access a service in
another VPC

AN

Satisfy security
(does not require an IGW)

GO

Remains in AWS's
private network

. =)
0000

Add agility

Uni-directional
communication

Reduce costs

IPI::.
_.ﬁ)

Mutually initiated

O 0O

I
Ooagd
I

OO
 E—  —

Enable hybrid cloud



AWS PrivateLink services endpoint types
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AWS services available via AWS PrivatelLink

« Amazon API| Gateway « Amazon Kinesis Data Streams

« Amazon AppStream 2.0 - Amazon Rekognition

« AWS App Mesh « Amazon SageMaker and Amazon SageMaker
« Application Auto Scaling Runtime

« Amazon Athena « Amazon SageMaker Notebook

« AWS Auto Scaling « AWS Secrets Manager

« Amazon Cloud Directory « AWS Security Token Service

« AWS CloudFormation « AWS Server Migration Service

« AWS CloudTrail « AWS Service Catalog

« Amazon CloudWatch « Amazon SNS

« Amazon CloudWatch Events « Amazon SQS

« Amazon CloudWatch Logs « AWS Step Functions

« AWS CodeBuild « AWS Systems Manager

« AWS CodeCommit - AWS Storage Gateway

« AWS CodePipeline - AWS Transfer for SFTP

- AWS Config « Amazon WorkSpaces

« AWS DataSync

« Amazon EC2 API «  With many more.... and more to come!

« Amazon EC2 Auto Scaling

« Amazon Elastic File System

- Elastic Load Balancing

« Amazon Elastic Container Registry

 fmazon Elastic Container Service AWS PrivateLink, since being launched in 2018, has 92
+ AWS Key Management Service AWS services on-board as of October 2020

« Amazon Kinesis Data Firehose



AWS PrivateLink - Hosting your own service

Provider account Consumer account
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AWS PrivateLink - Hybrid architecture

Consumer account

VPC

Provider account

S
s\.

1012.0/24 S~

P 4
4
'd
4
4
4
s
12

102.2.0/24

Backbone

VPC

-@é ..........

102.2.0/24

Direct Connect/VPN %

On Premises



AWS Privatelink

How do | get the source IP Address?

Enable Proxy Protocol version 2

To enable proxy protocol v2 using the new console

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/

2. On the navigation pane, under LOAD BALANCING, choose Target Groups
3. Choose the name the target group to open its details page

4. On the Group details page, in the Attributes section, choose Edit

5. On the Edit attributes page, select Proxy protocol v2

6. Choose Save changes


https://console.aws.amazon.com/ec2/

AWS PrivatelLink
A note about PPv2: What does it look like?

Provides a binary encoding of the proxy protocol header.
The NLB prepends a proxy protocol header to the TCP data.

It does not discard or overwrite any existing data, including
any proxy protocol headers already present.

It is possible to receive more than one proxy protocol header.

The first proxy protocol header might not be the one from
your Network Load Balancer, the order is set by the path of
the packets, and includes pathing before the NLB.



AWS PrivateLink
A note about PPv2: What does it look like?

PP2_TYPE_AWS (OxEA)

The length of value

PP2_SUBTYPE_AWS_VPCE_|
D (0x01)

variable

(value length minus 1) The ID of the endpoint

For ProProt library to parse PPV2 connection headers see:
https://github.com/aws/elastic-load-balancing-tools/tree/master/proprot



A word on the
AWS Backbone

re' |INvent



Amazon Global Network

Redundant 100 GbE network

Private network capacity between
all AWS Regions, except China

»

v

The AWS Cloud spans:

217 Points of Presence

77 Availability zones

24 Geographic regions around the world*

2 Local Zone, 5 Wavelength Zones and 97 Direct Connect locations

* Covers 245 Countries and Territories around the world!




Marketplace
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Marketplace

Services discoverable when customers purchase SaaS on AWS Marketplace

Sell in AWS Marketplace

AWS Marketplace provides a new sales channel for ISVs and Consulting
Partners to sell their solutions to AWS customers. We make it easy for
customers to find, buy, deploy and manage software solutions, including
Saas$, in a matter of minutes.

Come find out how to list your product and leverage this channel today.

REGISTER NOW

Easily create secure endpoints No public IP addresses

AWS Market Place confirms each Connect services directly from
sellers endpoint DNS name, making VPC without requiring any
it easier to find and set up the internet gateways, and not

endpoints your customers need traversing the internet

<@ @

Curated SaaS products

Products architected to run on
AWS by popular software vendors
are found easily on the
marketplace



Putting it all together
by adding AWS PrivateLink
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Add AWS PrivateLink
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A note about infrastructure as code:

Automation Time to recover

Rapid rollout Troubleshooting



Thank you!

James Wenzel
Sr Partner Solutions Architect — Networking

www.linkedin.com/in/james-m-wenzel

https://networkingandcontentdelivery.splashthat.com
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