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Fundamentals of AWS 
cloud security for IR



AWS shared responsibility model

• Security in the cloud events
• Number of components in 

scope for incident response 
varies by service



AWS Well-Architected Framework

ĈEëeã ìiéh eíéçeâeáî âaéêçe 
preventive and detective controls, 
your organization should still 
implement mechanisms to respond 
to and mitigate the potential impact 
äf èecêçiéî iãcideãéè.ĉ



AWS Cloud Adoption Framework
Security Perspective

Directive

Preventative Detective

Responsive

ĈAáéhäêgh iãcideãé çeèåäãèe (IR) 
is generally viewed under the 
responsive controls component, 
these are dependent and 
influenced by the other 
cäâåäãeãéè.ĉ



AWS incident response whitepaper

Security Perspective

Directive

Preventative Detective

Responsive



• What are we trying to protect?
• What are the threats?
• What alerts do we need?

Threat modeling



The baseline Alert:
ĈAééempéed or èêcceèèfêl 
S3 bêckeé deleéionĉ

Incident response  
requirements

Threat detection 
requirements



The noise

~1.5 minutes after opening the SG

Flow logs

AWS CloudTrail

Packet capture 

HTTP server
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Incident response 
maturity model



Anatomy of a security incident

VPC

AWS Cloud

Availability Zone 1

Auto Scaling group

Availability Zone 2

Auto Scaling group

NAT gateway NAT gateway

Instance Instance

Instance Instance

Amazon EC2 
Auto Scaling

• AcéorĆè acéionè are 
translated into 
activity logs

• Targeted or 
opportunistic 
behavior

• Responder is alerted, 
translates activity 
logè inéo acéorĆè 
behavior, and uses 
appropriate tools 
to respond

• Spend less effort in 
opportunistic 
behavior



Incident response maturity model

ĈZero plaîbookĉ

ĈClaèèic plaîbookĉ

ĈPlaîbook aè codeĉ

1

2

3



1. ĈZeçä ålaîbääkĉ

Notification ResponderRecipient

Ĉ...ĉ

ĈWe need éo 
figure out what 
happened.ĉ



NotificationAlertFindingsActivity logs

Stakeholders

Automation: 
containment, 
eradication, 
and recovery

Triage, scope, 
and impact

Forensic, 
evidence 
preservation

Post-incident 
activity

Incident data

Threat detection 

Responder

ĈI am érîingĉ

2. ĈClaèèic ålaîbääkĉ



NotificationIndicatorsActivity logs

Responders

Stakeholders

Automation: 
data for triage, 
containment, 
and eradication

Data for 
triage, scope, 
and impact

Evidence 
preservation 
for forensics

Post-incident 
activity

Incident data

Threat detection 

ĈI goé éhiè!ĉ

3. ĈPlaîbääk aè cädeĉ

as needed

IR repo
pull / push

Alert

Threat 
modeling



What is getting in the way?

Too many alerts 
or no alerts

Inadequate 
threat detection 
and incident 
response skills

Lack of or wrong 
expectations about  
automation 

Inadequate 
playbooks
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The journey: Educate, 
prepare, simulate, iterate



From workloads to alerts
Workloads

VPC

AWS Cloud

Amazon EC2

Amazon Simple 
Storage Service

AWS Identity and 
Access Management

Services



From alerts to log sources

ĈRooé êèage 
deéecéedĉ

ĈLong-term 
IAM access 
keîè eípoèedĉ

ĈS3 bêckeé or 
object made 
pêblicĉ

Amazon GuardDuty:

• UnauthorizedAccess:EC2/SSHBruteForce
• UnauthorizedAccess:EC2/RDPBruteForce
• Behavior:EC2/NetworkPortUnusual
• Behavior:EC2/TrafficVolumeUnusual

Custom solution:

• NETBIOS SMB NTLMSSP authentication 
brute force attempt

• INDICATOR-SCAN SSH brute force 
login attempt

Flow logs

AWS CloudTrail AWS Config

Amazon GuardDuty

AWS Security Hub Custom solution



From logs to analysis

Amazon Simple 
Storage Service

Amazon S3 Glacier

Amazon EventBridge

Flow logs

AWS CloudTrail AWS Config

Amazon GuardDuty

AWS Security Hub Custom solution

Amazon CloudWatch

Amazon Athena

Amazon Detective



Automation

Rule
SEC323_GUARDDUTY_
ROOT_USER_ACTIVITY

AWS CloudTrail

Topic 
SEC323_ROOT_USER_ALERT

Email notification

(0$,/

Amazon Athena

Bucket 
with logs

AWS Cloud

Amazon GuardDuty

Amazon CloudWatch

AWS Lambda

Lambda function 
SEC323_ALERT_TRIAGE

Amazon Simple 
Notification Service

Bucket 
with query 

results

AWS Cloud

findings export

trail log location

Amazon Simple 
Storage Service

Topic 
SEC323_ALERT_TRIAGE

Event schedule
SEC323_POLL_ATHENA_

QUERY_PULL

Lambda function 
SEC323_CONTAIN



Educate, prepare, simulate, iterate

• Git-based repository for IR
• Expanded scope for automation
• Code + documents
• Playbooks as educational opportunity
• Leverage existing CI / CD pipeline



Thank you!
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