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Elastic Load Balancing

Load balancing in the serverless world

Architectural patterns

Agenda



Refresh containers knowledge

<<< Task networking 

in AWS Fargate (AWS 

Compute Blog)

Running Kubernetes on AWS 

Fargate – AWS Online Tech 

Talks (Youtube link)  >>>
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Elastic Load Balancing (ELB)



The family

Application 

Load Balancer 

(ALB)

Classic Load 

Balancer 

(CLB)

Network Load 

Balancer 

(NLB)

Gateway Load 

Balancer 

(GWLB)



Elastic Load Balancing

IP



Elastic Load Balancing

ALB NLB GWLB CLB

Listener protocols
HTTP, HTTPS, 

gRPC
TCP, UDP, TLS IP

TCP, SSL/TLS, 

HTTP, HTTPS

Static IP (Use your own Elastic IP) ✓

Terminates flow/proxy behavior ✓ ✓ ✓

Routing rules based on the 

content of the request
✓

Route TCP connections and UDP 

flows
✓

AWS PrivateLink ✓ ✓

EC2 instances ✓ ✓ ✓ ✓

IP addresses ✓ ✓ ✓

AWS Lambda ✓

Containers (AWS Fargate) ✓ ✓



ALB vs. NLB vs. CLB
R E : I N V E N T  2 0 1 9  – Y O U T U B E  – G E T  T H E  M O S T  F R O M  E L A S T I C  L O A D  B A L A N C I N G  F O R  D I F F E R E N T  
W O R K L O A D S  ( N E T 4 0 7 - R 2 )
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Load balancing in the serverless 
world



Serverless services
S M A L L  P A R T  O F  T H E M

AWS FargateAWS Lambda

Amazon API Gateway



Lambda as a target for ALB
W H Y ?

Benefits

• Host applications with a mix of compute 

services, such as Amazon EC2 and Lambda

• Build serverless websites

• Make use of the ALB content-based routing 

rules and weighted target groups to route 

the traffic to multiple Lambda functions

• Create custom targets for ALB, like object 

upload / download to Amazon S3

Benefits / use cases



Lambda as a target for ALB
H O W  I T  W O R K S :  T H E  R E Q U E S T

AWS Cloud

Target group 1

Target group 2

{
….

"x-amzn-trace-id": "Root=1-5bdb40ca-
556d8b0c50dc66f0511bf520",

"x-forwarded-for": "72.21.198.66",
"x-forwarded-port": "443",
"x-forwarded-proto": "https"

},
"isBase64Encoded": false,
"body": "request_body"

}

json

HTTP / HTTPS

• ALB > Lambda in {json}

• Additional headers 

ALB



Lambda as a target for ALB
H O W  I T  W O R K S :  T H E  R E S P O N S E

AWS Cloud

Target group 1

Target group 2

json

{
"isBase64Encoded": true,
"statusCode": 200,
"statusDescription": "200 OK",
"headers": {

"Set-cookie": "cookies",
"Content-Type": "application/json"

},
"body": "Hello from Lambda"

}

Lambda > ALB in {json} format

ALB



Lambda as a target for ALB
W R A P - U P

Benefits

• Host applications with a mix of compute 

services, such as EC2 and Lambda

• Build serverless websites

• Make use of the ALB content-based routing 

rules and weighted target groups to route 

the traffic to multiple Lambda functions

• Create custom targets for ALB like object 

upload / download to S3

Good to know

• One Lambda function per target group

• The Lambda function and ALB must be in 

the same AWS account and same region

• WebSockets are not supported

• ALB health checks for Lambda are 

supported and can be enabled via console 

or AWS CLI

Benefits / use cases Good to know



Fargate (ECS) as a target for ELB
W H Y ?

Benefits

• Host applications with a mix of compute 

services, such as EC2, Lambda, and 

containers

• Build microservices applications with 

spikey, unpredictable traffic patterns

• Run TCP / UDP based applications using 

NLB

• Multiple services using a single listener on a 

single ALB

Benefits / use cases



Fargate (ECS) as a target for ELB
H O W  I T  W O R K S

ALB 
and NLB

• awsvpc
IP 

address as the 
target type

private or 
public subnets

VPC

AWS Cloud

ALB



Fargate (ECS) as a target for ELB
W R A P - U P

Benefits

• Host applications with a mix of compute 

services, such as EC2, Lambda and 

containers

• Build microservices applications with 

spikey, unpredictable traffic patterns

• Run TCP / UDP-based applications using 

NLB

• Multiple services using a single listener on a 

single ALB

Good to know

• ALB allows dynamic host port mapping for 

containers

• A service supports up to five target groups, 

with mixed compute (Fargate, EC2)

• Recommended to have both the ELB and 

container health checks configured
• Fargate version 1.1.0 or greater for container 

health checks

Benefits / use cases Good to know



Fargate (EKS) as a target for ELB
W H Y ?

Benefits

• Simpler to run Kubernetes applications

• AWS manages the lifecycle of the pod and 

spins up a Fargate worker node to run the 

pods

• Use AWS Load Balancer controller as an 

ingress controller for EKS

Benefits / use cases



Fargate (EKS) as a target for ELB
H O W  I T  W O R K S

Private subnet

VPC

AWS Cloud

Public subnet

AWS Load Balancer Controller with Amazon EKS on 

Fargate

• Supported by ALB & NLB

• AWS Load Balancer 

Controller supports IP 

address targeting mode

• Ingress annotations:  

service.beta.kubernetes.io/a
ws-load-balancer-type: "nlb-
ip“

• Pods can run only in 

private subnets

ALB



Fargate (EKS) as a target for ELB
W R A P - U P

Benefits

• Simpler to run Kubernetes applications

• AWS manages the lifecycle of the pod and 

spins up a Fargate worker node to run the 

pods

• Use AWS Load Balancer controller as an 

ingress controller for EKS

Good to know

• AWS Load Balancer Controller share ALBs 

with multiple Kubernetes ingress rules

• Support for custom resource (CR) called 

TargetGroupBinding to expose your pods 

using an existing target group

• Maximum of 4 vCPU and 30Gb memory per 

pod

• Support for fully private clusters

Good to knowBenefits / use cases



Introducing the AWS Load Balancer Controller
B L O G  P O S T



Containers roadmap
G I T H U B



Amazon API Gateway vs. ALB

APIGW ALB

API management platform

• Path-based routing

authentication and authorization,
Amazon Cognito

• Request and response size 6MB

• Throttling

load-balancing service

• Rule-based routing, mixed

Amazon Cognito
authentication

• Request and response size 1MB

static IP 
HTTP endpoint



Amazon API Gateway vs. ALB

HTTP, 
HTTPS APIs

RESTful, 
WebSocket 

APIs

10,000 RPS (requests 
per second)

Scales 
automatically

Public endpoints such as S3, Amazon SQS, 

etc., including external endpoints

Mix of EC2, containers, 

on-premises and Lambda

X HTTP APIs

✓ REST APIs

✓ HTTP APIs

APIGW ALB
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Architectural patterns
Serverless microservices with ALB

Serverless microservices with NLB

Exposing private microservices using APIGW
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Architectural patterns
Serverless microservices with ALB



Region eu-west-1

ALB

Introducing serverless microservices

Auto Scaling group

Server contents

Server contents100

0

• HTTP / HTTPS 
APIs

ALB 
weighted target 
groups
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Region eu-west-1

ALB

Running serverless microservices

Auto Scaling group

Server contents

Server contents0

100

• HTTP / HTTPS 
APIs

ALB 
weighted target 
groups

moved to Fargate



Region eu-west-1

ALB

Running more serverless microservices

Auto Scaling group

Server contents

Server contents

• HTTP / HTTPS 
APIs

ALB 
weighted target 
groups

moved to Fargate

new 
serverless 
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moved to Fargate

new 
serverless 

• ALB fixed 
response



Region eu-west-1

Running more and more serverless microservices

Auto Scaling group

Server contents

Server contents

• HTTP / HTTPS 
APIs

ALB 
weighted target 
groups

moved to Fargate

new 
serverless 

• ALB fixed 
response



Multi-region serverless services architecture

Region us-east-1 

ALB

Region eu-west-1

ALB

AWS WAF

AWS 

Certificate 

Manager

Amazon 

Cognito

AWS Global 

Accelerator

Amazon 

CloudFront
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Architectural patterns
Serverless microservices with NLB

1) Exposing private microservices using APIGW



Serverless microservices with NLB

Region us-east-1 

NLB

• Non HTTP / HTTPS APIs

throughput

low latency

• Static IP needed



Serverless microservices with NLB
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Serverless microservices with NLB

Region us-east-1 

ALB

• Non HTTP / HTTPS APIs

throughput

low latency

• Static IP needed

(1:1)

• NLB > ALB > Microservices 
(1:1:many)

NLB



ALB as target for the NLB
B L O G  P O S T  – U S I N G  S T A T I C  I P  A D D R E S S E S  F O R  A P P L I C A T I O N  L O A D  B A L A N C E R S  
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Architectural patterns
Exposing private microservices using APIGW



Exposing private microservices using APIGW
A P P L I C A T I O N  L O A D  B A L A N C E R

AWS Cloud

VPC

ALB

VPC link

API Gateway

Private subnet

• Use case: Private 
access to private 
microservices 

HTTP APIs

• APIGW private 
integration with 
ALB

• All resources 
need to be 
owned by the 
same AWS 
account



Exposing private microservices using APIGW
N E T W O R K  L O A D  B A L A N C E R

Private subnet

AWS Cloud

VPC

NLB

VPC link

API Gateway

REST APIs

• APIGW private 
integration with 
NLB



Exposing private microservices using APIGW
N E T W O R K  L O A D  B A L A N C E R

Private subnet

AWS Cloud

VPC

NLB

VPC link

API Gateway

REST APIs

• APIGW private 
integration with 
NLB

• Multiple services 
exposed



• NET402 Elastic Load Balancing: A year of innovations

Related session



Thank you!
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