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Refresh containers knowledge
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Elastic Load Balancing (ELB)
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The family
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Elastic Load Balancing

Traffic

—

Instance ECS/Fargate = Containers
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Elastic Load Balancing

Listener protocols

HTTP, HTTPS,
gRPC

TCP, UDP, TLS

TCP, SSL/TLS,
AU, WUUIPE Listeners and

Static IP (Use your own Elastic IP)

v

connectivity

Terminates flow/proxy behavior

v

Routing rules based on the
content of the request

Request
routing

Route TCP connections and UDP
flows

AWS PrivateLink

EC2 instances

Target and

IP addresses

target groups

AWS Lambda

Containers (AWS Fargate)




ALB vs. NLB vs. CLB

RE:INVENT 2019 - YOUTUBE - GET THE MOST FROM ELASTIC LOAD BALANCING FOR DIFFERENT
WORKLOADS (NET407-R2)

~ Senior Manager
Amazon Web Services




Load balancing in the serverless
world
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Serverless services

SMALL PART OF THEM

AWS Lambda AWS Fargate

Amazon API Gateway



Lambda as a target for ALB

WHY?

Benefits / use cases

» Host applications with a mix of compute
services, such as Amazon EC2 and Lambda

« Build serverless websites
« Make use of the ALB content-based routing
rules and weighted target groups to route

the traffic to multiple Lambda functions

« Create custom targets for ALB, like object
upload / download to Amazon S3



Lambda as a target for ALB

HOW IT WORKS: THE REQUEST

* Supported by both HTTP / HTTPS

e ALB > Lambda in {json}
« Additional headers added by ALB to the request

{

"x-amzn-trace-id": "Root=1-5bdb40ca-
556d8b0c50dc66f0511bf520",
"x-forwarded-for": "72.21.198.66",
"x-forwarded-port": "443",
"x-forwarded-proto": "https"
I
"isBase64Encoded": false,

"body": "request_body"
}

p
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Lambda as a target for ALB

HOW IT WORKS: THE RESPONSE

Lambda > ALB in {json} format

"isBase64Encoded": true,

"statusCode": 200,
"statusDescription": "200 OK",
"headers": {

"Set-cookie": "cookies",

"Content-Type": "application/json’

b
"body": "Hello from Lambda"

p
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Lambda as a target for ALB

WRAP-UP

Benefits / use cases Good to know

» Host applications with a mix of compute * One Lambda function per target group

services, such as EC2 and Lambda
« The Lambda function and ALB must be in

« Build serverless websites the same AWS account and same region
« Make use of the ALB content-based routing  WebSockets are not supported
rules and weighted target groups to route
the traffic to multiple Lambda functions * ALB health checks for Lambda are
supported and can be enabled via console
« Create custom targets for ALB like object or AWS CLI

upload / download to S3



Fargate (ECS) as a target for ELB

WHY?

Benefits / use cases

» Host applications with a mix of compute
services, such as EC2, Lambda, and
containers

 Build microservices applications with
spikey, unpredictable traffic patterns

« Run TCP / UDP based applications using
NLB

« Multiple services using a single listener on a
single ALB



Fargate (ECS) as a target for ELB

HOW IT WORKS

* Supported by ALB
and NLB
* awsvpc network
mode with IP
address as the
target type _ """"""""""""""""
* ALB and the ECS a—| (I
cluster can be in . ﬁﬁﬁ § T
either in private or §
ublic subnets =
P ALB (2= (I
' T




Fargate (ECS) as a target for ELB

WRAP-UP
Benefits / use cases Good to know
» Host applications with a mix of compute « ALB allows dynamic host port mapping for
services, such as EC2, Lambda and containers
containers

« A service supports up to five target groups,
 Build microservices applications with with mixed compute (Fargate, EC2)
spikey, unpredictable traffic patterns
 Recommended to have both the ELB and

* Run TCP / UDP-based applications using container health checks configured
NLB « Fargate version 1.1.0 or greater for container
health checks

« Multiple services using a single listener on a
single ALB



Fargate (EKS) as a target for ELB

WHY?

Benefits / use cases
« Simpler to run Kubernetes applications
« AWS manages the lifecycle of the pod and
spins up a Fargate worker node to run the

pods

« Use AWS Load Balancer controller as an
ingress controller for EKS



Fargate (EKS) as a target for ELB

HOW IT WORKS

AWS Load Balancer Controller with Amazon EKS on
Fargate

Supported by ALB & NLB

AWS Load Balancer
Controller supports IP
address targeting mode

Ingress annotations:

service.beta.kubernetes.io/a
ws-load-balancer-type: "nlb- .

P

ALB

Pods can run only in
private subnets




Fargate (EKS) as a target for ELB

WRAP-UP

Benefits / use cases
« Simpler to run Kubernetes applications
« AWS manages the lifecycle of the pod and
spins up a Fargate worker node to run the

pods

« Use AWS Load Balancer controller as an
ingress controller for EKS

Good to know

AWS Load Balancer Controller share ALBs
with multiple Kubernetes ingress rules

Support for custom resource (CR) called
TargetGroupBinding to expose your pods
using an existing target group

Maximum of 4 vCPU and 30Gb memory per
pod

Support for fully private clusters



Introducing the AWS Load Balancer Controller

BLOG POST

Containers

Introducing the AWS Load Balancer Controller

Amazon Elastic Kubernetes Service, Containers | Permalink | # Share

-

‘ Unboxing the new AWS Load Balancer Cont ri
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ontainers roadmap

GITHUB

O Why GitHub? »~ Team Enterprise Explore v Marketplace Pricing Search / Signin

& aws / containers-roadmap ®watch 706 Yrstar | 33k Y Fork 165

{> Code ssues Pull requests Actions rojects Security Insights

master ~ or. a Go to file About

This is the public roadmap for AWS
Update README.md ... €17f5 3 commits container services (ECS, ECR, Fargate,
and EKS).
.github
& aws.amazon.com/about-aws/whats-ne...
roadmap aws containers eks
fargate ecr ecs kubernetes
CODE_OF_ UCT.md

m
B

CONTRIBUTING.md
LICENSE
NOTICE

Releases
PRINCIPLES.md

README.md




Amazon APl Gateway vs. ALB

APIGW

« Serverless APl management platform
« Path-based routing

e Built-in authentication and authorization,
and integration with Amazon Cognito

* Request and response size 6MB

* Throttling

ALB

AWS managed load-balancing service
Rule-based routing, mixed

Integration with Amazon Cognito for
authentication

Request and response size TMB

ALB behind NLB provides a static IP for
the HTTP endpoint



Amazon APl Gateway vs. ALB

APIGW ALB
o~ HTTP APls i~ HTTP APIs
) )
REST API
> 10,000 RPS (requests Scales
AWS WAF per second) automatically AWS WAF
RESTful, <[> ( é
WebSocket DD HT'II_'III;- IZ:PIS
APls

Public endpoints such as S3, Amazon SQS, Mix of EC2, containers,
etc., including external endpoints on-premises and Lambda



Architectural patterns

Serverless microservices with ALB
Serverless microservices with NLB

Exposing private microservices using APIGW
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Architectural patterns

Serverless microservices with ALB

re' |INvent



Introducing serverless microservices

« HTTP /HTTPS
APIs

« Make use of ALB
weighted target
groups

ERegion eu-west-1

/us1, weight 100

/us2, weight 100

)

ALB

/us2, weight O




Introducing serverless microservices

HTTP / HTTPS
APIs

Make use of ALB
weighted target
groups

ERegion eu-west-1

/us1, weight 100
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Introducing serverless microservices

HTTP / HTTPS
APIs

Make use of ALB
weighted target
groups

ERegion eu-west-1

/us1, weight 100

eeeeeeeeeeee

/us2, weight 30

)

ALB

/us2, weight 70




Running serverless microservices

HTTP / HTTPS
APIs

Make use of ALB
weighted target
groups

Containers
operational
NERELEIRERIAE
moved to Fargate

ERegion eu-west-1

/us1, weight 100

eeeeeeeeeeee

/us2, weight O

)

ALB

/us2, weight 100




Running more serverless microservices

HTTP / HTTPS ERegion eu-west-1 i

i"ﬁ* Auto Scaling group
APIs A

1, weight: 100 | M=
Make use of ALB [usT, weig >|.||t:;|| =M= ||£:r||
weighted target |
groups /us2, weight: O i |l .
= .
Containers | i
operational

management is . :
moved to Fargate ALB /us2, weight: 100 = (I [T

Develop new T T

serverless
/us3, weight: 100
>

microservices




Running more serverless microservices

HTTP / HTTPS ERegion cu-west-1 E Awosainggen T i
APIs N P |

: /us1, weight: 100 i =
Make use of ALB f:;ei " ~ | [0 [ o o) €
weighted target P '

groups f\ /us2, weight: O |l
Nr

Containers §
operational

management is . =
moved to Fargate ALB /us2, weight: 100 = (I [T

Develop new T T
serverless
microservices

/us3, weight: 100
ALB fixed <

response




Running more and more serverless microservices

:IIITP JHTTPS ~ MlResion cwwest- Echmosainggen ;

S I prr— |
Fixed /us1, weight: O N

Make use of ALB response i (] ([ (T

weighted target
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= |
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operational /

management is . =
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>
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Multi-region serverless pservices architecture

: Region eu-west-1
L LT
L] (LT

@ @ o

Amazon
CloudFront

AWS Global
Accelerator

Amazon
Cognito

AWS
Certificate
Manager

AWS WAF

Region us-east-1




Architectural patterns

Serverless microservices with NLB
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Serverless microservices with NLB

 TCP / UDP support

* Use cases
 Non HTTP / HTTPS APIs
* High throughput
« Ultra low latency
 Static IP needed

 NLB > microservice (1:1)

Region us-east-1




Serverless microservices with NLB

 TCP / UDP support

Region us-east-1
 Use cases r;
A0 = [ i
e Non HTTP / HTTPS APIs ~([]=0 >
SO | 1]
« High throughput
NLB
« Ultra low latency E
) A0 =[] i
» Static IP needed +({(0=0O >
SO {1
« NLB > microservice (1:1)
NLB
D:T)g E | 1]
>
SO [ (T
NLB




Serverless microservices with NLB

TCP / UDP support

|=|Region us-east-1

Use cases =
i [TT1TIT] TN
 Non HTTP / HTTPS APIs — B —
* High throughput NLB target group
» Ultra low latency -
: m — [0 o
» Static IP needed —— Df)u > ﬁﬁh >
So TN (I
NLB > microservice (1:1)
NLB ALB

NLB > ALB > Microservices
(1:1:many)




ALB as target for the NLB

BLOG POST - USING STATIC IP ADDRESSES FOR APPLICATION LOAD BALANCERS

Networking & Content Delivery

Using static IP addresses for Application Load Balancers

Elastic Load Balancing | Permalink | M Share

Update:

You can use nbal Accelerator to get static IP addresses that act as a fixed entry point to your application

o multiple AWS uch
ed from multiple

ibal network a

Introduction
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Architectural patterns

Exposing private microservices using APIGW
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Exposing private microservices using APIGW

APPLICATION LOAD BALANCER

« Use case: Private
access to private —
microservices

using HTTP APIs

* APIGW private
integration with
ALB

 All resources

need to be
owned by the APl Gateway ALB -

same AWS
account




Exposing private microservices using APIGW

NETWORK LOAD BALANCER

« Use case: Private
access to private —
microservices
using REST APls

* APIGW private
integration with

NLB
g ] [
* All resources N ] [
need to be
owned by the API Gateway NLB
same AWS

account




Exposing private microservices using APIGW

NETWORK LOAD BALANCER

Use case: Private
access to private —
microservices

using REST APIs

* APIGW private
integration with
NLB

' =D
- B

 All resources |
need to be TR T
owned by the AP| Gateway NLB >

same AWS T
account

« Multiple services
exposed




Related session

- NET402 Elastic Load Balancing: A year of innovations
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