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Amazon CloudFront: A refresher

AWS content delivery network

Used to securely deliver data, video,
applications, and APIs with low latency
and high transfer speeds

Integrated with AWS services and directly
connected to the AWS global network




Amazon CloudFront: 220+ POPs in 87 cities

across 44 countries |
= YTD launched in 7/

e new countries
& (Bulgaria, Greece
.. Hungary, Kenya,

Mexico, New
/ealand, Romania)
and 3 new cities
(Dusseldorf,
Hamburg, Kolkata)

Fdge locations

Multiple Edge
locations

@)
‘ Regional Edge

Caches

y " New Regional Edge
/ Cache in the AWS
Ireland Region



Amazon CloudFront users
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Amazon CloudFront tenets
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Security

AWS

re. | ﬂve ﬂt © 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Security at the edge

Robust content protection controls and encryption

Access Encrypted

control connections

« AWS WAF

« AWS Shield

« AWS Certificate Manager (ACM)

« AWS Identity and Access Management (IAM)
« AWS Config and AWS CloudTrail

Integrations with AWS
security services



Security out-of-the-box

« AWS Shield Standard and DDoS
visibility
/
» HTTP desync protection é . Jjﬁ\

« OCSP stapling

- Domain fronting protection



TLS 1.3 support for viewer requests

- 50% faster TLS handshake (compared to TLS1.2)
- Disable deprecated and vulnerable ciphers

- Perfect Forward Secrecy (PFS) for increased session security
- Enabled by default

CloudFront utilizes the AWS S2N
TLS stack; learn more at
https://amzn.to/2GD4SKu



https://amzn.to/2GD4SKu

Content protection

 Signed URLs and signed cookies

= Now with rootless trusted signers!

 Field-level encryption

Restrict Viewer Access @ Yes

(Use Signed URLsor (_UNo
Signed Cookies) [f you restrict viewer access, viewers must use
CloudFront signed URLs or signed cookies to access
your content. For more information, see Serving Private
Content through CloudFront in the Amazon CloudFront
Developer Guide.

Trusted Key Groups or Trusted @® Trusted Key Groups
Signer Trusted Signer




Enhanced security with Lambda@Edge

 Security headers
- Token authentication
» Request signing

- Learn more at https://amzn.to/3l[LXDG



https://amzn.to/3ljLXDG

AWS Lambda

Dashboard

Applications

¥ Additional resources

Layers

v Related AWS resources

Step Functions state machines

Lambda Functions
Functions (16) Last fetched 30 seconds ago C
Q 1 match
Function name: AddSecurityHeadersToOriginResponse X ’ Clear filters
Function name Description Runtime Code size
AddSecurityHeadersToOriginResponse Node.js 12.x 538.0 byte

Last modified

last month




Improving website security: Example

net208.awsedge.ninja Host: net208.awsedge.ninja
Scan ID #: Scan ID #:
Start Time: Start Time:

Duration: Duration:

Score: 0/100 Score: 115/100

Tests Passed: 5/11 Tests Passed: 11/11

Results by https://observatory.mozilla.org/



https://observatory.mozilla.org/
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Keeping your application up with CloudFront

Create Origin

Origin Settings
Origin Domain Name
Origin Path
Origin ID

Minimum Origin SSL Protocol

Origin Protocol Policy

Origin Connection Attempts
Origin Connection Timeout
Origin Response Timeout
Origin Keep-alive Timeout
HTTP Port

HTTPS Port

main.example.com

Custom-main.example.com

® TLSV1.2
(U TLSv1.1
(JTLSv1
(L) SSLv3

(O HTTP Only
@® HTTPS Only
) Match Viewer

3
10

30

https://amzn.to/3nkFk54



Keeping your application up with CloudFront

Origin Settings
Origin Domain Name  backup.example-backup.com

Origin Path

Origin ID  Custom-backup.example-backup.com

Minimum Origin SSL Protocol ®TLSV1.2
OTLSv1.1

JTLSv1

) SSLv3

Origin Protocol Policy

(U HTTP Only
@® HTTPS Only

(_) Match Viewer

Origin Connection Attempts
Origin Connection Timeout
Origin Response Timeout
Origin Keep-alive Timeout

HTTP Port

R https://amzn.to/3nkFk54




Keeping your application up with CloudFront

Create Origin Group

Create an origin group to provide rerouting during a failover event. You can associate an origin group with a cache behavior to
have requests routed from a primary origin to a secondary origin for failover. You must have two origins for your distribution

before you can create an origin group. Please note that with an origin group, you can only use GET, HEAD, and OPTIONS HTTP
methods in your cache behavior. Learn more

Origins *

Origin ID

Custom-main.example.com

Custom-backup.example-backup.com

/ You must add two origins for the origin group.

Arrange the origins in priority order, based on which origin you want CloudFront to send requests to first. The origin that you list
first is the primary origin.

Select the status codes to use as the failover criteria. When the codes that you select are returned by the primary origin,

Failover criteria * e
requests are rerouted to the secondary origin.

500 Internal Server Error & 504 Gateway Timeout

\ 502 Bad Gateway (] 404 Not Found

503 Service Unavailable [_1403 Forbidden

Origin Group ID * | my-origin-group

https://amzn.to/3nkFk54



Real-time logging

%Custom

You can

« Determine sample
rate (1%-100%)

- Customize fields to S s o
be collected

- Enable per
distribution behavior
Kinesis Data S3 Bucket

. Extra metrics, such
as error rates, are

also available in

Amazon CloudWatch s

Kinesis Data ElasticSearch
Firehose



CloudFront

Distributions
Policies

What's new

Telemetry
Monitoring
Alarms

Reports & analytics

he stat S

Cac

Popular objects

Top referrers

Field-level encryption

Key management

Key groups

CloudFront

LOgS Info

Distribution logs Real-time f

Real-time log configurations info

Enter a keyword to filter configurations

Name

My-Real-Time-Logging

Profile

RTLogs-100-AllFields

Sampling
rate

100%

100%

Kinesis data stream

arn.a

2y

:Kinesis:us-east-1:

tream/CF-RTL-Stream

arn ream/CF-RTL-St

2y




Handling application errors: Tips and tricks

 Monitor error rates
through CloudWatch

Create Custom Error Response

Custom Error Response Settings

HTTP Error Code 503: Service Unavailable

« Use custom error pages Eror Gaching Mk TIL (10
O n C I.O u d F ro nt Customize Error Response ?:ZS

Response Page Path /nice_error.html

HTTP Response Code 200: OK

- Use origin failover



Performance
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Improving performance

What YOU can do What AWS does for you
1. Define your caching strategy 1. TCP optimization
2. Improve your cache hit ratio a) TCP fast open
3. Utilize CloudFront's capabilities , b_)I_LB;FEI 2
at the edge ' '
a) HTTP to HTTPs 3. Dynamic content placement
b) Compression
c¢) Origin Shield

Improve your website performance with Amazon CloudFront —
https://amzn.to/36ATODU



https://amzn.to/36AT0DU

Cache and origin request policies

Create cache policy

Info

Name

MyCachePolicy

Comment

Optimized for Caching

TTL Settings

Minimum TTL Info Maximum TTL Info

3600 31536000

Cache key contents

The cache key includes the headers, cookies, and query strings in the cache policy,

Headers Info

Whitelist

CloudFront-Is-Mobile-Viewer

Cookies Info

All-Except

Session

Query strings Info

All-Except

userid

Compression support Info

Gzip

Brotli

Default TTL Info

86400

as follows:

Add header

Add cookie

Add query string

Set to default

Create origin request policy

Info

Name

HeaderEnrichmentPolicy

Comment

Including Fine-Grain Geo

Origin request contents

Headers Info

All viewer headers and whitelisted CloudFront-* headers

Choose from the list

CloudFront-Is-Mobile-Viewer 3 CloudFront-Viewer-City %

Cookies Info

All

Query strings Info

Whitelist

userid % productid

Add header

CloudFront-Viewer-Latitude 3

Add query string

CloudFront-Viewer-Longitude 3




Origin Shield

- Maximum origin load
reduction (10x+
improvement) . .
« Cost optimization l l l l

A N A N LN
- Better performance for
. REC-NA(3) REC-EU (2) REC- AP (4)
Viewers

- Higher effective cache \\\« H ///

efficiency/retention 12+* requests to origin 1* requests to origin

|

HHN —— HN «—
REC-NA(3) REC-EU(2)

l REC- AP (4)

* # of requests varies with traffic volumes/regionality/request rates and other factors



Dynamic Content Placement

 Introduces concept of “City"” —a
localized area with 3 or more POPs

« Classification of Distributions

according to working set size, RPS
& BPS

- Binning algorithm to allocate
distributions to POPs within a City

- Expands effective cache width by
reducing redundantly cached
content in a regionally proximate
(similar latency) footprint

Without
DCP/Sharding

With DCP/Sharding

CloudFront City: LAX

POP: LAX-1
N

Dist A Dist B Dist C

POP: LAX-2
N

Dist A Dist B Dist C

POP: LAX-3
AN

Dist A Dist B Dist C

CloudFront City: LAX

POP: LAX-1
AN

Dist B

POP: LAX-2
AN

Dist A

POP: LAX-3
AN

Dist C




Additional Content

Make sure you catch the next session:

NET404: Improving website
performance using Amazon Cloudfront




Thank you!
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Please complete
the session survey
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