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Amazon SageMaker solutions for fraud detection

Customized Solutions for SageMaker

Get started in minutes

ndustrial Consumer

Leverage Amazon SageMaker and other AWS

services —
Build an end to end framework for fraud Fraud Detectioryth Networks on A g Jetoker
. Amazon SageMI¥er
detection o
FI.EX|b|.e maChlne l-earnlng mOdel-l-lng teChnlques Fraud Detection: Webinar Fraud Detection in Financial
Transaction Networks: Webinar
Adapt to your needs and use-cases Fraud Detection

Fraud Detection in Financial
Automate the detection of potentially Transaction Networks
fraudulent activity & remediate

Identify fraud in financial transaction
Get started » networks & improve customer trust

https://aws.amazon.com/sagemaker/qgetting-started/ Get started »



https://aws.amazon.com/sagemaker/getting-started/

Typical approach to combat fraud: Rules based systems
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Rules based fraud detection - limitations
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Machine learning for fraud detection
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Fraud detection on AWS

Amazon provides customers with choice when considering implementing
Fraud detection solution for their business
Y

ﬁi Amazon Fraud Detector @ Amazon SageMaker

« Makes it quick and easy for developers and

builders to implement Al and improve « 1P end to end solutions for fraud detection
business outcomes « Build, train, and deploy your own ML models
* No ML experience required quickly using a visual IDE

« All tools required for ML in a single service

« Prebuilt models, algorithms, and solutions
plus AutoML

« Fully managed for scalability, performance,
and cost-effectiveness




Building Fraud detection models on Amazon SageMaker

Amazon SageMaker Autopilot

Automatically create machine learning models



Building Fraud detection models on Amazon SageMaker

Amazon SageMaker Built-in Algorithms

IP insights, XGBoost, Linear Learner, Random Cut Forest



Building Fraud detection models on Amazon SageMaker

Amazon SageMaker Training Toolkit

PyTorch, TensorFlow, Apache MXNet,
Scikit-learn, Deep Graph Library



Building Fraud detection models on Amazon SageMaker

s

AWS Marketplace

Hundreds of algorithms and pre-trained models



Amazon SageMaker features — Model development

SageMaker Studio
Integrated IDE for building models

SageMaker Experiments

Log and compare training runs

¢ Amazon SageMaker Studio File Edit View Run Kernel Git Tabs Settings Help

m [M] xgboost_customer_churn.ipyr *

B + X O 0O » = C Makdown v @ git conda_amazonei_mxnet_p27 O

oMz &

]:

* Have the predictor variable in the first column
* Not have a header row

But first, let's convert our categorical features into numeric features.

model_data = pd.get dummies(churn)

model_data = pd.concat([model data[ 1, model_data.drop([
see

And now let's split the data into training, validation, and test sets. This will
help prevent us from overfitting the model, and allow us to test the models
accuracy on data it hasn't already seen.

train_data, walidation_data, test_data = np.split(model data.sample(frac-=1
train_data.to_csv » header=False, index-False)
validation_data.to csv » header=False, index-False)

see

MNow we'll upload these files to 53.

boto3.Session(}.resource( }-Bucket({bucket}.0Object{os.path.join(prefix,
boto3.Session(}.resource( Y.Bucket(bucket).0Object{os.path.join(prefix,
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ﬂ Trial Component List
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TRIAL COMPONENTS

10 rows selected

Status ‘
¥ Completed

¥ Completed

v Completed

¥ Completed

Experiment

customer-churn-predi...
customer-churn-predi...
customer-churn-predi...

customer-churn-predi...

vge b ...

Type

Training job
Training job
Training job

Training job

Mode: Command



Amazon SageMaker features — Model deployment

Amazon SageMaker Model Monitor

monitor model predictions and detect drift



Amazon SageMaker features — Model deployment

Amazon Augmented Al

add human review of model predictions



Building a fraud
prevention system at
Coinbase using

SageMaker and AWS
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About Coinbase

» Stewards more than 35 million accounts
» Total trading volume since launch in 2012: $320B+
 Two main priorities: be the most trusted and easiest to use

G Coinbase G Pro

a Wallet

¢ Commerce

@ USD Coin

Earn

D Custody

5 Ventures




Combating fraud @ Coinbase

- Sophisticated attackers
High stakes
Fraud can occur in both the fiat and crypto worlds
Blockchains are immutable, limited recourse

« Strong Real time requirement



Combating fraud @ Coinbase

Risk Analysts Rules Engine ML Models

High skilled specialists in Developed by analysts Models are developed in

fraud prevention Lising data house by ML Engineers

Overall impact: Contributed to 50% reduction in fraud rate



Coinbase fraud prevention ML models

User risk model
« Ensemble of CatBoost and Pytorch Transformer model for event sequences

Transfer Risk model
» CatBoost Model with sequence aggregate features

Credit risk model
» CatBoost Model with sequence aggregate features

Account takeover model
* Ensemble of CatBoost and Pytorch Transformer model for event sequences



Coinbase model
development lifecycle
and platform requirements
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Model development lifecycle

H Plt':_)t?t?ll?i _» Productionize

How well can it be solved? Formalize the prototype
What metrics do we care about? M L Make it work in production conditions

Development
Cycle

Experiment

Apply production traffic/data
Analyze results
Identify improvements or resolve




Coinbase ML Fraud Detection Platform requirements
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Coinbase ML Fraud Detection Platform requirements

Secure

Access limited to those who need it

No unreviewed code deployed to production
Consensus mechanisms to guard against bad actors
Meet Coinbase strict security requirements



Coinbase ML Fraud Detection Platform requirements

Low Latency

ML Models are blocking in critical UX paths requiring SLAs as low as p99 of 80ms eZ2e latency

Data must be as up to date as possible, feature vectors user latest actions

Sophisticated fraudsters know the site well, often want a transactional guarantee (read from
app db)



Coinbase ML Fraud Detection Platform requirements

Flexible

Using bleeding edge tech from academia gives us an advantage
Keep time from concept to production as low as possible

Don't be coupled to any T model framework Ex: using CatBoost over
XGBoost gave a 4% AUC boost,

"Be able to deploy any model we need, to solve problems for the business”



In summary

Requirements Workflow

« Secure
. Low Latency Prototype _. Productionize

How can this problem be solved?
How well can it be solved? Formalize the prototype

[
® F leX I b le What metrics do we care about? ML Make it work in production conditions

Development
Cycle

Experiment

Apply production traffic/data
Analyze results
Identify improvements or resolve




What we built
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Prototype using Jupyter Notebooks on Amazon SageMaker

Notebook accessed
via Roles

Provisions ata bucke

required CB infra
« Bucket access tightly

Accesses Controued
Accesses s [P - Codified configs /
security

[ ol

AWS Management Notebook Notebook Notebook
Console




Productionizing models

cbml BaseModel - our abstraction over the lifecycle of a model

from cbml.models import BaseModel

class NewModel (BaseModel):
def train(self, data: pd.DataFrame) -> Any:

. »

def predict(self, data: pd.DataFrame):

. »

def performance summary(self, data: Optional[pd.DataFrame] = None) -> dict:

& & @

def load(self, state):

. »




Training models in production using Amazon SageMaker

« Amazon SageMaker Bring Your Own Container for all training

- Data & model artitacts out of leverage

- Metadata & performance stored in Nostradamus control plane

« Only reviewed model code in production jobs

 Only artifacts from production jobs used for production inference



Checking in models and achieving consensus

Submit PR
w/ Model

—...
— |

Reviews +
Approves +
2FA

Reviewer

Github

Triggers

Build
>

Codeflow Builder

Model name, version,
container tag

Nostradamus

V)

-

Starts Training Job
—...

Motified Job Started

Notifies of Completion

Store as
MadelContainerArtifacts

Create Job Instance

job name = tag
.

| g—Configs, metadata——

-
Entrypoint, dynamic config

Completion
Metadata

Training Job




Deploying real time models

* Models deployed as Amazon
SageMaker Endpoints with
training containers

» Score requests proxied through
central gateway (Nostradamus
Serving)

Nostradamus
Serving

* Same BaseModel + training job
container used for inference




Feature store

« Streaming features
using Flink via AWS
EMR

- Computed off event
stream, stored in
DynamoDB for real
time inference

« Feature Vectors
replicated to S3 /
Snowflake for training

« Merged with analytic
and real time features
using entity IDs

Stream 1

N——

Stream 2

'—
Model Score
events

bl.J@Ik&

Snowflake

Amazon DynamoDB

Amazon DynamoDB

Amazon DynamoDB

Amazon DynamoDB

—
MNostra-serve




Experimentation

All model rollouts are strictly
managed by
experimentation

Impact measured against
target and guardrail metrics

Multiple SageMaker
endpoints deployed and
experimented over

dec_2019 trm_retrain

Basic Information Metadata

Days Running: 45 (started: 2019-12-06)
Team: Data

Owner:

Description: Experim

Experime

Stats date (UTC): 01/20/2020
Metric Site-Wide Impact Control: control

Search: tra Percent Value

Ramp Chart

Treatment: | lenient clean #

Percent Change

97.89%
+11.52

168.60%
+8.34
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Meeting Coinbase ML Fraud Detection Platform requirements

« Secure
® Amazon SageMaker Notebooks provide us a secure way to prototype models
® Amazon SageMaker training jobs with BYOC fits our high security standards

- Low-Latency

® Amazon SageMaker endpoints respond in real time, models can be optimized

- Flexible

® BYOC gives us the freedom to use any modeling approach we want
® Use Amazon SageMaker to create endpoint and deploy any model

® Endpoints can be integrated with internal Feature Store for powerful, cutting edge modeling
technigues



Amazon SageMaker
solutions for
fraud detection
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SageMaker solution — Fraud detection on tabular data

-
-
g &
AWS Lambda <—1—}

Model! Invocation Function

learning

e ‘—1_> @ Supervised and unsupervised

Deploy real-time endpoint

Bucket with data and model

Amazon
Guicksight

https://qithub.com/awslabs/fraud-detection-using-machine-learning



https://github.com/awslabs/fraud-detection-using-machine-learning

SageMaker solution: Fraud detection using Graph Neural Networks

L
Leverage interaction network
Custom graph neural network model
2
Bucket with data, models, results
5

Postprocessing Function Notify of predicted fraud accounts

https://qgithub.com/awslabs/sagemaker-graph-fraud-detection



https://github.com/awslabs/sagemaker-graph-fraud-detection

Thank you!
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