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What to expect from this session

Learn about AWS options for device software
Understand the value AWS provides to the FreeRTOS user base
Look at the functionality of new libraries

See how to use that functionality in your projects

See how to use that functionality at a huge scale
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AWS loT: Device and cloud software
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Options for device software

AWS loT AWS loT
Device SDKs FreeRTOS Greengrass
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Growing user base over 18 years
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Amazon'’s contributions to the community

Ensuring the Memory Safety of - X +

o G I.O ba l p resence C @ freertos.org/2020/02/ensuting-the-me ety-of-freertos-part-1.html

° ° EQJ KERNEL LIBRARIES RESOURCES COMMUNITY SUPPORT
- New functionality

- Kernel ports and CATEGORIES

enhancements |
Kormel Ensuring the Memory Safety of FreeRTOS Part 1

- Simplified licensing so

Security

O p e n W i t h n O l.O C k_ i n What's New FreeRTOS is a real-time operating system designed for resource-constrained devices, including

devices in the Internet of Things (loT). Because these devices are resource-constrained, they do not

Community = Blog = Ensuring the Memory Safety of FreeRTOS Part 1

provide all the hardware mechanisms richer operating systems utilize to protect the system from

[ ] [ ] [ ] - . . . .
I ) f external adversaries. On such small devices, security depends on simpler memory protection and
ro eSSI O l l a I l I C I e l l Ce execution privilege level hardware, and on the operating system code itself.

LATEST POSTS

re S p O n Se p ro C e Sse S EreeRTOS K | In this article, we want to tell you about how we are dealing with an important source of security
ree erne

) issues (buffer overflow) by ensuring the memory safety of functions in the FreeRTOS+TCP library
;:/gililglés now that parse TCP, IP, ARP, DHCP, and DNS packets. Our work uses an automated reasoning

M M technique that gives a level of assurance we could not obtain through bug-finding tools. The
« S t t s
e C u rl y ex p e r I Se same proofs are being extended to additional libraries, and to the FreeRTOS kernel itself. This

micro-ROS on

FreeRTOS article is the first of two on this topic. Part 1 (this article) gives an overview of the technique by
applying it to a FreeRTOS example and Part 2 (to follow) dives deeper into how the technique
What's New in works. After reading both, we hope you will be equipped to read, understand, and re-run our results

July 2020 (proofs of memory safety), all of which are publicly available.
FreeRTOS

Releases Moving from Bug-finding to Proof
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FreeRTOS:
Latest capabilities
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loT reference integrations
(devices.amazonaws.com)

User (application) code
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FreeRTOS
Kernel Middleware libraries

Vendor-supplied libraries




Reference integrations: Internal view

User (application) code
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Refactoring for distribution from FreeRTOS.org

AWS loT Device SDK for
Embedded C (used by
reference integrations)

|

AWS loT Device
Standard
SDK for
Embedded C
Shadow
client




Libraries in FreeRTOS and AWS GitHub accounts

https://qithub.com/FreeRTOS https://qithub.com/AWS
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https://github.com/AWS
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Creating and updating
connected applications
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Use case 1: Updating brownfield applications

User (application) code

Radio interface library MCU driver library
Radio hardware with TCP/IP MCU hardware

User (application) code

Radio interface library MCU driver library
Radio hardware with TCP/IP MCU hardware



coreMQTT network interface

static MQTTStatus_t prvCreateMQTTConnectionwithBroker( MQTTContext_t * pxMQTTContext,
NetworkContext_t * pxNetworkContext )
{

MQTTStatus_t xResult;
MQTTConnectInfo_t xConnectInfo;
TransportInterface_t xTransport;

/* F111 1n Transport Interface send and receive function pointers. */
XxTransport.pNetworkContext = pxNetworkContext;

XTransport.send =
XxTransport.recv =

/* Initialize MQTT library. */

XResult = MQTT_Init( pxMQTTContext, &xTransport, prvGetTimeMs, prvEventCallback, &xBuffer );
return xResult;



Single-threaded code example: Publish()

static void prvMQTTPublishToTopic( MQTTContext_t * pxMQTTContext )

{

MQTTStatus_t XxResult;
MQTTPublishInfo_t xMQTTPublishInfo;

/* Some fields are not used by this demo so start with everything at 0. */
memset( ( void * ) &xMQTTPublishInfo, 0x00, sizeof( xMQTTPublishinfo ) );

/* This demo uses QoS0. */

XMQTTPublishInfo.qgos = MQTTQoS1;

XMQTTPublishInfo.retain = false;

XMQTTPublishInfo.pTopicName = mgttexampleTOPIC;
XMQTTPublishInfo.topicNameLength = ( uintl6_t ) strlen( mgttexampleTOPIC );
XMQTTPublishInfo.pPayload = mgttexampleMESSAGE;
XMQTTPublishInfo.payloadLength = strlen( mgttexampleMESSAGE ) ;

/* Send PUBLISH packet. Packet ID is not used for a QoSO publish. */
XResult = MQTT_Publish( pxMQTTContext, &xMQTTPublishInfo, OU );
assert( xResult == MQTTSuccess );



Single-threaded code example: ProcessLoop()

/* Publish messages with QoS0O, send and process Keep alive messages. */
LogInfo( ( "Publish to the MQTT topic %s.", mqttexampleTOPIC ) );
prvMQTTPublishToTopic( &xMQTTContext );

/* Process incoming publish echo, since application subscribed to the same
* topic the broker will send publish message back to the application. */
LogInfo( ( "Attempt to receive publish message from broker."™ ) );
XMQTTStatus = MQTT_ProcessLoop( &xMQTTContext, mqttexamplePROCESS_LOOP_TIMEOUT_MS );
assert( xMQTTStatus == MQTTSuccess );



Use case 2: Multithreaded integration

User (application) code

Radio interface library MCU driver library
Radio hardware with TCP/IP MCU hardware

User (application) code

FreeRTOS
kernel

Radio interface library MCU driver library
Radio hardware with TCP/IP MCU hardware




Making coreMQTT thread safe

MQTT agent task

B Elent queve




Structure of the agent (daemon) task

static void prvMQTTAgentTask( void *pvParameters )

{
for(C ;5 )
{
/* wait with timeout for next command. */
xCommand.xCommandType = NONE;
xQueueReceive( xCommandQueue, &xCommand, exampleTICKS_TO_WAIT );

switch( xCommand.xCommandType )

{
case PUBLISH:
pxPublishInfo = xCommand.pxCmdContext->pxPublishInfo;
MQTT_Publish( &globalmMgttContext, pxPublishInfo, usPacketId );
break;
case /* Etc. for all other command types. */
}

MQTT_ProcessLoop( &globalmMgttContext, 0 );



Scaling secure loT
applications
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Reference integrations: TLS

User (application) code
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Authentication: Proving your identity
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Reference integrations: Provisioning

User (application) code

coreM TT
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corePKCS #11: API to cryptographic tokens

FreeRTOS functionaity |REGUITEAPKESHTNAP iy M

Initialize, Finalize, Open/Close Session, GetSlotList, Login
Random, Sign, FindObject, GetAttributeValue

FreeRTOS+TCP

Over-the-air update Verify, Digest, FindObject, GetAttributeValue

GenerateKeyPair, CreateObject, DestroyObiject, InitToken,

Provisioning GetTokenInfo
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How to do this efficiently at AWS loT scale
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Provisioning loT
devices at scale
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Provisioning and registration options
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https://docs.aws.amazon.com/iot/latest/developerquide/iot-provision.html



https://docs.aws.amazon.com/iot/latest/developerguide/iot-provision.html

Just-in-time provisioning

Provide bulk keys /
certificates to manufacturer

Les Just-in-time from ACM Private CA
= - cert signing root (if no existing PKI)
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Two options to get
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provisioning complete
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Optionally use AWS loT registry event to

AWS loT Core register additional metadata with

customer business layer API

Customer business
application



Conclusions

-  AWS device software makes secure cloud connectivity easier and faster

- AWS's stewardship of FreeRTOS has tangible and intangible benefits
for all FreeRTOS users

« Device onboarding at AWS scale is challenging; AWS's provisioning
options help overcome that challenge

 https://www.FreeRTOS.org
 https://qithub.com/FreeRTOS
 https://qithub.com/AWS



https://www.freertos.org/
https://github.com/FreeRTOS
https://github.com/AWS
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