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Challenges, key steps, and decisions
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An interesting software engineering challenge

A peek into the future

Toyota Connected journey



“It's my goal to transition Toyota  
from an automobile company to 
a mobility company, and the 
possibilities of what we can 
build—in my mind—are
endless.” 

Akio Toyoda at CES, 2018



OUR MISSION
Free us from the tyranny of 
technology, making a connected 
life a more human experience



Focusing on four key pillars

Platforms and 
enabling technologies

Safety 
and security

Convenience 
and access

Customer 
experience



of data points from 
connected vehicles 
globally

REAL-TIME

MILLIONS

PRIVACY BY 
DESIGN
Use customer data with customers' 
consent to make every experience in a 
Toyota vehicle personal and memorable



Build Connected Vehicles’ Global Mobility Services Platform to enable providing 
safety, security, and convenience services to our customers at scale

Sivas Camry

SINGLE PLATFORM
to support all regions
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Challenges, key steps, 
and decisions



Challenges

Scalable Resilient Cost 
optimized



Every message transmitted 
from a vehicle must have 
a purpose, provide 
quantifiable customer 
value, and be processed if 
and only when it is needed.



Decisions

ServerlessSpot 
Instances

Reserved
Instances
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Outcomes achieved



API management

TOYOTA

MULTIMEDIA

DEVICE 
DCM

Safety 
services

Mobility
IP apps

Driver score API

Tire 
pressure 
API

Mobility 
services 
platform DATA

ACCESS

Warning light 
indicator API Location 

API

Odometer 
API

Fuel API

Micro 
collision

Mobility
Consumer App

Digital key

Remote 
access

Device 
management

Subscription 
management

Mobility API 
management

Mobility 
Marketplace 

Portal Reimagining 
mobility



Data lake architecture
Real time 
streaming 
data from 
connected 

vehicles

Analyze/Consume

Dynamo API GW

Athena

SageMaker

CloudWatch

KMS

Customers

Region

Ingest

Raw
S3 bucket

Kinesis

Firehose

Lambda

Decode

Decoded
S3 bucket

Transform

Enriched
S3 bucketEMR



Toyota connected data lake

Serverless, scalable architecture

Amazon S3 data lake, infinite capacity, scalable pattern, lifecycle policies

Optimized parquet data sets for analytics by vehicle and model

Spot Instances for EMR jobs

DynamoDB TTL for cost management

30x cost reduction

40x reduction in processing time of aggregation jobs (60hrs→1.5hrs)

Highly available platform

Products to enhance safety and improve customer experience

Data lake Key highlights



Service
warning

Geofence 
notification

Over 
speeding 
detection

Mobility
services



© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.

An interesting software 
engineering challenge



Third Party Integrations

API management

TOYOTA

MULTIMEDIA

DEVICE 
DCM

Safety 
services

Mobility
IP apps

Driver score API

Tire 
pressure 
API

ACCESS

Warning light 
indicator API Location 

API

Odometer 
API

Fuel APIMobility
Consumer App

Digital key

Remote 
access

Device 
management

Subscription 
management

Mobility API 
management

Mobility 
Marketplace 

Portal

DATA

Micro 
collision

Micro-collision detection



Challenge

Capturing collisions 
for all speed categories 
(as shown), while 
eliminating any 
false positive cases



Micro-collision
O P T I O N  A

› Leverage the existing data lake

› Run large queries using Amazon Athena against 
Amazon S3 data lake

Cons: after the fact, time consuming, 
not providing value

› Create indexed database tables in Amazon DynamoDB

› Frequent lookups to piece together data

Cons: expensive solution



Micro-collision
O P T I O N  B

Values > 
threshold

Enqueue 
message 

Yes

Delay
message
visibility

Retrieve prior 60 seconds and future 60 seconds messages

Send notification 
to customer

Store micro-collision
detail in Dynamo DB

Invoke ML model 
exposed through EKS

Collision 
detected ?

Yes

1 2

3

4

5 6 7 8

9

10

11

Collision
stream

Candidate
filter

Dequeue 
message 

Processor
stream

› Near real-time solution

› Kinesis limits of 5 TPS prevents scaling at high volume

Real-time 
streaming 
data from 
connected 

vehicles



Micro-collision
O P T I O N  C

Values > 
threshold

Enqueue 
message 

Yes

Delay
message
visibility

Send notification 
to customer

Store micro-collision
detail in Dynamo DB

Invoke ML model 
exposed through EKS

Collision 
detected ?

Yes

1 2

3

4

5 6 7 8

9

10

11

Collision
stream

Candidate
filter

Dequeue 
message 

Processor
stream

› Near real-time solution

› Cache 20 minutes of data in Redis to scale at high volumes

Real-time 
streaming 
data from 
connected 

vehicles

Retrieve prior 60 seconds and future 60 seconds messages

Redis 
cache



ElastiCache
for Redis

Scalability:
› Add or remove shards
› Data partitioning across shards
› Online re-sharding with no noticeable performance hit

“zadd” to add elements to a sorted set
RedisCluster.zadd(VIN(byte[]), Timestamp, Message(byte[]));

“expire” to set an expiry time for an element added to cache
RedisCluster.expire(VIN(byte[]), ExpirationTime);

“zrangeByScore” to retrieve elements for a score between min and max
RedisCluster.zrangeByScore(VIN(byte[]), timeMin, timeMax));

“zremrangeByScore” to remove elements between mix and max
RedisCluster.zremrangeByScore(VIN(byte[]), timeMin, timeMax));
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A peek into the future



Toyota Connected cloud journey

› Kinesis Data Streams
› Kinesis Data Firehose
› Lambda
› S3
› EMR
› Cloudwatch

› Kinesis Data Streams
› Kinesis Data Firehose
› Lambda
› S3
› EMR
› Cloudwatch

› Kinesis Data Streams
› Kinesis Data Firehose
› Lambda
› S3
› EMR
› Cloudwatch

› Kinesis Data Streams
› Kinesis Data Firehose
› Lambda
› S3
› EMR
› Cloudwatch

› Beanstalk
› DynamoDB
› RDS
› SNS
› API Gateway
› Cognito

› Beanstalk
› DynamoDB
› RDS
› SNS
› API Gateway
› Cognito

› Beanstalk
› DynamoDB
› RDS
› SNS
› API Gateway
› Cognito

› Redis
› Managed Kafka
› SQS
› Elastic Kubernetes
› ECS

› Redis
› Managed Kafka
› SQS
› Elastic Kubernetes
› ECS

› LakeFormation
› Redshift 
› IoT Greengrass
› SageMaker

AWS services

1 billion transactions/mon

18 billion transactions/mon

40 billion transactions/mon

2018 2019 20212020



Thank you!
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