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What’s new? 
Sensitive data discovery, data discovery jobs frequency 
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Demo

Best practices
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What’s new?



Price reduction

Enhancements

Amazon S3 
Inventory

Redesigned 
console

What’s new about Amazon Macie

Amazon Macie
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“Protecting your customers 
should be your number 
one priority; without that 
you don’t have a business.”

Werner Vogels
VP and CTO
AWS
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Sensitive data discovery



Data identifiers

CUSTOMMANAGED

Financial

Personal

National

Medical

Credentials

Regular Expressions

Keywords

Ignore words



Data discovery jobs frequency

One-time Job
Run the job only once immediately after you 

finish creating it

Scheduled Job
Run jobs periodically on recurring basis 

(daily, weekly, monthly)



Not sure about frequency of new object(s) being 
added in target S3 bucket(s)? 

How do you ensure that you’re optimizing the
data discovery runs?
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Solution:
Event-driven approach



Amazon Macie

AWS 
Lambda + 
Amazon 

SNS 

SQS 
queue

Amazon 
S3

Design workflow

1. New object(s) added to selected S3 bucket(s) 

2. Trigger Amazon SQS

3. Invoke:

§ AWS Lambda Function

§ SNS notification

4. Data Discovery Job in Macie



Event-driven architecture

New Objects

Amazon Simple
Storage Service

Trigger

Amazon Simple
Queue Service

Message

Delivery Delay

Invoke

Amazon Simple
Notification Service

AWS Lambda

Queue

Amazon Macie

Purge

Create Sensitive 
Data Discovery Job



Configuration steps

CONFIGURATIONPRE-REQUISITES

SNS
Notifications

SQS Queue
Create Data Discovery Job

Lambda Function
Messages Queue

S3 Events
S3 Event Notifications

1

2

3

4



Configuration steps
A M A Z O N  S N S :

Create and subscribe to an SNS topic for notifications



Configuration steps
S Q S  Q U E U E :

SQS Access Policy

SNS Subscription

Lambda Trigger

1

2

3



Configuration steps
S Q S  Q U E U E :

1



Configuration steps
S Q S  Q U E U E :

2

3



Configuration steps
S Q S  Q U E U E :

SQS Queue Details



Event-driven architecture
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Configuration steps
L A M B D A  F U N C T I O N :
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Configuration steps
L A M B D A  F U N C T I O N :



Configuration steps
L A M B D A  F U N C T I O N :



Configuration steps
L A M B D A  F U N C T I O N :



Event-driven architecture

New Objects

Amazon Simple
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Trigger
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Events sequence

ABSORBED EVENTSTRIGGERED EVENTS

S3 Update 1: Time 0:00:00
SQS Stack: Time 00:15:00
Create Job: Time ~00:15:00
Purge Queue: Time ~00:16:00 

S3 Update 2: Time ~00:01:00
S3 Update 3: Time ~00:02:00
………………………………
………………………………
S3 Update N: Time ~00:15:59 



Configuration steps
S 3  E V E N T S :

Publish Amazon S3 events to SQS queue

1

2
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Benefits



One-time/Scheduled and Event-driven

One-time / 
Scheduled

Event-
driven

Granular Control

Automation

Cost Optimization

In-built

Runs Once / 
Known Frequency
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Best practices



Export report Encrypted objects Scope Jobs

Use CasesAutomateCost Estimation

Getting started? Know best practices

Quota



Export report Encrypted objects Scope Jobs

Use CasesAutomateCost Estimation

Getting started? Know best practices

Quota

Client-side, SSE-C, SSE-S3, AWS-KMS, SSE-KMS



Export report Encrypted objects Scope Jobs

Use CasesAutomateCost Estimation

Getting started? Know best practices

Quota

Frequency, Include/Exclude object criteria



Export report Encrypted objects Scope Jobs

Use CasesAutomateCost Estimation

Getting started? Know best practices

Quota



Export report Encrypted objects Scope Jobs

Use CasesAutomateCost Estimation

Getting started? Know best practices

Quota



Export report Encrypted objects Scope Jobs

Use CasesAutomateCost Estimation

Getting started? Know best practices

Quota



Export report Encrypted objects Scope Jobs

Use CasesAutomateCost Estimation

Getting started? Know best practices

Quota



Export report Encrypted objects Scope Jobs

Use CasesAutomateCost Estimation

Getting started? Know best practices

Quota



© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Key takeaways



Sensitive data discovery in a nutshell
K N O W  T H E  P A T T E R N S  A N D  A N T I - P A T T E R N S !

One-time Scheduled Event-driven

Suitable for historical data 
analysis

Include / Exclude objects 
criteria

Not suitable for ongoing 
data analysis

Suitable if new data is  
added at a fixed frequency

Optionally classify new 
objects only

Not suitable if critical data 
is added randomly

Suitable if you cannot predict 
frequency of new data

Automated approach and cost
optimization

Not suitable if non-critical 
data is added too frequently



Thank you!
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