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• Scalability and agility
§ Faster time to market, with more focus on business logic

• Innovation
§ Innovative solutions to customer problems leveraging state of the art cloud capabilities

• Reliability
§ Highly-reliable systems with on-demand compute, spread across regions for high availability

• Cost
§ Utilization-based charge back

• Transparency/Traceability
§ Full transparency/traceability on usage, assets, accesses, deployments and issues

Platform goals



• Ability to scale to hundreds of clusters without compromising 
compliance and security

• Ability to enforce maintainable standards uniformly

• Ability to pivot

• Rolling out new changes is just a platform upgrade

• Composability and extensibility

Why have a platform strategy?



Overview
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https://github.com/fidelity/kconnect/

• Connection manager command-line interface (CLI) for connecting to K8s clusters 
across different providers

• Simply plug-in your enterprise credentials and connect to clusters

• Abstracts away kubeconfig management

• Quickly connect to a cluster using meaningful aliases

• Easily plugs in to your existing CI/CD processes

Kconnect

https://github.com/fidelity/kconnect/


https://github.com/fidelity/kconnect/

• kconnect use eks --username user --password *******

• kconnect ls

• kconnect to <ALIAS>

• e.g. kconnect to my-eks-cluster1

Kconnect

https://github.com/fidelity/kconnect/


Kconnect



https://github.com/fidelity/kraan/

• Open-source project, introduces the concept of “Layers”
• Implemented as a k8s controller
• Builds on top of other projects like fluxcd/toolkit
• Layers are composed of addons, represented as HelmReleases
• Layers can have dependencies established which will be honored 
• Helps you share a layer across multi-cloud platform, e.g. a common 

security layer

Kraan – Addon Mgmt

https://github.com/fidelity/kraan/


Kraan – Addon Mgmt



• Cluster admins have full autonomy to manage tenants in a cluster 
• ‘Nsgroup’ is a k8s extension to represent a collection of namespaces
• Nsgroup belongs to a single tenant identity, e.g. ADGroup, IAM Role etc.
• Teams on-board simply by requesting a Nsgroup to cluster admins
• Nsgroup is bound to resource quotas and limit ranges
• Adding a namespace to an existing Nsgroup will extend existing access 

into that new namespace
• Nsgroup can be mapped to a CMDB object, if needed, simply by 

labelling it

Tenancy management



Tenancy Mgmt



• Platform is versioned in a git repo

• Each cluster has a git repository where its desired state is recorded

• The cluster git repo ‘points’ to specific version tags of platform repo

• Whenever a git commit to this cluster repo is detected, a backend 
pipeline runs ‘eksctl’ to bring the cluster to its desired state

• Layers (collections of addons) are applied to the cluster, which is 
processed by Kraan, which brings the addons to the desired state

GitOps for Cluster Mgmt





• RBAC management

• Ingress

• Autoscaling (HPA/VPA)

• Certificate management

• DNS discovery

Platform addons

• Logging and telemetry

• Secret injection

• Policy management (OPA)

• DR/Backup (Velero)

• Compliance addons



Driving adoption
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Lessons learned



Thank you!
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