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Typical AWS continuous delivery pipeline

Region F .
Region F
One-box 9
Region G :
Region G
One-box 9
Region H .
Region H
One-box 9
Region C : Region | :
Region C Region |
One-box 9 One-box 9
Region D . Region J .
Region D Region J
One-box 9 One-box 9
: Gamma Region A Region B Region E : Region K :
Source Build Alpha Beta Gamma Region A Region B Region E Region K
P One-box One-box 9 One-box 9 One-box 9 One-box 9
Compile * Health * Health * Health * Health + Alarm * Alarm e Alarm * Alarm « Alarm + Alarm e Alarm ¢ Alarm
code checks checks checks checks blockers blockers blockers blockers blockers blockers blockers blockers
Unit tests * Functional * End-to- » Metric « Metric * Time * Time * Time e Time « Time * Time ¢ Time * Time
Static tests end tests monitors monitors window window window window window window window window
ELEIVSS + Automatic » Automatic blockers blockers blockers blockers blockers blockers blockers blockers
Linter rollback rollback * Health * Health * Health * Health * Health * Health * Health « Health
Code + Bake time « Bake time checks checks i[4S checks checks checks checks checks
coverage * End-to- » Metric * Metric * Metric * Metric * Metric * Metric * Metric * Metric
check end tests monitors monitors monitors monitors monitors monitors monitors monitors
Code » Automatic * Automatic * Automatic e Automatic « Automatic » Automatic e Automatic * Automatic
review rollback rollback rollback rollback rollback rollback rollback rollback
check » Bake time » Bake time * Bake time + Bake time + Bake time « Bake time * Bake time * Bake time
Store * End-to- * End-to- * End-to- * End-to-
artifacts end tests end tests end tests end tests




Amazon'’s approach to hands-off deployments

1. Balance safety and speed of deployments
2. Roll back deployments automatically

3. Automate pre-production testing
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Balance safety and
speed of deployments
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Balancing safety and speed

As fast as As slowly

Deploy to production possible as possible

Risk of impacting many customers

Speed of delivering changes to customers
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Balance safety and speed:

Deploy small at first,
then more broadly.
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Individual microservice pipelines




One-box deployments

Source




One-box deployments

----------------------------------------------
*

*
-----------------------------------------------




One-box deployments

Load balancer

---------------------------------------------
*

*
-----------------------------------------------

One-box

_____________ -




Rolling deployments

Load balancer




Rolling deployments

Load balancer




Rolling deployments

Load balancer

One-box Completed In progress



Rolling deployments

Load balancer

--------------------------------------------
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---------------------------------------------
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Regional deployments




Regional deployments

Region C Region C

One-box Prod




Zonal deployments

Region A Region A Region A

AZ1 AZ2 AZ3
One-box One-box One-box




Zonal deployments

3-8 €5 €3 &3
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Deployment waves

Wave3 Wave4 Waveb

Regions Regions Regions
C-E F-Q R-Z
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Deployment waves
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Deployment waves
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Regions Regions
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Deployment waves

Region C

AZ1
One-box

Region D

AZ1
One-box

Region C

AZ1
Prod

Region D

AZ1
Prod

Region C

AZ2
One-box

Region D

AZ2
One-box

Region C

AZ2
Prod

Region D

AZ2
Prod

Region C

AZ3
One-box

Region D

AZ3
One-box

Region C

AZ3
Prod

Region D

AZ3
Prod




Deployment waves

Region D

AZ2
One-box

Region E

AZ2
One-box

Region D

AZ3
One-box

Region E

AZ3
One-box




Balancing safety and speed

1. Individual microservice pipelines
2. One-box deployments

3. Rolling deployments

4. Regional deployments

5. Zonal deployments

6. Deployment waves



Roll back automatically
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Rollback metrics monitoring

APl Response Time lh 3h 12h 1d 3d 1w custom ~ Line Actions ~

Seconds

0.2

08/30 08/30 08/31 08/31 09/01 09/01 09/02 09/02 09/03 09/03 09/04 09/04 09/05 09/05
@ TargetResponseTime




/

Roll back automatically:

Let the pipeline watch the
metrics so that developers
don’t have to.
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Auto-rollback metrics monitoring

API Response Time 1h 3h 12h 1d 3d 1w custom ~ Line Actions ~

Seconds

0.2

Roll back automatically (0.12)

08/30 08/30 08/31 09/01 09/01 09/02 09/02 09/03 09/03 09/04 09/04 09/05 09/05
@ TargetResponseTime




Auto-rollback metrics monitoring

P50 latency
P90 latency
P99 latency
 API faults (HTTP 500 responses)
- APl errors (HTTP 400 responses)
Failing health checks
Errors in logs
« CPU usage
Memory usage
Disk usage



Auto-rollback metrics monitoring

Regional P50 latency

Regional P90 latency

Regional P99 latency

Regional API faults (HTTP 500 responses)
Regional API errors (HTTP 400 responses)
Regional failing health checks

Regional errors in logs

Regional CPU usage

Regional memory usage

Regional disk usage




Auto-rollback metrics monitoring

- Zonal P50 latency

- Zonal P90 latency

- Zonal P99 latency

- Zonal API faults (HTTP 500 responses)
- Zonal API errors (HTTP 400 responses)
- Zonal failing health checks

- Zonal errorsin logs

- Zonal CPU usage

- Zonal memory usage

- Zonal disk usage



Auto-rollback metrics monitoring

One-box P50 latency

One-box P90 latency

One-box P99 latency

One-box API faults (HTTP 500 responses)
One-box API errors (HTTP 400 responses)
One-box failing health checks

One-box errors in logs

One-box CPU usage

One-box memory usage

One-box disk usage



Auto-rollback metrics monitoring

Monitoring canaries

Front end

Backend

Database




Auto-rollback metrics monitoring

Aggregate rollback alarm

Monitoring
canaries
metrics

Front end Backend Database
metrics metrics metrics




Auto-rollback bake time

API latency p90

Milliseconds

Roll back automatically (6,500)
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Auto-rollback bake time

API latency p90

Milliseconds

Roll back automatically (6,500)







Auto-rollback in action -

Auto-rollback!




Auto-rollback in action

/

Manual rollback ©o oo oo o



Auto-rollback in action

v3

Region
I

v

Roll forward oo oo o



Design changes for auto-rollback

structure CreateSessT onInput

{

@required

1. Make changes backward-
compatible where
possible @required

description: String,

1d: String,

2. Break up a backward- | .
. . . // this new field 1is
incompatible change into 1/ not required, and has
a two-phase deployment // a default value

sessionType: SessionType,



Two-phase deployments

1. Prepare: Deploy code that reads the new format and the old format
2. Activate: Deploy code that writes the new format

3. (Optional) Cleanup: Deploy code to stop reading the old format

ﬂ“

Reads old format Reads old and new formats Reads old and new formats
Writes old format Writes old format Writes new format



Roll back automatically

1. Automatically roll back on metric-based alarms

2. Let deployments bake

3. Design new changes for automatic rollback



Automate
pre-production testing
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Pre-production environments

Source




Pre-production environments

Source




Pre-production environments

l

Unit tests

Static analysis

Linters



Pre-production environments
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Unit tests Functional
tests

Static analysis

Linters



Pre-production environments

Source

l l l

Unit tests Functional End-to-end

Static analysis tests Integration tests

Linters



End-to-end integration tests

End-to-end integration tests

Beta front end

Beta backend

Beta database




Pre-production environments

Source

l l l l

Unit tests Functional End-to-end End-to-end
Static analysis tests integration tests integration tests
Linters Monito.ring
canaries
One-box

deployment



Backward-compatibility testing

-----------------------------------------------

------------------------------------------------

Gamma one-box




Backward-compatibility testing

End-to-end integration tests

Gamma front end

Gamma backend

Gamma database




Backward-compatibility testing

Prod backend

Prod database




Automate pre-production testing

1. Test in multiple pre-production environments
2. Test the system end-to-end for every change

3. Test in a prod-like pre-production environment



Amazon's approach to hands-off deployments

1. Balance safety and speed of deployments
2. Roll back deployments automatically

3. Automate pre-production testing



Typical AWS continuous delivery pipeline
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artifacts end tests end tests end tests end tests




Learn more about
Amazon'’s approach to
hands-off deployments:

https://aws.amazon.com/builders-library
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Thank you!
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Please complete
the session survey
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