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This session’s target audience

Full stack loT Embedded Embedded
engineer engineer engineering
manager



Agenda

Solution design and component selection
Application design and API selection

Operational design and maintenance
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General compute is not loT

You can connect to AWS loT Core from your laptop, but that is not loT

Fit for purpose loT devices provide:

- Lower costs

 Explicit peripheral use

- Smaller security footprints

- Power efficiencies

- State based operation and processing
- Deterministic controls



Connectivity module factors

Distance, weight, velocity, availability/mobility, energy, security, cost

5G and LTE Wi-Fi Ethernet NB-loT Mesh
© Distance © Distance Distance © Distance © Distance
© Weight © Weight © Weight © Weight Weight
© Velocity © Velocity © Velocity © Velocity Velocity
© Availability Availability Availability © Availability Availability
© Energy © Energy © Energy © Energy @ Energy
& Security © Security Security & Security © Security
Cost © Cost © Cost © Cost © Cost

@ good ©ok undesirable proprietary/immobile



Simplify and plan your loT components

Simplify loT development by choosing helpful components up front
- Offload TCP through communication modules

- Offload cryptographic operations

e Choose microcontrollers with low power features

Piece together your prototyping board and breakouts with peripherals
Phase 1: use single boards that demonstrate vendor capabilities
Phase 2: create a custom development board with chosen components
Phase 3: production PCBA development



Component selection

High mobility Limited mobility

life.augmented

NB-loT SIM PI1C24 ECC608A

GPS

MCP9808



Hardware configuration, Cellular
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Hardware configuration, Cellular
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Hardware configuration, Wi-Fi
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Key points for solution design and component
selection

Prototyping boards help you get started quickly
Prototyping boards strongly favor specific vendors
Some more extensible than others

Extensibility allows you to try different peripherals



Organizing code
for FreeRTOS
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Create loosely coupled state machines

xTaskNotify

xTaskNotify

xTaskNotify




Example: basic telematics

xTaskNotify xTaskNotifyFromISR

xTaskNotify

xTaskNotify



Example: basic telematics and low power

xTaskNotify

xTaskNotify

xTaskNotifyFromISR

xTaskNotify

xTaskNotifyFromISR




Libraries and the network interface

github.com/FreeRTOS/coreJSON

github.com/FreeRTOS/coreMQTT

Cloud
qithub.com/FreeRTOS/coreHTTP dgn ostic

github.com/FreeRTOS/corePKCS11

github.com/aws/device-shadow-for-aws-iot-embedded-sdk AWS C l.O u d
specific

github.com/aws/jobs-for-aws-iot-embedded-sdk



github.com/FreeRTOS/coreJSON
github.com/FreeRTOS/coreMQTT
github.com/FreeRTOS/coreHTTP
github.com/FreeRTOS/corePKCS11
github.com/aws/device-shadow-for-aws-iot-embedded-sdk
github.com/aws/jobs-for-aws-iot-embedded-sdk

Integrating MQTT, Shadow, and Jobs

Control and data state machine

MQTT topic subscription callbacks

transport_interface.h interface
implementation (sockets)




Development environment for STMicro

workspace_1.3.0 - aws_demos/application_code/main.c - STM32CubelDE
File Edit Source Refactor Mavigate Search Project Run Window Help

S §3v<&vm\®\ vaﬁvc"va{ﬁva{év;‘B;v =0E] il , il i ] H_.E. {}_‘

5 Project Explorer &3 =, ¥ = 0 || [¢ main.c & | |8 startup_stm32[4 le| tasks.c || demo_config.h le| aws_mgkt_config Il aws_iot_network le| aws_secure_sock = B || &= Outline 2 @ Build Targets =8
w[Haws_demos ¥, SIARNER
» ¥ Binaries [* i main.h
b @iincludes 3 U cmsis_os.h

P 2librariesfabstractions/platform/freertos : *@ ' : main.c i rng.h
P 2libraries/c_sdk/standard/common/taskpool . * @bri : Main program bod y i rtc.h
» 2libraries/c_sdk/standard/mqtt *: usart.h
» = application_code * @attention u gpio.h
» = config_files 3 :
» &= Debug ) * <h2><center>&copy; Copyright (c) 2019 STMicroelectronics.
P = Freertos_kernel ) * A1l rights reserved.</center></h2>
b z=libraries .
» =vendors 12 * This software component is licensed by ST under Ultimate Liberty license
| aws_demos (1).launch 13 * SLA0044, the "License"; You may not use this file except in compliance with
| aws_demos_converter.log 1 * the License. You may obtain a copy of the License at:
| aws_demos.launch 1! : www.st.com/SLAGO44
| STM32L475VG.cfg 16 .
| skm321475vg.xml

q

xHrtc: RTC_H
XHrng: RNG_H Typel
SystemClock_Config(void)
MX_FREERTOS_Init(void)
vApplicationGetldleTaskMemory(StaticTask_t**,

vApplicationGetTimerTaskMemory(StaticTask_t*

SystemClock_Config(void)
HAL_TIM_PeriodElapsedCallback(TIM_HandleTyp
Error_Handler(void)

°
~
+
L]
@
@
L]
L]
L]
&

/* USER CODE END Header */

=

/* Includes

#include "main.h"
#include "cmsis os.h"
#include "rng.h"
#include
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[#1 Problems ¥ Tasks | & console 2 [0 Properties - i Build Analyzer 22 = Static Stack Analyzer
No consoles to display at this time. aws_demos.elf - faws_demos/Debug - Nov 6, 2020 1:33:31 PM
Memory Regions | Memory Details
Region Start address End address  Size Free Used Usage (%)

EBRAM 0x20000000  0x20018000 96 KB 3.39KB 92.61 KB [96.47% |
ERAM2 0x10000000 0x10008000 32 KB 27.16KB 4.84KB 15.11%
BEFLASH 0x08000000  0X08074000 464 KB 269.6KB 194.4 KB 41.90%
®EFLASH UC 0x08074000 0x08076400 9 KB 9KB 0B 0.00%

writable Smart Insert 16:4:657




Development Environment for Microchip

MPLAB X IDE v5.30 - PICloT : default

.ﬁ PC: 0x0| [dcnovzc

Projects X | Files Services Classes Start Page X | Kit Window X
mf‘
& HeaderFiles MCU Boards PIC-loT WA

@& Important Files

@ Liver et
5 Resource Files
@ SourceFiles
& Libraries

& Loadables

The PIC-loT WA development board is a small and easily expandable demonstration
and development platform for loT solutions, based on the PIC® microcontroller
architecture using Wi-Fi® technology. Featuring the PIC24F)128GAT705
microcontroller, ATECCE08 secure element and WINC1510 Wi-Fi controller module.

¥ External Links

BSD_socketlint domain, int type, int protoco... | PICIoT - Dashboard X =1

2% v 18 PICloT

© 18 Project Type: Application - Configuration: default
: G Device

= G PIC24F J128GAT05 ¥ Extension

B -

(7

4 Checksurm: Blank, no code loaded
BB CRC32: 0xC1506879
&8 Packs
&8 PIC24F-GA-GB_DFP (1.0.67)
T Compiler Toolchain
T XC16 (v1.50) [fopt/microchip/c16,v1.50/bin]
¥ Production Image: Optimization: gcc 0
et Mernory i . Notifications X
v @i[ Data 16, 3255';._.)<4._u_u_|; bytes Q, | |Priority ||Message Date Created ~ || Category
m Data Used: 4,038 (0xFC6) Free: 12,346 (0x3034A .
v [@ Program 44,800 (0xAF00) words
[ 53%
@ Program Used: 23,690 (0x5C8A) Free: 21,110 (C
% Debug Tool

Mone

ils DebugResources
O Program BP Used: 0 Free: 6
O DataBP Used: 0 Free: 6




Key points for organizing code

Component selection rarely matches the board so focus on software
encapsulation

Use software tools that help you visualize Tasks, state, timing
Mitigate release delays with proper software encapsulation

Your IDE reflects and surfaces the specific value of silicon selection with
differentiating tools



Stitching and running
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Define your state machines and stitch

Task started on demand

Notified about what to do

_ Task always started, blocking

Runs to completion

Communication module
APl integration

Socket APIs

coreMQTT APIs

Application hooks Triggers maintenance Task




Demonstration application states

Application Communications AWS Cloud

Task Task Connectivity Task
app_waking module_wait nECIERYEN
app_joining ap_connecting tcp_socket_connecting
app_connecting — ap_ready socket_ready
app_starting host_initializing session_connecting
app_ready host_ready session_ready —‘




Perform functional and integration tests

Perform functional tests
« Use Device Advisor for AWS loT Core for device-to-cloud testing

Evaluate how your Tasks behave with partner logging tools
« Percepio DevAlert

Perform integration tests in the field
- Test range, jitter, temperature, other environmental factors
« Consider how to log data when evaluating tests



Defining a test suite

DEVICE ADVISOR FOR AWS IOT CORE

:(et'c_l an loT thing or certificate (re-ate test suite
Create test suite

A test suite contains test groups, which contain test cases. You must have one test group with one test case in your test suite. Drag and drop to add, arrange, or delete test cases
from your test suite. Test suites, groups and cases can be configured individually.

Test suite December 10, 2020, 10:38:46 (UTC-0800)
€ lite name

Test cases @ Configure (D

Test cases are the individual prebuilt test that are configurad to test

ith things Start Select a test group or test case to configure it.
W S

Show all test cases 1g point of this test suite

All test groups and test cases will execute in descending order from this point. Even if on error occurs on a
test case.

v MQTT

MQTT Connect + Add test group

MQTT Connect Exponential Backoff Retries Test group 1

MQTT Subscribe
MQTT Connect

MQTT Subscribe Retry No Suback
MQTT Publish
MQTT Publish Retry No Puback

When the tests in this group are completed, testing will continue with the
ext ar
v TIS next group.

<+ Add test group

TLS Connect
TLS Support AWS loT Cipher Suites

TLS Unsecure Server Cert

End point of this test suite.

TLS Incorrect Subject Name Server Cert

Cancel




Invoking a test suite

DEVICE

AWS loT
Monitor
Activity
Onboard
Manage
Greengrass
Secure
Defend
Act

Test

Device Advisor

Test runs and results

MQTT test client

Software
Settings
Learn

Documentation [

ADVISOR FOR AWS IOT CORE

AWS loT Device Advisor Test suites Device advisor demo sulite December 07, 2020, 17:05:38 (UTC-0800)

December 07, 2020, 17:05:38 (UTC-0800)
Activity log details

Device Suite version Created
MyThing vl December 07, 2020, 17:05:38 (UTC-0800)

v Test group 1(1)

Test Result System message

MQTT Connect © Passed No Issues found

Status
@ Passed

Logs

Test case log [2

Test suite log [F || Actions ¥

© Passed

Tags - optional

Atag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter your resources or track your AWS costs.

No tags associated with the resource.

Add new tag

You can add up to 50 more tags.

Cancel || Save changes




Viewing the detail results of the test suite

DEVICE ADVISOR FOR AWS IOT CORE

AWS loT AWS IoT > Device Advisor > Testsuites > AWS loT Core Qualification demo suite December 07, 2020, 23:33:16 (UTC-0800)

Mornitor December 07, 2020, 23:33:16 (UTC-0800) Testsuitelog 4 | | Actions v

Activity

Activity log details
Onboard

Manage Device Suite version Created Status
MyThing vl December 07, 2020, 23:33:16 (UTC-0800) @ Passed

Greengrass

AWS loT Core Qualification Program

Secure
Defend . .

v Qualification Program (6) © Passed
Act

Test Test Result System message Logs

Device Advisor MQTT Connect @ Passed No issues found Test case log [

MQTT Subscribe © Passed No issues found Test case log [4
Test runs and results
MQTT test client MQTT Publish © Passed No issues found Test case log [

TLS Connect © Passed No issues found Test case log [4
Software TLS Unsecure Server Cert © Passed No issues found Test case log [

Settings
L TLS Incorrect Subject Name Server Cert © Passed No issues found Test case log [4
earn

Documentation [4

Tags - optional Cancel | ‘ Save changes

Atag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter your resources or track your AWS costs.

No tags associated with the resource.

Add new tag

You can add up to 50 more tags




Key points for stitching and running

Simplify your field provisioning strategy early

Communications peripherals consume lots of power, use them wisely
Deep sleep capabilities paired with FreeRTOS win the loT

Build robust Tasks and callbacks to deal with environmental hazards

Confirming functions with Device Advisor for AWS IoT Core narrows
problem resolution



Recap

Choose communications peripherals based on environment and range
Simplify security with fit-for-purpose components

Separate concerns across FreeRTOS Tasks

Streamline inter-task communications with Task Notifications

Reduce memory needs with the new AWS loT Device SDK for Embedded C



Call to action
Visit FreeRTOS.org for everything FreeRTOS
Integrate Device Advisor for AWS loT Core to improve quality

Browse the AWS Partner Device Catalog to choose development kits

Have fun and go build!



@’Woodside

Woodside Energy is a
petroleum exploration
company and largest
operator of Oil and Gas
production in Australia

Use FreeRTOS LTS to
create intelligent
sensors and devices
that gather plant data

and securely send to
the AWS cloud

e o O

NEW FEATURE

Optimize production
and predictive
maintenance capability
by monitoring
operations 24/7



Thank you!

Richard Elberger

Github: rpcme
Twitter: @richardelberger
LinkedIn: linked.in/richardelberger
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http://linked.in/richardelberger
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