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What you’ll get out of this session

« Best practices on how to lower your AWS bill
- A more scalable, robust, dynamic architecture
« More time to innovate

« Real-world customer examples

 Strategies that are easy to implement
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AWS Flywheel

80+ price reductions
since 2006

\ 4
‘ Community

Global footprint
Infrastructure ‘ ‘
innovation New features

‘ New services




Recent loT price reductions

80+ PRICE REDUCTIONS SINCE 2006 ACROSS AWS SERVICES

« 90%+ price reduction for AWS loT Device Management jobs

« 86%+ price reduction for AWS loT Events

« 15% in Tokyo Region and over 20% in Singapore and Sydney Regions
for AWS loT Core



Your biggest strength in AWS

Architectural flexibility

You build it,
You run it,
You optimize it




Cost-optimization
process
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Cost-optimization process

Price reductions [ .
New featu res . . New services
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Use AWS Billing & Cost Management Dashboard

aw§ Services ¥ Global ¥  Support ¥

Billing & Cost Management Dashboard

Cost Management

Cost Explorer Getting Started with AWS Billing & Cost Management Month-to-Date Spend by Service Bill Details

e Manage your costs and usage using AWS Budgets
Budgets - - - . The chart below shows the proportion of costs spent for each service you use.
e Visualize your cost drivers and usage trends via Cost Explorer

Budgets Reports ¢ Dive deeper into your costs using the Cost and Usage Reports with Athena

Savings Plans integration ‘[
Cost & Usage Reports ¢ Learn more: Check out the AWS What’s New webpage
Do you have Reserved Instances (Rls)?

Cost Categories
g e Access the Rl Utilization & Coverage reports—and Rl purchase recommendations —

Cost allocation tags via Cost Explorer. Lo $878K “.1

Billing

Bills Spend Summary Cost Explorer

Orders and invoices Welcome to the AWS Billing & Cost Management console. Your last month, month-to-date, and .

' \ v Personalize $4,925.00
month-end forecasted costs appear below.
Credits

Shield $3,000.00
Purchase orders Current month-to-date balance for November 2020

Preferences $ 8 7 7 6 0 7 CertificateManager $400.00
, =

Billing preferences .
Kinesis $169.65

Payment methods $23.15K

Consolidated billing Other Services $281.42

Tax settings $ $17.93K

$0.00

$8,776.07

Last Month Month-to-Date Forecast
(October 2020) (November 2020) (November 2020)

P Important Information about these Costs




Dive deep with AWS Cost Explorer: Now w

AWS Cost Management s > lightBulbs

€ What's New: Cost Management is now available in the AWS Console Mobile Application. Learn more
Groups /

lightBulbs

Recent reports v © New report
Actions ~

Oct 01, 2020 - Nov 09, 2020 v Dailly v @ 1. Stack v a FILTERS CLEAR ALL
i Groups
T Service p

Linked Account
Costs ($ in thousands)

Region

Building1FirstFloor
Instance Type

Usage Type Building1SecondFloor

Usage Type Group
building2
(i ]

1 Cost Category

0IIIIIIIIIIIllllllllIIIIIIIIIIIIIIIIIIII_ ag

Oct-01 Oct-05 Oct-09 Oct-13 Oct-17 Oct-21 Oct-25 Oct-29 Nov-02* Nov-06* -
API Operation

[l Personalize Shield Kinesis Certificate Manager [JJll EC2-Other Others
Charge Type Exclude only ~

To see usage data, filter by “Usage Type" or “Usage Type Group” filters with matching units (e.g., hours).

Availability Zone

Download CSV Platform

Service Oct-01 Oct-05 Purchase Option

Total cost ($) 4,218.15 753.20 Tenancy

Personalize ($) 720.00 720.00 Database Engine

Shield (%) 3,000.00 Legal Entity

Billing Entity
Kinesis ($) 20.88
Show less

Certificate Manager ($) 400.00

a ADVANCED OPTIONS
EC2-Other ($) 3.20
Show costs as @

SageMaker ($) 114 - . : : Unblended costs v

Include costs related to
Show only untagged resources
Show only uncategorized resources

Show forecasted values




Set monthly AWS budget

aW% Services ¥ - Global v Support ¥

Monthly total budget

Last Updated Nov 9, 2020

Current vs. budgeted Forecasted vs. budgeted Thresholds

’ 1721.13% ’ 26.48% ‘ Pending actions @

Current Budgeted amount Forecasted Budgeted amount There are no pending actions.

$8,605.64 $500 $19,632.39 $500 Other thresholds ©

Budget History ($) 7' View in AWS Cost Explorer & Download CSV

Budget details
Budget period
Monthly

Budget type

Cost

Start Date
11/01/2017

Jan Feb Mar Apr May Jun Jul Aug Sep Oct End Date
2020 2020 2020 2020 2020 2020 2020 2020 2020 2020

W Actual Budgeted
Filters

No filters applied

Date Actual Budgeted Budget variance ($) Budget variance (%)
Advanced filters

Nov 2020 (MTD) $8,776.10 $500.00 -8276.10 1,655.22% over budget Include: Refunds, Credits, Upfront reservation fees, Recurring reservation charges,
Other subscription costs, Taxes, Support charges, Discounts
Oct 2020 $17,927.18 $500.00 -17427.18 3,485.44% over budget Cost aggregated by: Unblended costs
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Use case: Device monitoring system

MONITOR THE STATE OF DEVICES, EACH DEVICE HAVING MULTIPLE SENSORS

Payload sample

SRR g {"temp":55,"x":50,"y":75,"z":65","fall-detect":false}

Data | ?V(\:/S AWS
sources oT Core Lambda

Number of devices: 100
Each device sends:
Frequency: 10 messages/sec

Payload size: 150 bytes
{"temp":55, "x":50, "y":75, "z":65", "fall-detect":false}




Use case: Device monitoring system

MONITOR THE STATE OF DEVICES, EACH DEVICE HAVING MULTIPLE SENSORS

2

E Device monitoring system Rule query : SELECT * FROM 'iot/topic’

Rule query statement

LiLL] ] Indicate the source of the messages you want to process with this rule.
=5 (\.~5

ano

Trrnn

Data AWS
SELECT <Attribute> FROM <Topic Filter> WHERE <Condition>. For example: SELECT temperature FROM 'iot/topic
5 _ I FRO p ( f _ond F ple: SE ROM 'iot/topic’
sources IOT Core Lambda WHERE temperature > 50. To learn more, see AWS loT S( we
2 1 SELECT * FROM pi

Number of devices: 100
Each device sends:
Frequency: 10 messages/sec

Payload Size: 1 50 bytes Set one or more actions
" "o, o, nwo n_n, " 1 ", Select one or more actions to happen when the above rule is matched by an inbound message. Actions define
{ temp " 5 5 ’ X 50 ’ y - 7 5 ’ Z . 6 5 ’ fa-l -l _deteCt " -Fa-l Se} additional activities that occur when messages arrive, like storing them in a database, invoking cloud functions, or

sending notifications. (*.required)

Number of rules: 1 per message
SELECT * FROM 'iot/topic’

Add action




Use case: Device monitoring system

MONITOR THE STATE OF DEVICES, EACH DEVICE HAVING MULTIPLE SENSORS

E Device Monitoring System

LLLLI ]

(@ ‘
LI %

Data | ?V(\:/S TS
sources oT Core Lambda

3

Number of devices: 100
Each device sends:
Frequency: 10 messages/sec

Payload size: 150 bytes

{"temp":55, "x":50, "y":75, "z":65", "fall-detect":false}
Number of rules: 1 per message

SELECT * FROM 'iot/topic’
Number of Lambda calls: 1 per message

Rule action

Select an action

Select an action.

a Insert a message into a DynamoDB table

DYNAMODB

DYNAMODBV2

Ill n Send a message to a Lambda function
LAMBDA

a Split message into multiple columns of a DynamoDB table

Send a message as an SNS push notification
SNS

Send a message to an SQS queue
SQs

la  Send a message to an Amazon Kinesis Stream
AMAZON KINESIS



Use case: Device monitoring system

MONITOR THE STATE OF DEVICES, EACH DEVICE HAVING MULTIPLE SENSORS

E Device Monitoring System
Un-Optimized Architecture Cost
Number of devices
LiLL] ]
= - Avg. Msg Size (Bytes
1[asE &N g. Msg Size (Bytes)
JlenslfF ‘iﬂ} g Messages per day/device 864000
CrEEE (600 msg/min/device)
Data | é\v(\:/s AWS Lambda Calls per month 2592000000
sources oT Core Lambda
Cost Per Month
MQTT Messages Broker S 2,274.00
Number Of devices: 100 Rule Engine S 778.00
Each device sends: (1 rule, 1 action per message)
Frequency: 10 messages/sec Lambda Calls 2,138.72
Payload size: 150 bytes
" " X" A "z":65", "fall-d ":fal
{"temp":55, "x":50, "y 5, "z":65", a etect alse} Total (per month) $ 5,190.72

Number of rules: 1 per message
SELECT * FROM 'iot/topic’
Number of Lambda calls: 1 per message

Total (per year) S 62,288.64




Use case: Device monitoring system

IOT MESSAGE IS BILLED IN 5 KB INCREMENTS, UP TO 128 KB

E Buffering your data to optimize cost
LLLLL
LB LA : B

Payload sample: Devices

Data AWS Amazon AWS

SOLlrce loT Core Kinesis Lam:bda {"packed—data”: [
5 : {"temp":55,"x":50,"y":75,"z":65","fall-detect":false},
______ P e {"temp":58,"x":50,"y":75,"z":65","fall-detect":false},
i 08 081 [ {"temp":60,"x":50,"y":75,"2":65", "fall-detect”: false},
. Unpack in Lambda {"temp":59,"x":50,"y":75,"z":65","fall-detect":false},
Batch on device P {"temp":61,"x":50,"y":75,"z":65","fall-detect":false},
{"temp":60,"x":50,"y":75,"z":65","fall-detect":false}

1}

Number of devices: 100

Each device sends:
Frequency: 0.5 message/sec ~ 1 message/2 sec
Payload size: 3,000 bytes ~ 3 KB




Use case: Device monitoring system

e —

SERVICES LIKE AMAZON KINESIS WILL BATCH FOR YOU

E Buffering your data to optimize cost

I AR N
@ = N
) | BB : g
Data AWS Amazon AWS
source loT Core Kinesis Lambda
4 ‘ :
T -'é‘-ﬂ T T V i
T THAIHA1E

Batch on device Unpack in Lambda

Number of devices: 100
Each device sends:
Frequency: 0.5 times/sec ~ 1 message/2 sec
Payload size: 3,000 bytes ~ 3 KB
Number of rules: 1 per packed message
Number of Lambda calls: 1 per packed Kinesis message

Sample output: Kinesis Data Streams

{"kinesis-data": [
{"packed-data"

{ntempl
{ntempl
{ntempu
{ntempu
{ntempu
{ntempu

1},

{"packed-data":
:55,"x":
:58,"x":
:60, "x":
:59,"x":
:61,"x":
:60, "x":

{"temp"
{"temp"

{"temp"
{"temp"
{"temp"
{"temp"

1}
1}

55,"x":
58,"x":
:60,"x":
:59,"x":
:61,"x":
:60, "x":

L
50,"y":
50,"y":
50,"y":
50,"y":
50,"y":
50,"y":

[

50,"y":
50,"y":
50,"y":
50,"y":
50,"y":
50,"y":

/5,
/5,
/5,
/5,
/5,
/5,

/5,
/5,
/5,
/5,
/5,
/5,

NNNNNN

NNNNNN

":65","fall-detect"
":65","fall-detect"
":65","fall-detect"
":65","fall-detect"
":65","fall-detect"
":65","fall-detect"

":65","fall-detect"
":65","fall-detect"
":65","fall-detect"
":65","fall-detect"
":65","fall-detect"
":65","fall-detect"

:false},
:false},
:false},
:false},
:false},
:false}

:false},
:false},
:false},
:false},
:false},
:false}



Optimize MQTT payload size and buffer data

MONITOR THE STATE OF DEVICES, EACH DEVICE HAVING MULTIPLE SENSORS

Optimized Architecture Cost

Un-Optimized Architecture Cost

Number of devices Number of devices

Avg. Msg Size (Bytes)

Messages per day/device
(30 msg/min/device)

Avg. Msg Size (Bytes)

Messages per day/device 864000

(600 msg/min/device) ' . '

Lambda Calls per month 2592000000 Kinesis batching (20)
Lambda Calls per month

Cost Per Month Cost Per Month

MQTT Messages Broker  $ 2,274.00 MQTT Messages Broker S 130.00
Rule Engine S 778.00 Rule Engine

(1 rule, 1 action per message) (1 rule, 1 action per message) 39.00
Lambda Calls 2,138.72 Kinesis 16.00

Lambda Calls 4.05
Total (per month) 5,190.72

Total (per year) 62,288.64 Total (per month) 189.05

Total (per year) 2,268.60




AWS loT Core batch function %

NEW FEATURES IN AWS IOT RULES

e Inline transform() function

= Transform AWS loT SiteWise batched payload to the format that downstream services accept
— https://docs.aws.amazon.com/iot/latest/developerguide/iot-sgl-functions.html#iot-func-transform

- Batch mode for

= Amazon Kinesis Data Firehose action

— https://docs.aws.amazon.com/iot/latest/developerquide/kinesis-firehose-rule-action.html
= AWS loT Events action

— https://docs.aws.amazon.com/iot/latest/developerquide/iotevents-rule-action.html

= AWS loT Analytics action

— https://docs.aws.amazon.com/iot/latest/developerquide/iotanalytics-rule-action.html



https://docs.aws.amazon.com/iot/latest/developerguide/iot-sql-functions.html
https://docs.aws.amazon.com/iot/latest/developerguide/kinesis-firehose-rule-action.html
https://docs.aws.amazon.com/iot/latest/developerguide/iotevents-rule-action.html
https://docs.aws.amazon.com/iot/latest/developerguide/iotanalytics-rule-action.html

Working with Shadows and Named Shadow

DEVICE SHADOWS ARE METERED IN 1 KB INCREMENTS

door open/close—

Device - reported state

AWS Cloud

{"state"{"reported"{"door":"close"}},
“metadata”:{"version":1253,

{"state":{"reported" {"door":"close"}}, “timestamp":1574954787}
“metadata”:{"version":1251, Device Shadow - tcu

“timestamp":1574954591} - p 5
close door @
> |=] |«

update state

Sl

aje)s pasisap - ddy

Y

delta callback P

1

Perform action on door status change {"version™:1248, 2
and change the desired to reported state "state"{"door":"open"}, {"state"{"desired"{"door""open"}},

", m.m r.n " - ". ". " ": I ".1248
{"state":{"reported":{"door""open"}}, metadata":{"door": "metadata "{.“versnon =
3 | "metadata":{"version":1249, {"timestamp":1574954087)}} timestamp":1574354087}

“timestamp":1574954087} Web/Mobile App




Optimizing edge performance for cost

MANAGE DIFFERENT VELOCITY AND PRIORITY OF DATA WITH STREAM MANAGER

. On premises | AWS Cloud
Benefits of pre-processing
= ;\! AWS loT « Simplification of data streams
3 @ 2 Greengrass . . .
----- involving large numbers of devices
= * Increased system state accuracy
Bl f—> :
----- AWS Lambda » Reduced network traffic
i _— A ot « Reduced compute costs
1 F Manager
Data sources Device Gateway

e

W

101070111
e —
101010111

C—>

Set policies for how data is processed and Prioritize how data is streamed to the cloud Stream data from edge devices directly to
managed locally on devices with limited with intermittent or limited connectivity. AWS services such as Amazon Kinesis and

storage and compute. AWS loT Analytics.



Optimizing edge performance

MANAGE DIFFERENT VELOCITY AND PRIORITY OF DATA WITH STREAM MANAGER

Sensor Data

Local Data
Display Panel

AWS loT Greengrass
Core Device

Low Priority
/0N Export

\
2\ \
|
J
/

E AWS Cloud

J .\‘
A
\}_\,j/
Producer
Function

| Stream
/A _ Manager

I\ ./ "‘1 ._‘. ‘] /‘
. >

Aggregator

Function
High Priority

Lok - Local Data

4 14

AWS loT Analytics Amazon QuickSight

Predictive

[T Agg Export
|

(T Stream

Reader
Container-based

App

Maintenance
App

Aggregated
Kinesis Data Stream




Ingest options

USE THE CORRECT SERVICE FOR INGESTION

- Data stream and messages

= AWS loT Core Basic Ingest
=  AWS loT Core
= Amazon Kinesis Data Streams Data source

= Amazon Kinesis Data Firehose
- Log and binary files

= Amazon S3
e.g., Log file of 128 KB
— 26 MQTT loT messages vs. 1 S3 put call

« Streaming video

= Amazon Kinesis Video Streams

Data source

e.g., Gas turbine video monitoring
— Kinesis Video Stream to ingest camera feed
— AWS loT Core for control plane

Use credentials provider or Token Exchange Service for security

E Using the best service for your type of data

Two- L ch [, MQTT
wo-way control channel, MQ Amazon

DynamoDB

AWS Amazon AWS Lambda Amazon

loT Core Kinesis Redshift

High-volume telemetry, video, etc.

Amazon
Timestream

Amazon S3

Amazon

AWS loT Neptune

Analytics
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The dilemma: Build vs. AWS Managed Services

AWS MANAGED SERVICES HELP TO FUTURE-PROOF WORKLOADS

Self-managed Data Reading System with

Ingestion — Open-source Kafka / HiveMQ on EC2 Day 2 challenges

Self-managed vs. AWS Managed Services E

vs. AWS loT Core

___________________________

User interface

Day 2 operational challenges o7 Shadow

Low touch self-healing gracefully upgradeable system o . ‘ .

AWS Managed Services benefits
Data Kafka on Amazon AWS

Pace of innovation at Amazon source Amazon EC2 Timestream Lambda

Registry properties

Shadow / state
properties

AWS loT services encompass far more features

than HiveMQ or Kafka on their own

Registry

Latest telemetry
readings

Total cost of ownership

Self-implemented - Professional Services + license and support + AWS services + staff

AWS Managed Services — AWS services + less staff + future-proof system with future benefits



Leverage AWS Managed Services and features

1. AWS loT Analytics
2. AWS loT Events
3. AWS loT Core Device Advisor

AWS loT Analytics

AWS loT Analytics is a
fully-managed service that Collect Process
makes it easy to run and Collect device data in a Transform and enrich
operationalize sophisticated variety of formats and messages with external
analytics on massive volumes frequencies sources
of loT data

Bring your own
custom analysis

Run standard
SQL queries

Run machine
learning analysis

Store
Data is stored in a Analyze
time-series data store Run SQL queries, use
for analysis pre-built models, and your
custom analysis to perform
machine learning and
make predictions

Build

Analytics and reports
are used to help you
build system and
mobile applications




Leverage AWS Managed Services and features

1. AWS loT Analytics
2. AWS loT Events
3. AWS loT Core Device Advisor

AWS loT Events Define Detect & Trigger

Helps you monitor your Define conditional logic Detect events and Action
equipment changes in and states to evaluate trigger actions when
operation and trigger alerts incoming telemetry data events are detected
to respond when events occur to detect events in
equipment or a process




Leverage AWS Managed Services and features

1. AWS loT Analytics

2. AWS loT Events
3. AWS loT Core Device Advisor

AWS loT Core

User connects and tests loT
Devices configured with
Device Advisor's test end

point. Users get results and
logs from Device Advisor.

Device Advisor

Easily test loT devices using
pre-built tests for secure and
reliable connectivity of loT
devices with AWS loT

Provides pre built tests for secure and
reliable connectivity

Provides ability to choose and
configure tests

Simulates failure scenarios such as
disconnects

Schedules and executes tests and provides
results and logs for executed tests

AWS loT Core

For regular MQTT and Shadow
operations

Amazon CloudWatch

Provides details logs



Call to action

AWS
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Calculator links

« AWS loT Core calculator - https://aws.amazon.com/iot-core/pricing/
This is an adjustable spreadsheet you can download
« AWS Lambda calculator — https://s3.amazonaws.com/lambda-tools/pricing-calculator.html

« AWS Pricing calculator — https://calculator.s3.amazonaws.com/index.html

« AWS calculator — https://calculator.aws
« TCO calculator template — https://iotcalculator.s3.amazonaws.com/iottco.xlsx

I0T204 - The ROI of IoT: Understanding and driving strategic business value


https://aws.amazon.com/iot-core/pricing/
https://s3.amazonaws.com/lambda-tools/pricing-calculator.html
https://calculator.s3.amazonaws.com/index.html
https://calculator.aws/
https://iotcalculator.s3.amazonaws.com/iottco.xlsx

AWS Well-Architected Tool

HTTPS://AWS.AMAZO

N.COM/WELL-ARCHITECTED-TOOL/

HTTPS://DOCS.AWS.AMAZON.COM/WELLARCHITECTED/LATEST/IOT-LENS/

(

AWS Well-Architected Tool
Learn, measure, and build using
architectural best practices

The AWS Well-Architected Tool helps you review your workloads against current AWS best practices and provides
guidance on how to improve your cloud architectures. This tool is based on the AWS Well-Architected Framework.

How it works

,,,,,,,

AWS Well-Architected Part TS
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Thank you!

Aditi Gupta

Senior loT Specialist Architect

Amazon Web Services
https://www.linkedin.com/in/aditisqupta

AWS
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https://www.linkedin.com/in/aditisgupta

Please complete
the session survey
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