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What we will cover in this session

What is observability anyway?

What is Amazon Elastic Container Service (Amazon ECS)?
And what is AWS App Mesh?

What observability pieces does Amazon ECS supply?

What observability pieces can | get from AWS App Mesh?

A look at all the pieces together
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What is observability anyway?
The "magic box"
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What is observability anyway?
The "magic box"
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later
ﬂ

Green circle
goes in
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What is observability anyway?

.—>‘

Green circle
goes in

The "magic box"
catches fire and
nothing comes

out!




What is observability anyway?

We have no observability!
What's in the box?
Why does it behave the way it does?

When its behavior changes, why did
it change?

What must be done to make this
behavior more consistent?




Observability must be proactive

Good observability allows you to
/ answer questions you didn't know
you needed to ask

When a problem happens you can
1 '

access data about the system and

understand it




What is Amazon ECS?

EC2 inst « Amazon ECS is a container
[czinstance orchestrator

. > M ccsaoen | * You give Amazon ECS your

application as a Docker
container

Amazon Elastic
Container Service

(Amazon ECS) Container -

 Amazon ECS has an agent
that runs on your Amazon
EC2 instances

* |t launches and monitors a
container on your behalf



What is Amazon ECS?

EC2 instance

. — WY £csagent Amazon ECS can control and

watch multiple application
containers per EC2 instance

Amazon Elastic

] ) Containers
Container Service




What is Amazon ECS?

And Amazon ECS can handle

many containers across many
EC2 instances in a cluster,

even 1000s of EC2 instances

Amazon Elastic
Container Service




Amazon ECS helps with application observability

The Amazon ECS container
agent helps you with
observability by gathering up
some basic information:

Amazon CloudWatch

- CPU usage
- Memory usage

- Application stdout and
stderr

- Healthcheck status

Container - Container exit code




FireLens

Application
metrics

log router

CloudWatch

Enhanced logs
Metadata

|

Container

Raw application
logs

FireLens is a container log
router for Amazon ECS

It automatically launches a
Fluent Bit sidecar that can
filter and route logs

Importantly it can also
enhance logs with extra
metadata like the specific EC2
instance, task ID, application
version, etc.



Observing service communication is critical

EC2 instance EC2 instance
Request
sent
—
§ _ Response : E
Container A 10 ms Container B
Lasssmsmansm I ------------ " later ---------------1 -----------
Access logs: Access logs:

POST / user — 10ms POST / user — 7ms



Access logs aren’t enough to diagnose issues

EC2 instance EC2 instance
Request
sent
>
Container A Container B
Access logs: Access logs:

POST / user timeout Nothing here



Questions but not enough info for an answer

EC2 Instance

Networking problem?
Security group rule?

EC2 host CPU or memory
overloaded?

Container process hung in
an infinite loop?

Container process crashed?
Access logs:

POST / user timeout



What is AWS App Mesh?

Container

&

envoy

App Mesh is a service mesh

The core piece is a sidecar
container that is launched beside
each copy of your application
container

All inbound and outbound traffic
are proxied through this
container, allowing it to route
and observe all connections to
and from your application



List of running
containers

AWS App Mesh

*

EC2 instance

*

*
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Service to
service traffic

Container

envoy
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Reliable tunnel between unreliable components

Questionable application logic that has bugs

Highly trustworthy code

Container Container




You can measure the latency at each hop
separately

EC2 instance EC2 instance




You can tell exactly where communications
break

EC2 instance EC2 instance

<1 ms Networking
..... i...pp between the
: two EC2 hosts
: is blocked

Container (L@ &Q Container




You can tell exactly where communications
break

EC2 instance EC2 instance

Communication
reached Envoy, but
downstream
container did not
answer

Container




You can shape traffic patterns to test new
versions

90%
traffic

Container
version 1

Container

traffic

Container
version 2



Each Envoy sidecar produces metrics
that can be sent to CloudWatch

Amazon CloudWatch

Envoy sidecars produce statistics
in statsd format

CloudWatch has a lightweight
agent sidecar you can run to
consume these statsd metrics
and store them for you

Container



AWS X-Ray integration for tracing requests

X-Ray
daemon

X-Ray
daemon

User account
service

X-Ray
daemon

API gateway

| Billing
envoy service



The full observability picture

Logs and metrics

Create alarms, dashboards,
graphs, and aggregate
calculations

Application

CloudWatch

ECS agent



The full observability picture

Logs and metrics

Create alarms, dashboards,
graphs, and aggregate
calculations

Application

CloudWatch

ECS agent

Fluent Bit



The full observability picture

Logs and metrics

-0

Application

ECS agent b}

Fluent Bit

Create alarms, dashboards,
graphs, and aggregate
envoy calculations

CloudWatch
CloudWatch

agent




The full observability picture

Trace information on all
network requests

X-Ray

daemon Investigate a specific error

AWS X-Ray

Logs and metrics

Create alarms, dashboards,
Application L(\.@ graphs, and aggregate
envoy calculations

CloudWatch

CloudWatch

ECS agent
agent

Fluent Bit



All the pieces together,
in action
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Task memory maximum allocation for container memory reservation

1/1717117747774

0 540 shared of 2048 MIB
Task CPU maximum allocation for containers

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII |

1024 shared of 1024 CPU units

Task Placement

Constraint Mo constraints

Container Definitions

Container Name Image CPU Unit... GPU

. app 209640446841 .dkr.ecr.us-east-1.amazonaws.com/aws-cdk/assets: ff529dbc4b729cfde3. .

. envoy 840364872350.dkr.ecr.us-east-1.amazonaws.com/aws-appmesh-envoy:v1.13.1.1-prod
. cloudwatch-agent amazon/cloudwatch-agent:latest
. log-router 906394416424 .dkr.ecr.us-east-1.amazonaws.com/aws-for-fluent-bit:latest

xray amazon/aws-xray-daemon

Use an Amazon ECS task definition to launch observability
sidecars alongside the application



Showing 1000 of 5,630,689 records matched@ Hide histogram
5,789,176 records (1.2 GB) scanned in 11.65 @ 498,250 records/s (105.8 MB/s)

02:35 02:40 02:45 02:50 02:55 03 PM 03:05 03:25

startTime method url protocol respons.. FESpPOnSs... bytesReceived bytesSent duration upstreamsServiceT.. xForwardFor userdge.. requestId

2020-09-29T19: POST Japi/auth/challenge HTTP/1.1 228 &1 169 76 75 54.224.18.142 - 299621e8-fa5@-9des

2020-09-29T19: GET Japi/timelineshashtag/ijustsignedup HTTP/1.1 228 @ 2180 23 23 54.224.18.142 df c6987a-171d-9beq

2020-09-29T19: POST fapil/user/bulk-fetch HTTP/1.1 228 4838 7 7 - Bad7dZ58-4acl-9a54

2020-92-29T19: GET Japl/feed/tod3A5f738bBadl79dab3dfocaddl HTTP/1. 209 685 4 4 98leld5c-2cc@-9ery

2020-82-29T19: GET Japi/timeline/users/5f738bbbdfelveebclal44ad/ to HTTP/1. 208 2932 .93.48.251 chelZfee-blba-9254

2020-89-29T19: POST fapifuser/bulk-fetch HTTP/1. 200 612 51483ed4-6b9e-9caf

2020-09-29T19: POST Japi/messages/bulk-fetch HTTP/1. 200 3580 daf31476-18ec-9309

ZBZ20-09-29T19: GET Japifuser/usernames/vena_dickinson_le@14@7594460 HTTR/1. 208 197 330f@dcd-o267-9917

2020-09-29T19: POST Japi/message/bulk-fetch HTTP/1. 200 2217 2452@253-e593-990

2020-09-29T19: GET Japil/feed/%231justsignedup HTTP/1. 200 1779 = 7d3dbe55-6159-9734

& W owowownon &= nobn b n

ZBZ20-92-29T19: GET Japi/timelineshashtag/1justsignedup HTTP/1. 288 8180 34.20@5.75.17 a7ZBe7d4-5ela-9f24

2020-92-29T19:

L

POST Japi/users/bulk-fetch HTTP/1. 288 4838 = Za3cd4b4-b594-9a3d

2020-82-29T19:

L

POST Japi/message/bulk-fetch HTTP/1. 208 3580 - 92670el5-9de3-958

Z020-09-29T19: GET Japi/timelineshashtag/ijustsignedup HTTP/1. 200 #2180 3.80.162.6 1d@3a71b-@f@7-91c

2020-09-29T19: POST Japi/user/bulk-fetch HTTP/1. 200 4038 - e4Bdfe5e-1edd-9eed

2020-09-29T19: GET Japi/timelinesusers/5f738b94a97@4ce8c7eb2@ds/ to HTTP/1. 200 26 34.2085.75.17 78@9@a47-ad23-98bg

2020-09-29T19: GET Japil/feed/tod3A5f73BbbbdfelVeetclal44al HTTP/1. 200 a9dc3498-2560-987

2020-09-29T19: GET Sapl/feed/tod3A5f738b94a97@4ce8cyeblOds HTTP/1. 200 ffdefc51-7ec3-9524
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2020-92-29T19: 209 @c@7af5b-244b-99f
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GET Japil/feed/%231justsignedup HTTP/1.

You can explore the Envoy Proxy logs for
detailed information about requests coming into
your services




5m 30m 1h 3h 12h Custom

demo/chatter-logs X | Clear |

fields @timestamp
| sort @timestamp desc

| parse @logStream /(7<service>[A=Za=z@=9_=]+)\/ 4\ /*/
| Limit 1@@
I
I
I

et [d

parse log '#« % % % = ms" as method, url, status, Llength, ms
filter method in ['POST', 'GET', 'PUT', 'DELETE"]
filter status not in [200, 204, 404, 489]

oo

| Save H History

Visualization Export results ¥ | | Add to dashboard | {)
Showing 100 of 221,180 records matched @) Hide histegram
86,619,263 records (48.0 GB) scanned in 74.0s @ 1,170,056 records/s (664.2 MB/s)

10k
Bk
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06 AM 07 AM 08 AmM 08 AM 10 AM 11 AM 12 PM 01 PM 02 PM 03 PM 04 PM 05 PM

CloudWatch Logs Insights provides a powerful
query language and engine for exploring logs



3,207 Metrics
appmesh.mesh, appmesh.virtual_node, envoy.... appmesh.mesh, appmesh.virtual_node, envoy....

35 Metrics 169 Metrics * 2 models

appmesh.mesh, appmesh.virtual_node, envoy.... appmesh.mesh, appmesh.virtual_node, envoy....

104 Metrics 14 Metrics

appmesh.mesh, appmesh.virtual_node, envoy.... appmesh.mesh, appmesh.virtual_node, envoy....

75 Metrics 55 Metrics

appmesh.mesh, appmesh.virtual_node, envoy.... appmesh.mesh, appmesh.virtual_node, envoy....

973 Metrics 451 Metrics

appmesh.mesh, appmesh.virtual_node, envoy.li... appmesh.mesh, appmesh.virtual_node, envoy.t...

521 Metrics

appmesh.mesh, appmesh.virtual_node, metric_... metric_type

771 Metrics 4 Metrics

The App Mesh Envoy proxy captures 3,207 different metrics
for this small cluster of microservices
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22:45 23:00 23:15 23:30 23:45 00:00

@ envoy_cluster_upstream_rq @4\ cds_ingress_chatterbaseappmeshd4B1AC554_api-gateway _http_3000 (expected)

All metrics Graphed metrics (2) Graph options Source

Math expression v @ Dynamic labels v @ Statistic: Sum v Period: 1 Minute w Remove all
Id Label Details Statistic Period Y Axis Actions
m1 envoy_cluste... CWaAgent * envoy_cluster_upstream_rq *... sum 1 Minute > AN r"}j Q

ad1 cds_ingress_c... ANOMALY_DETECTION_BAND(mM1, 2) Edit model €

Sum up requests to api-gateway service per
minute and show an anomaly detection band to
highlight unexpected spikes or drops



AWS X-Ray + Amazon CloudWatch ServicelLens helps you to
see a map of the services in your mesh and how they
communicate with each other




Zooming in on one service to
exclusively view its own
connections

Requests come in from clients
and go out to 7 other
destinations

Node size and thickness of line
highlight the destinations that
receive the most traffic



¥ subscription

3% Faults (5xx)

Latency
Seconds

0.014
Fe-3
]

[ ] ResponseTime p50

subscription

3% Faults (5xx)

26[1’15

Latency (avg): 26ms Requests: 877.20/min Faults: 30.59/min

Requests
Mo unit
.Jll"| Ir \ Jﬂl M I"1 ) M |"'| r"- ,'I A |\

L]
IRW., I .I Ay AN \
|,f Hh.' \I .LJIJ \ul I'.'I I'II'F !"II‘ I\f “.J W u
554

111k

0
12:00 15:00 12:00

ResponseTime p30 ® Traced ReguestCount

- I user.internal

Remote

Faults {5xx)

Percent

Wt

o

@ FaultRate

You can zoom in on
issues in the map

For example, the
subscription service
has a 3% to 4% fault
rate



pa5 latency in ms

163

10-05 158:09
F

1 G-nin LEF LN

api_;]a'_el‘i'la}r to n'lessage 2{]20'1 0'[}5 19:1{] UTC
1. ) api-gateway to password 101.172310699
2. O api-gateway to api-gateway 68.649961832

All metrics Graphed metrics (5) Graph options Source
3. api-gateway to message 44 4714670744

4. O api-gateway to user 12.6333728419

Math expression v @ Dynamic labels v @ - ) linute Remove all
a. api-gateway to feed 9.36950152593

Label Details Statistic Period Y Axis Actions

api-gateway to user CWAgent * envoy_cluster_upstream_rg_time * appmesh.mesh: chatterbas... p95 Do
api-gateway to feed CWAgent * envoy_cluster_upstream_rg_time * appmesh.mesh: chatterbas... p95 AN )
api-gateway to api-gateway CWAgent * envoy_cluster_upstream_rg_time * appmesh.mesh: chatterbas... p95 AN )
api-gateway to password CWAgent * envoy_cluster_upstream_rg_time * appmesh.mesh: chatterbas... p95 Do

api-gateway to message CWaAgent * envoy_cluster_upstream_rg_time * appmesh.mesh: chatterbas... p895 DO

For service api-gateway, graph the p95 latency of requests to
each downstream service




Segments Timeline info

Segment Response Duration

status code 0.0ms 2.0ms 4.0ms B6.0ms 8.0ms 10ms 12ms 14ms 1B6ms 18ms

api-gateway

api-gateway
apl.internal ) oK
apl.internal ) oK
apl.internal ) oK

¥ feed
feed ) oK
message

message © oK

DynamoDB ® oK I :-tchGetitem: chatter-message-messa...
DynamoDB aws::DynamoDB:Table
DynamoDB ® oK I GotchGetitem: chatter-message-messa...
user

user © oK

With X-Ray you can zoom in and view the
individual requests and execution spans that
took place as part of serving a single request



* Trace Map

Name Duration Status

* api-gateway
api-gateway
api.internal
¥ message

message
DynamoDB
SQs
¥ message-distributor

message-distributor
subscription.internal

feed.internal
* subscription
subscription
¥ feed
feed

» DynamoDB

F SQS

1.04

1 Faguast

epi-gateway

0.0ms
|

100ms
|

200ms
|

JID0ms
|

400ms
|

1.04:

1 Aegquest

message

500ms
|

GD0ms
|

1 5"|-_

1 Reguest

?'IIS

Hequesl message-distributor

chetter-message-messagestablef...

1.04:

‘I Request

hitpayieqs.us-east-1...

TDOms BDOms 900ms
| | |

TI"b

1 Reguest

5“ 5

1 FAegusaat

subscription




2.01s

1 Request

Client api-gateway

Name " Duration Status 0.0ms 200ms 400ms B00ms B00ms
| I [}

¥ api-gateway
api-gateway
api.internal
* feed

feed

Corresponding logs
in CloudWatch Logs
Insights allow us to
see the application’s
stderr output for the
same event

2s

1 Request

s (B Trace shows a

el recuest that times

out after 2 seconds

Showing 910 of 910 records matched @ Hide histogram
7,095,797 records (3.9 GB) scanned in 7.1s @ 1,005,925 records/s (570.6 MB/s)

02:30 02:40 03 PM

@timestamp service leg

v 1 2020-99-29T15:99:05... api-gateway Metworking error in timeline service Unexpected status code 584 from GET /feed/:feedId 'upstream request timeout’
Field Value
@ingestionTime 1601406550140
@log 209640446841 :demo/chatter-logs
@logStream api-gateway/opp-firelens-328ec4861cZ44527885dd542c9ceilcf
Emessage {"container_id":"f7@c@lcbld3638f6104%edadelb2201327490b0a408bae3beandBae324da@i82" , "container_name":"/ecs-chatterapigatewayapigatewaytaskdefini
Btimestamp 1601486545008
container_id f70cBlcbld3638f51049e@adb1b22@132749a660468boe36eaaddae3Z24da@882
container_name /ecs-chatterapigatewayapigatewaytaskdefinition46CA7B3A-95-app-cZbad4fcdfdc99cafdal
ecZ_instance_id 1-094abl17@32%ed6azb
ecs_cluster chatter-base-ClusterEB@386AT - ABQ)ZHEMARI1I
ecs_task_arn arn:aws:ecs:us-east-1: 209640446841 task/chatter-base-ClusterEBR386A7-AB02ZHEMARILI /328ec48blc244527885dd542c9¢ce71cf
ecs_task_definition chatterapigatewayapigatewaytaskdefinition46CA7BE3A:95
log Networking error in timeline service Unexpected status code 584 from GET /feed/:feedId "upstream request timeout'
source stderr

2020-99-29T14:57:41... api-gateway Networking error in timeline service Unexpected status code 584 from GET /feed/:feedId 'upstream request timeout'
2020-89-29T14:57:41... apl-gateway Metworking error in timeline service Unexpected status code 584 from GET /feed/:feedId 'upstream request timeout’'

2020-09-29T14:57:41... api-gateway Metworking error in timeline service Unexpected status code 584 from GET /feed/:feedId 'upstream request timeout’



Amazon ECS and AWS App Mesh observability

Trace information on all
network requests

X-Ray
daemon

Investigate a specific error

AWS X-Ray

Logs and metrics

Create alarms, dashboards,
graphs, and aggregate
envoy calculations

CloudWatch
CloudWatch

agent

Application

ECS agent »

Fluent Bit




Thank you!

Nathan Peck
Twitter: @nathankpeck

AWS
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the session survey
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