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Amazon EKS and SaaS: A natural fit

Amazon Elastic Kubernetes Service (Amazon EKS) and SaaS 
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Amazon EKS SaaS architecture landscape

Onboarding Authentication

A
p

p
li

ca
ti

o
n

 
se

rv
ic

e
s

Service Service Service

M
e

tr
ic

s 
/
 a

n
a

ly
ti

cs

B
il

li
n

g
 a

n
d

 m
e

te
ri

n
g

D
e

p
lo

y
m

e
n

t 
a

u
to

m
a

ti
o

n

M
a

n
a

g
e

m
e

n
t 

a
n

d
 m

o
n

it
o

ri
n

g
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Conceptual view of the stack

Registration Tenant

App services Shared services

UserProduct Order

Sample SaaS 
application

SaaS provider 
admin console

Landing / sign-
up application



Provisioning the baseline environment

Availability Zone 1

VPC

Public subnet

Private subnet

NAT Gateway

Auto Scaling group

Registration

Tenant management

User management

Availability Zone 2

Public subnet

Private subnet

NAT Gateway

Registration

Tenant management

User management

Availability Zone 3

Public subnet
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NAT Gateway

Registration

Tenant management

User management



Tenant environments

Availability Zone 1

VPC

Public subnet

Private subnet

NAT Gateway

Auto Scaling group

Availability Zone 2

Public subnet

Private subnet

NAT Gateway

Availability Zone 3

Public subnet

Private subnet

NAT Gateway

Order

Tenant 1 namespace
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Onboarding new tenants

Landing/sign-up 
application

1

2

3
Registration

User 
management

4

5

Tenant 
management

6 7

8



Tenant namespace provisioning

Order

Tenant 1 namespace

Product

Order

Tenant 2 namespace

Product

Registration

buildspec.yml (kubectl)

[microservice].yml



Microservice configuration

Deployment Service Ingress



Tenant authentication

Sample SaaS application1

Tenant 
management
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Routing tenants to namespaces

Tenant 2 namespace

Order

Ingress resource

Product

Ingress resource

Tenant 1 namespace

Order

Ingress resource

Product

Ingress resource

tenant1.abc.com tenant2.abc.com



Inside the microservices

Microservice

Ingress resource

Log manager Token manager
getTenantId(jwt)

getTenantId(jwt)

JWT token
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Data partitioning

Order microservice

Product ID Price Quantity

33919 $50.00 10

98194 $29.99 34

73919 $104.12 2

Order-Tenant1 table

Product ID Price Quantity

57181 $219.45 11

10097 $7.90 3

22414 $431.94 23

Order-Tenant2 table

Product microservice

Partition key SKU Price

Tenant1 848181 $12.48

Tenant4 761991 $9.14

Tenant1 484188 $141.81

Product table 



Tenant isolation

Tenant 1 namespace

Order Product

Tenant 2 namespace

Product Order

Product ID Price Quantity

33919 $50.00 10

98194 $29.99 34

73919 $104.12 2

Order-Tenant1 table

Product ID Price Quantity

33919 $50.00 10

98194 $29.99 34

73919 $104.12 2

Order-Tenant2 table

Partition Key SKU Price

Tenant1 848181 $12.48

Tenant4 761991 $9.14

Tenant1 484188 $141.81

Product table 



Isolation policies

Scope access to order table 
by Tenant ID

Define network policy to limit 
access across namespaces



Scaling and tiering considerations

Tenant 1 namespace

Tenant 2 namespace



• Amazon EKS provides rich set of multi-tenant constructs

• Fine-grained scaling controls enable powerful tiering constructs

• Use and mix of IAM and K8s security mechanisms build robust tenant 
isolation model

• Create a single, unified model for provisioning and configuring 
namespaces

• Lean on rich community of partner solutions to address 
multi-tenant SaaS challenges

Takeaways



Accessing the sample solution

Link to the repository with the working solution:

https://github.com/aws-samples/aws-saas-factory-eks-reference-architecture

https://github.com/aws-samples/aws-saas-factory-eks-reference-architecture


More SaaS sessions

Technical Sessions

OPN303 – Open source meets SaaS: Accelerating the path to SaaS adoption

API304 - Monolith to serverless SaaS: Migrating to multi-tenant architecture

GPS304 – SaaS Jump Start: Under the hood of an automated SaaS migration tool

Business sessions

GPS208 - Insights and inspiration from those on the transformation path



Thank you!
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