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The need for defense in depth: a history

Introducing AWS Network Firewall

Getting started

Regional availability and pricing

Agenda



A brief history of protective services on AWS

Amazon VPC 

security groups
2020

AWS Network Firewall

AWS WAF

2015

2016 

AWS Shield

AWS Firewall Manager

2018
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Network Firewall



Network Firewall

VPC

Private subnet Private subnet



Key benefits

Fully 
managed

Fine-grained 
controls

Flexible 
deployments

Partner 
integrated



Managed availability

Removes friction

Scales automatically

Highly available



Flexible deployments

Selectively choose which flows 
you want to inspect

Scale out to thousands of 
accounts or centralize with 
AWS Transit Gateway

Learn more at NET306

Central management through 

Firewall Manager



One place to manage all protective 
controls on AWS

Continuously manage & audit 

Enforce protections, even as new 
applications are created

View compliance posture centrally 
across AWS accounts

Learn more at SEC320

Central management with Firewall Manager

Firewall Manager



Fine-grained controls

IP/port/protocol

Fully qualified domain name

General pattern matching – regular 
expression matching

Allow, drop, or alert



Configurable logging

Amazon S3 Amazon CloudWatch Logs Amazon Kinesis Data Firehose



Defend against common network threats

Defend against common network threats 
with intrusion-prevention capabilities

Inspect traffic behavior in addition to source 
and destination

Detect protocol anomalies



Integrated with your existing ecosystem

Rule policy language that is 
compatible with familiar open 
source rule format

Integration with 14 security partners



Integrated Security Partners
A W S  N E T W O R K  F I R E W A L L

Security Monitoring Threat Intelligence Policy Management Managed Security



Cortex XSOAR integration with Network Firewall



Leverage CrowdStrike threat 
detection

Proactive threat hunting

Dynamic policy creation

Streamlined incident response

AWS 

Security Hub 

CrowdStrike

Security Events

Falcon Platform

Amazon EC2

with Falcon sensor

Network Firewall

Policy updates 

via AWS Lambda

Proactive threat hunting

via Lambda

CrowdStrike integration



integration

​Detect and block unwanted traffic 

at scale with no management 

overhead

Easy rule deployment via 

Trend Micro Cloud One console

Automatic rule updates as new 

threat intelligence is available​

Select Trend Micro Cloud 

One threat intelligence rules 

available at no additional cost
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How do I get started with 
Network Firewall? 



Step 1: Set up your firewall subnet

Customer VPC
VPC: 10.0.0.0/16

Firewall subnet Customer subnet

10.0.1/24



Step 2: Configure Amazon VPC route tables

Customer VPC
VPC: 10.0.0.0/16

FW  0/0IGW  0/0

Firewall subnet Customer subnet

10.0.1/24

Firewall route table

10.0.0.0/16 local

0.0.0.0/0 igw-1232

Customer subnet route table

10.0.0.0/16 local

0.0.0.0/0 FW-5252

Internet gateway route table

10.0.0.0/16 FW-5252
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For central deployments 
with AWS Transit Gateway



Network Firewall & AWS Transit Gateway

Spoke VPC 1
VPC: 10.0.0.0/16

AWS Transit Gateway

Spoke VPC 2
VPC: 10.1.0.0/16

Centralized firewall VPC
VPC: 192.168.0.0/16

0/0  IGW

TGW  Spoke’s

0/0  TGW

0/0  TGW
0/0  FW

Spoke VPC 3
VPC: 10.0.0.0/16

0/0  TGW



Step 3: Configure your policies



Visit the Amazon VPC console
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Region availability 
and pricing



Regional availability

• US-East-1 (N. Virginia)

• US-West-2 (Oregon)

• EU-West-1 (Dublin)



Pricing

• $0.395 per endpoint hour

• $0.065 per GB processed

• Use one hour and one GB of 
NAT Gateway at no additional 
cost for every hour and GB 
charged for Network Firewall 
endpoints
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Defense in depth with 
Network Firewall



Defense in depth

Customer VPC
VPC: 10.0.0.0/16

Customer subnet

AWS Shield Advanced

Amazon GuardDuty

AWS WAF

Amazon Macie

Firewall subnet

AWS Security Hub



Recap

Highly available, scalable firewall service

Flexible deployment options

Customizable rules for network 
segmentation, event logging, and intrusion 
detection and prevention

Integrated with your existing 
security ecosystem 

No upfront costs, only pay for what you use



Thank you!
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