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Is your serverless application 
well-architected?

Hernan Garcia
Solutions Architect
AWS
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SERVERLESS

AWS Lambda AWS Fargate

“The road less traveled”
SERVERFULL



SERVERLESS

AWS Lambda AWS Fargate

All roads lead to serverless!
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You need to create value for your organization and customers faster

You want to use serverless services for the task

You want to understand which serverless services can be used

You want to understand the operational best practices for 
serverless services

Why are you watching this?



There’s an improved state of mind for building 
in the cloud



Serverless = Organizational nirvana



Serverless removes the undifferentiated 
heavy lifting

No infrastructure provisioning, 
no management Automatic scaling

Pay for value Highly available and secure



well-architected

Let’s go back to cloud fundamentals
T O  T H R I V E  I N  T H I S  N E W  W O R L D



Meet and embrace the Well-Architected pillars

O P E R AT I O N A L  
E X C E L L E N C E

SECURITY

RE L I A B I L I T Y COS T
OP T I M I Z AT I O N



We can walk you through this path

Your team Solutions 
Architect

AWS
Partner

+ ( or ) =

Review

Report findings

Action plan

Masterpiece

1

2

3

4



You are 
not going 
to judge 
my work!

It will 
make 
you 

slow!

Here 
comes 

the audit!

It 
blocked 

my 
project!

Beware of the old guard



• It is an objective, constructive 
conversation

• You will learn AWS best 
practices

• You can leverage it to make 
informed architectural decisions

• You will lower or mitigate risks
• You will build and deploy faster

The truth is …
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When to use serverless?



Serverless is there for you, at every layer

Compute & 
access

Storage

Messaging & 
streaming



Serverless is there for you, at every layer

User & identity 
management

Delivery at 
the edge

Analytics



Serverless is there for you, at every layer

Provisioning & 
monitoring

Development 
tools



Meet the well-architected serverless 
applications lens 
P R E S C R I P T I V E  G U I D A N C E  F O R  S E R V E R L E S S  A P P L I C A T I O N S

O P E R AT I O N A L  
E X C E L L E N C E

SECURITY

RE L I A B I L I T Y COS T
OP T I M I Z AT I O N

+ + =
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Common customer 
scenarios



Amazon API 
Gateway

Client / browser

AWS Lambda Amazon DynamoDB

AWS Amplify Console

Serverless web applications

O P E R AT I O N A L  
E X C E L L E N C E

SECURITY RE L I A B I L I T Y COS T
OP T I M I Z AT I O N



Serverless web applications
Operational excellence best practices

• Adopt a modern way to build applications
infrastructure as code

separate 
environments / accounts

Amazon CloudWatch
Logs & metrics

AWS X-Ray

AWSTemplateFormatVersion: '2010-09-09’

Transform: AWS::Serverless-2016-10-31

Resources:

GetProductsFunction:

Type: AWS::Serverless::Function

Properties:

Handler: index.getProducts

Runtime: nodejs10.x

CodeUri: src/

Policies:

- DynamoDBReadPolicy:

TableName: !Ref ProductTable

Events:

GetResource:

Type: Api

Properties:

Path: /products/{productId}

Method: get

ProductTable:

Type: AWS::Serverless::SimpleTable



Serverless web applications
Operational excellence best practices

• Adopt a modern way to build applications
infrastructure as code

separate 
environments / accounts

Amazon CloudWatch
Logs & metrics

AWS X-Ray



If you prefer defining your serverless 
infrastructure in concise declarative 
templates, use AWS SAM

If you want to define your AWS 
infrastructure in a familiar programming 
language, try out AWS CDK

AWS SAM or AWS CDK?

Kim Carpenter – CC BY 2.0
https://flic.kr/p/bXDDhS

https://flic.kr/p/bXDDhS


Use the available vetted architecture patterns
• AWS SAM sample templates
• AWS Solutions Constructs Library

Do not start from scratch



Serverless web applications
Operational excellence best practices

• Observability is the way to govern the serverless application’s health
• Monitor CloudWatch Amazon 

CloudWatch
Logs and Metrics



Serverless web applications
Operational excellence best practices

• Observability is the way to govern the serverless application’s health
• Monitor CloudWatch

• Instrument X-Ray

Amazon 
CloudWatch

Logs and Metrics

AWS X-Ray

var AWSXRay = require(‘aws-xray-sdk-core‘);

var AWS = AWSXRay.captureAWS(require(‘aws-sdk’));

S3Client = AWS.S3();



Serverless web applications
Operational excellence best practices

• Observability is the way to govern the serverless application’s health
• Monitor CloudWatch
• Instrument X-Ray

Lambda PowerTools 



Serverless web applications
Security best practices

• Control access to your APIs and implement AppSec
• Least privilege 

Cognito or a 
SAML / JWT identity provider

SAM 
predefined IAM policies

temporary credentials

public or private API Gateway endpoints 

Amazon 
Cognito

AWS 
Secrets 

Manager

+ = 💛

AWS WAF



Serverless web applications
Reliability best practices

• Protect your resources and build resiliency into your serverless application
throttling

back-off and retries
RDS Proxy 

long-running transactions AWS Step Functions
async messaging

• Decouple
• Amazon SQS
• Amazon SNS

Amazon EventBridge to route events reliably

Amazon API 
Gateway



Serverless web applications
Performance best practices

• Optimize your serverless application performance
services scaling behavior

• Optimize application code. Yes! Do it again!
on-demand capacity 

caching
services integrations

Lambda provisioned concurrency
Lambda Power Tuning to tune power



Wait, what’s Lambda Power Tuning?
V I S U A L I Z E  A N D  F I N E - T U N E  T H E  M E M O R Y  /  P O W E R  C O N F I G U R A T I O N  
O F  L A M B D A  F U N C T I O N S

CleanUpOnError



Serverless web applications
Cost-optimization best practices

• Design your application to maximize value
• Reduce your Lambda functions code 

asynchronous design patterns
Embedded Metric Format for CloudWatch

log-retention policies

Lambda Power Tuning 



Well-architected serverless web applications

O P E R AT I O N A L  
E X C E L L E N C E

SECURITY RE L I A B I L I T Y COS T
OP T I M I Z AT I O N

Amazon API 
Gateway

Client / browser

AWS Lambda Amazon DynamoDB

AWS Amplify 
Console

SQS Dead 
Letter Queue

AWS WAF Amazon 
Cognito

Amazon 
CloudWatch
Logs  Metrics

AWS X-Ray

Amazon



Do you love events?

Client

Mobile

IoT

Amazon 
Kinesis

Amazon 
DynamoDB

Events AWS Step 
Functions

Amazon 
SQS

Amazon 
SNS Messaging

AWS Step 
Functions

AWS Step 
Functions

AWS Lambda AWS Lambda



Do you love events?
D E T E C T  A N D  R E P O R T  D E F E C T S  I N  P R O D U C T S  I M A G E S  A T  A N Y  S C A L E

Client Amazon S3 Amazon SQS

AWS Step Functions workflow

Start execution

AWS Lambda 
Classify image

Amazon SageMaker 
Image classification

Check class

DynamoDB 
DefectFree table

SNS Defect Topic SNS email 
subscription

Put notification eventImage upload

Invoke function

Poll SQS queue

Prediction

No defect found

Defect found

Send emailPredict



Commerce 
platform

Order & 
customer updates

Event relay Amazon 
EventBridge

Login

Customer login

Checkout

Submit order

Order

Process order

Shipping

Send order to SAP

Data sync

Customer, VIP,
wishlist sync

Payment

Authorize payment

FIFO queue

Customer
login

Invoke every 
minute

Order 
complete

Events

Payment 
authorized

Customer
login

Order 
complete

Order 
submit

Do you love events?
L E G O  E V E N T - D R I V E N  A R C H I T E C T U R E



• Make your functions single purpose, 
concise, short

• Code is debt; write fewer functions
• Understand and take advantage of the 

serverless concurrency model
• Share nothing; assume no hardware 

affinity
• Orchestrate with state machines, not 

application logic
• Use events to trigger transactions
• Leverage managed services when 

designing for failures and duplicates

Remember



• Start a Well-Architected Review right now
§ Call your AWS Solutions Architect
§ Engage your preferred AWS Partner
§ Or do it yourself with the Well-Architected Tool in the AWS Web Console

Your next steps
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“Serverless is the fastest way to build 
modern applications”
Adrian Cockcroft
AWS VP Cloud Architecture Strategy



Thank you!
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Hernan Garcia

Solutions Architect
AWS
@hernangarcia
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