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“Out of clutter, find 

simplicity. From discord, 

find harmony. In the

middle of difficulty lies 

opportunity.”
Albert Einstein
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Business agility + governance control
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• Capturing resource inventory and configuration history

• Extend inventory and compliance management capabilities

• Demonstration

• Wrap it up

Agenda
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Let’s talk about capturing

resource inventory and 

configuration history!



• What is currently out there?

• What is the latest configuration state of my resources?

• What relationships exist between my resources?

• What configuration changes occurred in the past?

• Which resources have violated compliance policies? 

Inventory and configuration management



• Are my resources properly configured?

• Do my resources comply with regulatory requirements

• How do I ensure continuous compliance?

• How can I get notified in near real-time if resource(s) go

out of compliance?

Governance and compliance management



Benefits

Continuous
monitoring

Continuous
assessment

Change 
management

Operational 
troubleshooting

Enterprise-wide 
compliance 
monitoring 
including third-
party resources



How it works

AWS Config

Amazon S3

Amazon 
CloudWatch

Amazon SNS

AWS Config APIs 
and console

Configuration change

Rule

Rule



AWS Config features

Configuration history of AWS resources

• Records details of changes to your AWS resources to provide you with a configuration history timeline

• Obtain details of what a resource’s configuration looked like at any point in the past

Configuration snapshots

Provides a point-in-time capture of all your resources and their configurations

Configuration history of software (requires SSM agent)

• Records software configuration changes within your Amazon EC2 instances and servers running on-
premises or other cloud providers

• Provides a history of OS and system-level configuration changes alongside infrastructure configuration 
changes recorded for EC2 instances

Configurable and customizable rules

• Assess your resource configurations and resource changes for compliance against built-in or custom rules 
and automate remediation of non-compliant resources

• Customize pre-built rules or create your own custom rules in AWS Lambda that define your internal best 
practices and guidelines for resource configurations



AWS Config features

Resource relationship tracking

• Discovers, maps, and tracks AWS resource relationships in your account

• For example, if a new Amazon EC2 security group is associated with an Amazon EC2 instance, Config 
records the updated configurations of both the Amazon EC2 security group and the Amazon EC2 
instance

Cloud governance dashboard

Provides a visual dashboard to help you quickly spot non-compliant resources and take appropriate action

Multi-account, multi-region data aggregation

Enables centralized auditing and governance by providing an enterprise-wide view of your resources and 
Config rule compliance status

Conformance packs

Packages a collection of AWS Config rules and remediation actions into a single entity and deploy it in a 
single account or across an entire organization



AWS resource



Resource timeline
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Extend inventory

and compliance

management capabilities



Extend inventory

AWS Config

Amazon S3

Amazon 
CloudWatch

Amazon SNS

AWS Config APIs 
and console

Rule

Generic 
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Tape 
storage

Traditional 
server

Users



Development process

Code Submit Deploy

• Generate project
• Edit schema

• Submit • Deploy your 
resource



Unicorns!
M A J E S T I C  A N I M A L S



Unicorn CI

ajestic::Animal



Unicorn schema

{

"typeName": " ajestic::Animal",

"description": "A resource that creates unicorns.",

"sourceUrl": "https://github.com/aws-cloudformation/aws-cloudformation-rpdk.git",

"properties": {

"UID": {

"description": "The ID of the majestic animal",

"type": "string"

},

"Name": {

"description": "The name of the majestic animal",

"type": "string",

"minLength": 3,

"maxLength": 250

},

"Color": {

"description": "The Color of the majestic animal",

"type": "string",

"minLength": 3,

"maxLength": 250

}





Thank you!
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