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What’s next? 

On-premises data center

On-premises server

AWS cloud

VPC

Lift and shift

01 Patching

02 Monitoring

03 Configuration



AWS Systems 
Manager

Amazon 
CloudWatch

Services
covered AWS 

CloudFormation



Systems Manager



Systems Manager capabilities

Systems Manager
Gives you visibility 
and control of your 
infrastructure on AWS

Run command
Remotely and 
securely manage 
the configuration 
of your managed 
instances at scale

Documents
Defines the actions 
SSM performs 
with command 
and automation 
documents

Parameter store
Provides secure, 
hierarchical storage 
of configuration 
data and secrets 
management

Maintenance 
window

Automation State managerInventory

Session manager
Manage Amazon EC2 
Windows instances 
through interactive 
one-click browser-
based shell or 
through the AWS CLI

Patch manager

Automate the 
process of patching 
your managed 
instances



CloudWatch



CloudWatch
Complete visibility 
into your cloud 
resources and 
applications

How it works

Unified operational health

Application monitoring

System-wide visibility

Resource optimization

Act
Automate response 
to operational 
changes with 
CloudWatch Events 
and AWS Auto Scaling

Monitor
Visualize applications 
and infrastructure with 
CloudWatch dashboards; 
correlate logs and 
metrics side by side to 
troubleshoot and set alerts 
with CloudWatch Alarms

Collect
Metric and logs 
from all your 
AWS resources, 
applications, and 
services that run 
on AWS and 
on-premises servers

Analyze
Up to 1-second metrics, 
extended data retention 
(15 months), and 
real-time analysis with 
CloudWatch Metric Math



Observability is the goal

These are the tools

Traces

CloudWatch Logs

CloudWatch Metrics AWS X-Ray traces

AWS observability tools



AWS CloudFormation



Demo environment

Public subnet

RDGW

Public subnet

VPC

Private subnet

AWS Cloud

Availability Zone 1

NAT 
gateway

IIS

RDGW

Configuration 
bucket

Private subnet

Availability Zone 2

NAT 
gateway

IIS

Auto Scaling group

Auto Scaling group

Amazon EventBridge

AWS Systems Manager

Set up configuration
1. Install \ configure 

CloudWatch
2. Join active

directory domain

Remove 
configuration
1. Remove 
from domain

Trigger 
lifecycle 
action

Automation
Complete 

lifecycle action
AWS Directory Service for 

Managed Microsoft AD
AWS Managed
Microsoft AD

Scale-up
rule

Scale-down
rule

Elastic Load 
Balancing (ELB)





AWS Config

Continuous 
monitoring

Continuous 
assessment

Change 
management

Operational 
troubleshooting

Enterprise-wide 
compliance 
monitoring, 
including third-
party resources



https://github.com/aws-quickstart/quickstart-microsoft-iis

https://github.com/aws-samples/aws-systems-manager-cloudformation-
samples

https://workshop.aws-management.tools/

https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ap
pinsights-tutorial-dotnet-sql.html

https://github.com/aws-samples/application-insights-sample-
application

Links

https://github.com/aws-quickstart/quickstart-microsoft-iis
https://github.com/aws-samples/aws-systems-manager-cloudformation-samples
https://workshop.aws-management.tools/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/appinsights-tutorial-dotnet-sql.html
https://github.com/aws-samples/application-insights-sample-application


Thank you!
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