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Amazon Elasticsearch Service 
(Amazon ES) is a fully managed 
service that makes it easy to deploy, 
manage, and run Elasticsearch cost 
effectively with industry-leading 
reliability, scalability, and security 

Amazon Elasticsearch Service



• Fully managed

• Direct access to the Elasticsearch APIs

• Cost effective, no licensing fees for features

• Designed for zero downtime; scale without interruption

• Secure and compliant

Amazon ES: Capabilities and benefits
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Important Amazon ES 
features for modernizing 
log analytics



• Single Kibana interface to search across all included domains

• Tune domain resources for specific workloads

• Isolate failures to specific workloads

Cross-cluster search for Amazon ES
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Custom domain names and SAML integration

• Custom domain name

OR

Configure DNS
provider with domain name

Create or install own 
certificate in 

AWS Certificate Manager

ACM CACert

Amazon ES

• CNAME -> Amazon ES
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Reference your 
certificate and provide 
the friendly DNS name 
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Enable SAML integration on 
your Amazon ES domain
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Create a new SAML 
application on your identity 

provider of choice
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Install SAML IdP metadata 
on your Amazon ES domain

Configure roles key and 
master admin

IdP / SAML/ 
AWS SSO

6https://es.aws.example.com/_plugin/kibana
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Up to 90% cost reduction
vs. hot storage tier

Scale up to 3 PB per domain

Interactive log analytics
and visualization

2x performance vs. OS 
hot/warm/cold architectures

UltraWarm for Amazon ES
A  N E W ,  L O W - C O S T  S T O R A G E  T I E R  F O R  A M A Z O N  E S
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Index Index Index

Index State Management (ISM) for data lifecycle

Hot tier
Indexing and 
fast access

Index

UltraWarm
Low-cost, long-
term retention
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Send data to Amazon ES and use Index 
State Management (ISM) to automate 
index migrations or deletions

Data is indexed and stored in the hot tier

Migrate the index to UltraWarm
for long-term, low-cost storage

Delete the index at end of life



Anomaly Detection in Amazon ES

• Learns what is normal
• Doesn’t require prior ML 

knowledge
• Deviations from normal are 

anomalies
• Works in near real time on 

time series data
• Uses the random cut forest 

(RCF) algorithm
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• Multiple AWS accounts and Regions
• Minimal context in AWS logs
• Various log sources and formats
• Difficult to monitor and diagnose issues

Problem



• Centralized and enriched AWS logs
• Consumable
• Monitoring at scale
• Intelligent alert routing
• Highly available and resilient

Solution requirements



• Highly available and resilient
• Scales to fit use case
• No external licensing
• Easy to set up and use
• Low cost of maintenance
• Integration into AWS services
• Kibana makes it easy to explore data

Why Amazon Elasticsearch Service?



Metadata
• AWS resource information
• Resource tags
• All accounts
• All active regions

Amazon ES use cases

AWS logs
• VPC flow logs
• ELB/ALB access logs
• Amazon CloudFront access logs
• Amazon S3 access logs
• AWS CloudTrail event logs

Data store
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High-level architecture
AWS Cloud

Outgoing alerts

PagerDuty



Log sources

• Policy-driven cloud management
• Open source
• Enforce logging configurations:
• Elastic Load Balancers
• S3 buckets
• CloudFront

https://cloudcustodian.io

Cloud Custodian

Cloud Custodian ELBs Buckets CloudFront



Cloud Custodian

Cloud Custodian S3 bucket Lambda function Amazon ES

• Capture AWS resource information
• Similar to AWS “Describe”

• Combines multiple API calls
• Write resources.json to an S3 bucket
• Invokes Lambda function



Enrichment metadata

Cloud Custodian S3 bucket Lambda function Amazon ES

• Elasticsearch index per resource type
• Cross-index enrichment on ingest
• Identify ENI attachment
• Resource tags copied to ENI record
• Record a “last seen” timestamp
• Mark records inactive



Metadata search example



Metadata search example



Metadata search example

example.com

example.com



• Expose metadata through an API
• Bulk query Amazon ES and 

transform
• Organize data by key field

– IP address
– ENI identifier
– Load balancer ARN

• All active records

Log enrichment

example.com

example.com



• Fetch enrichment JSON on cadence
• Logstash Translate plugin
• Match on identifying field(s)
• Enrich log with metadata

Examples:
• ELB tags, client/backend server tags
• VPC flow log source and destination
• Amazon S3 client access details

Log enrichment 



Searching by enriched fields



West Region East Region
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Service
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Log aggregation architecture



StreamAlert is a serverless, real-time data analysis framework which 
ingests, analyzes, and alerts on data from any environment, using data 
sources and alerting rule defined.

Why StreamAlert?
§ Serverless
§ Scalable 
§ Infrastructure as code
§ Secure 
§ Real-time alerting
§ Extensive data format support

StreamAlert



Parsing and rule analysis Outgoing Alerts

Long-term historical retention

Incoming Data

StreamAlert architecture

Alerts

Amazon Kinesis
Data Firehose

S3 bucket

S3 bucket

S3 events via SQS

Kinesis Stream
(enriched logs)

ELB/ALB/WAF access logs

CloudTrail events

VPC flow logs

Classify and 
normalize

Amazon Athena

Partitioning

Rule engine
Queue

Prometheus 
AlertManager

Alert dispatch
PagerDuty



• YBYO (you build it you own it) model
• Team owns their own application 
• Responsible for operations
• Enriched logs allows to dispatch alerts based on metadata
• Automatic routing to respective application teams

Intelligent alert routing



Use base: 
Alert on ELB call from HeadlessChrome outside Capital One subnet CIDR block

Playbook:
§ Identify the AWS account and application in the log
§ Determine if the intent is valid, malicious, or accidental

Sample alert:

ELB/ALB/WAF alert



Use case: 
Alert if traffic to RulesApp is not from RulesApp or WebApp

Playbook:
§ Identify the Component tag in the log
§ Check the intent to call RulesApp

Sample alert:

VPC flow log alert



Use case:
Alert on destructive AWS API calls like DeleteFlowLogs, Deletesubnet, DeleteDBCluster, 
DeleteAccountPublicAccessBlock, etc.

Playbook:
§ Identify the AWS account in the log
§ Identify what resource(s) are impacted by the API call
§ Determine if the intent is valid, malicious, or accidental

Sample alert:

CloudTrail alert



Prometheus 
Elasticsearch exporter
Grafana

Monitoring Elasticsearch



• Previously only kept 10-14 days
• Extend searchable log retention to 90 days

§ 7 days hot, 83 days warm

• Overall ~20% cost savings
• Index state management (ISM)

§ Rollover indices
§ Transition from hot to warm

UltraWarm



• Near real-time search and helps with troubleshooting
• Possible to analyze billions of records in few seconds
• Provides aggregations to explore trends and patterns of data
• Enriched log messages make searching much easier for users
• UltraWarm allows us to retain much more historical data
• Gives us a consolidated view across AWS accounts

Benefits



Anomaly Detection
§ Built-in feature of Amazon ES
§ Currently using in our non-prod accounts
§ Expand usage for scenarios that are difficult to monitor with traditional alerts

What’s next?



Thank you!
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