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Measuring the customer experience





Service-oriented architecture



Per-page performance over time







Measuring “above the fold” latency



(Some of) Amazon’s monitoring philosophy

• Measure things that customers care about
• Measure from multiple perspectives in the system
• Continuously introspect metrics
• Continuously question the metrics themselves



Monitoring: How is it made?



The cycle of monitoring
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The alarm who cried wolf



The alarm who cried wolf



The alarm who cried wolf



Separating signal from noise



Separating signal from noise



Signal-to-noise ratio



Signal-to-noise ratio



The noise that cried wolf



Example: Query latency tiering

Amazon
DynamoDB



Noisy latency



metrics.addTime("QueryLatency", duration);

Separating signal from noise



if( queryCost < 10 )

metrics.addTime("QuerySmall", duration);

else

metrics.addTime("QueryLarge", duration);

Separating signal from noise



Separating signal from noise
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Example: Alarming on client behavior



Client vs. server fault



Server faults: Easy



Client faults: Noisy

?



AWS Lambda CreateFunction



public void validate() {

- if(input.length() > 140) {

+    if(input.length() > 100) {

throw new ClientError();

}

}

Input validation bugs
more



Anomaly detection



Graphing top contributors



Graphing top contributors



Client faults: Deployment time
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Reasoning about distributed systems
AWS Cloud

Users

Region

Availability Zone 1 

Availability Zone 2, etc.

Application 
Load Balancer

Async queueFront end Poller



Visibility into distributed systems



Distributed tracing

Users Application 
Load Balancer

Async queueFront end Poller

Trace-Id: 1-5759e988



Per-request visibility

Trace-Id: 1-5759e988



Distributed system-wide visibility

Users Application 
Load Balancer

Async queueFront end Poller
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When summary statistics lie



Histograms



Histograms

(Bucket: 15-20ms)



Averages lie



Percentiles
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When latency metrics lie



Latency vs. errors



Success latency vs. error latency
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IoT monitoring application



IoT monitoring application



When request rates are a lie



IoT monitoring application



IoT monitoring application



IoT monitoring application



When request rates are a lie
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Takeaways: Constantly improve



Takeaways: Avoid noisy or misleading metrics



Obligatory Amazon Builders’ Library plug



Thank you!
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