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Measuring the customer experience
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Per-page performance over time
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Measuring “above the fold” latency

ProducT latenc y
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(Some of) Amazon’s monitoring philosophy

« Measure things that customers care about

« Measure from multiple perspectives in the system
« Continuously introspect metrics

« Continuously question the metrics themselves



Monitoring: How is it made?
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The cycle of monitoring

insfrumentation
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The alarm who cried wolf




The alarm who cried wolf




The alarm who cried wolf




Separating signal from noise




Separating signal from noise




Signal-to-noise ratio

Clean

W@f (Obvious inflection point)

— (Did things get worse around here?)




Signal-to-noise ratio




The noise that cried wolf
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Example: Query latency tiering

Amazon
DynamoDB



Noisy latency




Separating signal from noise

metrics.addTime("QueryLatency”, duration);




Separating signal from noise

1f( queryCost < 10 )
metrics.addTime("QuerySmall"”, duration);
else
metrics.addTime("'QueryLarge', duration);

Query lafency
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Separating signal from noise
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Example: Alarming on client behavior

Clienf errars
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Client vs. server fault
Client fault (4XX)

Bad Request

Unauthorized
Server faUlt (SXX) Payment Required
Forbidden
Not Found
Method Not Allowed
Not Acceptable
Proxy Authentication Required
Request Timeout
Conflict
Gone
Length Required
Precondition Failed
Payload Too Large
URI Too Long
Unsupported Media Type
Range Not Satisfiable
Expectation Failed
Upgrade Required

Internal Server Error
Not Implemented
Bad Gateway

Service Unavailable
Gateway Timeout
HTTP Version Not Supported




Server faults: Easy
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Client faults: Noisy
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AWS Lambda CreateFunction

FunctionName

The name of the Lambda function.
Name formats

e Function name - my-function.
* Function ARN - arn:aws:lambda:us-west-2:123456789012: function:my-function.

e Partial ARN - 123456789012 : function:my-function.
The length constraint applies only to the full ARN. If you specify only the function name, it is limited to 64 characters in length.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 140.
Pattern: (arn: (aws[a-zA-Z-]*)?:1lambda:)?([a-z]{2}(-gov)?-[a-z]+-\d{1}:)?(\d{12}:)?(function:)?([a-zA-Z0-9-_]+)(: (\$LATEST|[a-zA-Z0-9-_]+))?

Required: Yes

(Constraints on length, required, type, pattern)




Input validation bugs

(Bug: Making input validation more strict)

public void validate() {
- 1f(input.length() > 140)/{
+ if(input.length() > 100) { c H
throw new ClientError(Q); ;F!
¥
h




Anomaly detection




Graphing top contributors
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Graphing top contributors
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Client faults: Deployment time

7 of clients witherrors
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Reasoning about distributed systems

B Aws cloud

______________________________________________________________________________________

Availability Zone 1
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Visibility into distributed systems
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Distributed tracing

‘ Trace-Id: 1-5759e988 ‘

/Q&O\

Users

Application
Load Balancer

|

LLLLl
>
—
Trnni

> ||| <

Front end

®

Async queue

Poller




Per-request visibility

Trace-Id: 1-5759e988

Traces > Details

Timeline Raw data

Name Res. Duration Status 0

v Scorekeep

v
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Distributed system-wide visibility
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When summary statistics lie

Average latency
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Histograms

La"'ency distribufian

request count

latency bucket



Histograms
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request count
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Averages lie
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When latency metrics lie
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Latency vs. errors
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Success latency vs. error latency
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loT monitoring application
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loT monitoring application
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When request rates are a lie

Requests /second

A A

time (per-mindte)

request rdle
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loT monitoring application
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loT monitoring application
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When request rates are a lie

fields @timestamp, @message

. Export results ¥ H Add to dashboard
| sort @timestamp | Exportresults v || Addtodashboard | (&

| stats count(@message) by bin(1ls)

® 1. count(@message)

Il

13:50 13:55 14:00 14:05 14:10 14:15 14:20 14:25 14:330 14:35 14:40 14:45
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Takeaways: Constantly improve

insfrumentation
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Takeaways: Avoid noisy or misleading metrics




Obligatory Amazon Builders’ Library plug

SOFTWARE DELIVERY AND SOFTWARE DELIVERY AND

OPERATIONS OPERATIONS SOFTWARE DELIVERY AND OPERATIONS
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Building dashboards for
operational visibility

Automating safe, hands-off Instrumenting distributed

deployments systems for operational...

Building dashboards to monitor, dive
deep, audit, and review distributed

Gaining operational visibility into

Strategies for continuously deploying
production systems, and troubleshoot

to production while balancing safety




Thank you!

David Yanacek

Sr. Principal Engineer, AWS Lambda
@dyanacek
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