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How do you get visibility 
into your AWS network 
traffic?
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Amazon VPC Flow Logs



Subnet

Life of a VPC Flow Log



CloudWatch  Log  Ins ights

Analyze VPC Flow Logs with 

AWS Services AWS Partners*

Amazon Athena

Amazon E las t i c sea rch Serv i ce

Amazon Qu ickS ight

C loudWatch  Cont r ibutor  Ins ights

*This is not a complete list; to view all AWS Partners who offer 
this capability, see: https://amzn.to/3euswFI

https://amzn.to/3euswFI
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What does a Flow Log 
look like?



Flow Log Contents



Enriched Flow Log Contents NEW



Fine-grained 

Faster

1-Minute Aggregation Intervals NEW



Visibility Troubleshooting Security Compliance

Gain operational visibility 
into traffic patterns and  

application dependencies

Diagnose connectivity 
and configuration issues 

and data transfer charges

Detect anomalies and 
prevent data leakage in a 

near real-time manner

Archive for regulatory 
requirements and ad-hoc 

analysis

How are customers using VPC Flow Logs?
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An example:

Consider an Amazon EC2 
instance using a NAT Gateway
to send traffic to an internet 
destination
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Demo
Workflow
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Watch the full video here
https://bit. ly/2L7BAnt

Find the blog here

https ://b i t . ly/3bktse i

in Amazon S3

https://bit.ly/2L7BAnt
https://bit.ly/3bktsei
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How do you get deeper 
visibility into the payload?
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Amazon VPC Traffic 
Mirroring



EC2 
Instance

Inbound Packets

Outbound Packets
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What is Amazon VPC Traffic Mirroring?

APN Partners

Build your own analyzer

Open-source IDS / IPS tools



This list of AWS Partners is not comprehensive, but shows the range of AWS Partners offering solutions in this area



This list of AWS Partners is not comprehensive, but shows the range of AWS Partners offering solutions in this area
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VPC Traffic Mirroring: 
Three components



SessionsTargets Filters

The destination for mirrored 

traffic

A set of rules that define the 

traffic that is copied in a Traffic 

Mirror session

An entity that describes traffic 

mirroring from a source to a 

target using filters



Network Load Balancers

Elastic network interfaces

Targets
T H E  D E S T I N A T I O N  F O R  M I R R O R E D  T R A F F I C  
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Filters
R U L E S  T O  D E F I N E  T R A F F I C  T H A T  I S  M I R R O R E D

EC2 
Instance

Inbound Packets

Outbound Packets

Monitoring 
Instance
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IGW
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Filters
A N  E X A M P L E

Ingress TCP
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Sessions
C O M B I N E S  T H E  S O U R C E ,  F I L T E R ,  A N D  T A R G E T



Improved security 

posture

Simplified native 

operation

Wide range of 

monitoring options

Through packet capture at 

the elastic network 

interface level

Through agent-less, 

native mirroring

capabilities

By integrating with multiple 

tools and APN partners

Key Benefits of VPC Traffic Mirroring
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VPC Flow Logs vs. 
VPC Traffic Mirroring



- Copies of real network packets 

with the ability to truncate

- Destination: Another elastic network 

interface or Network Load Balancer

- Logs of network flows where 

each record captures metadata 

about a specific 5-tuple

- Destination: Amazon S3 or 

Amazon CloudWatch Logs

VPC Flow Logs VPC Traffic Mirroring
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Workflow



Logs

Amazon 

CloudWatch Events

Web Servers

Monitoring 
instance with 
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5. Lambda enables VPC Traffic 
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SAM: https://bit.ly/34D0oM6

https://bit.ly/34D0oM6
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How do you monitor the 
network performance of 
your EC2 instances? 



Network usage of EC2 instances
A M A Z O N  E C 2  A L L O W S  Y O U  T O  A C T I V E L Y  M O N I T O R  T H E  T R A F F I C  V O L U M E  T O  A N D  F R O M  Y O U R  
I N S T A N C E S

ENI-0

ENI-1 } }



Network performance of EC2 instances
M O N I T O R  A N D  T R O U B L E S H O O T  P A C K E T  L O S S  W H E N  I N S T A N C E  A L L O W A N C E S  A R E  E X C E E D E D

ENI-0

ENI-1

[ec2-user ~]$ ethtool -S eth0

bandwidth_in_allowance_exceeded: 0

bandwidth_out_allowance_exceeded: 0

pps_allowance_exceeded: 0

conntrack_allowance_exceeded: 0

linklocal_allowance_exceeded: 0

NEW



Network performance of EC2 instances
I N S T A N C E  L E V E L  N E T W O R K  P E R F O R M A N C E  M E T R I C S  O F F E R  T H R E E  A D V A N T A G E S

Monitor

Metrics on bytes and packets on a per-

instance level give granular visibility of 

instance network performance

Troubleshoot

You can troubleshoot network issues 

using these metrics and diagnose root 

cause of packet loss

Benchmark

Using these metrics with network 

throughput benchmark testing helps 

you choose the right instance for your 

workload
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You now have visibility
into your network 
traffic! But…
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How do you know if your 
network is properly 
configured and secure?
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Amazon VPC Reachability 
Analyzer



Ensure configuration 

matches intent

Troubleshoot 

connectivity issues

Automated validation

Introducing VPC Reachability Analyzer
C O N F I G U R A T I O N  A N D  N E T W O R K  R E A C H A B I L I T Y  A N A L Y S I S

NEW
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Use Cases in Action



Troubleshooting
U N A B L E  T O  S S H  T O  Y O U R  I N S T A N C E

Security Groups and Network ACLs, both allow traffic on port 22

Source : Instance, Destination : IGW

Destination
Source



Intent Verification
I N T E N T :  D A T A B A S E  S H O U L D  N O T  B E  C O N N E C T E D  T O  W E B

SourceDestination



Automated Validation
R U N  A U T O M A T E D  R E A C H A B I L I T Y  A N A L Y S I S



• VPCs 

• Network interfaces 

• Subnets 

• Network ACLs 

• Security Groups

• Route tables 

• Elastic Load Balancers 

• Application Load Balancers

• Network Load Balancers

• Internet gateways 

• Virtual private gateways

• Transit gateways

• VPC peering connections 

List of Components Supported



Monitor your AWS 
network traffic

Gain deeper 
visibility into the 

payload

Track network 
performance of 
EC2 instances

Troubleshoot 
network 

connectivity issues

Recap

EC2 Instance-
Level Metrics

VPC Reachability 
Analyzer

VPC Traffic 
Mirroring

VPC Flow 
Logs

NEW



Thank you!
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