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Three Lines Model

Source: IIA

Governing body
Accountability to stakeholders of organizational oversight

Governing body roles: integrity, leadership, and transparency

Management
Actions (including managing risk to 
achieve organizational objectives)

First line roles
Provision of 
products / services 
to clients; 
managing risk

Second line roles
Expertise, support, 
monitoring and 
challenge on risk-
related matters

Internal audit
Independent assurance

Third line roles
Independent and objective 
assurance and advice on all 
matters related to 
achievement of objectives
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New risks

107

Countries with data 

protection / privacy 

legislation in place

$6.0T

Expected cost of 

cybercrime damages 

in 2021 

74%

Organizations that 

don’t know how 

many digital keys and 

certificates they have

Source: United NationsSource: Cybersecurity Ventures Source: Ponemon Institute



Manual risk management processes struggle to 
keep pace with accelerated cloud adoption

Source: IDC FutureScape 2020

Slow, manual processes 

bridge information silos

70%
Organizations will 

accelerate use of digital 

technologies by 2022

14%
Chief audit executives 

provide assurance on risk 

from disruptive innovation

Source: IAA OnRisk study



Introducing AWS Audit Manager
C O N T I N U O U S L Y  A U D I T  Y O U R  A W S  U S A G E  T O  S I M P L I F Y  H O W  Y O U  A S S E S S  R I S K  A N D  C O M P L I A N C E



• Center for Internet Security (CIS) AWS Foundations Benchmark

• Payment Card Industry Data Security Standard (PCI DSS)

• General Data Protection Regulation (GDPR)

• Good practice quality guidelines (GxP)

• System and Organization Controls (SOC)

• HITRUST (previously Health Information Trust Alliance)

• Health Insurance Portability and Accountability Act (HIPAA)

• Federal Risk and Authorization Management Program (FedRAMP)

• Best practices for Amazon S3, AWS IAM, and Amazon DynamoDB

• Software licensing inventory from AWS License Manager

Supported assessment frameworks
I N C L U D E S  P R E B U I L T  A S S E S S M E N T  F R A M E W O R K S  F R O M  A W S  A N D  A W S  P A R T N E R S

AWS Audit Manager 

also supports custom-

defined controls and 

assessment frameworks



How AWS Audit Manager works
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AWS Audit Manager partners and customers
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Perspective: 
Deloitte & Touche LLP



Cloud audit: Approach
Audit / assessment approach

Cloud enables business and technology transformation; 

method of performing audits needs similar transformation

Need a tailored, integrated approach

Build / 

customize 

framework that 

aligns to your 

requirement

Use automation to 

collect evidence 

while maintaining 

integrity 

Identify / collect 

gaps against 

controls and 

provide guidance 

Integrated 

approach 

Design audit

Programs

Support 
with 

execution

Deliver 
results and 

insights

Planning and scoping Fieldwork Reporting
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• Understand cloud 

environment

• Define audit plan 

and scope

• Identify stakeholders

• Define cloud audit / 

assessment framework 

• Conduct interviews and 

gather evidence

• Analyze evidence and find gaps

• Confirm with stakeholders and 

define recommendations

• Develop final report with 

observations and 

recommendations

• Identify team members 

and stakeholders 

• Understand cloud 

environment and identify 

areas of focus

• Develop audit plan

• Create meeting agendas 

and initial request lists

• Leverage multiple 

authoritative sources to 

develop control framework

• Obtain and review relevant 

policies, procedures, and 

other documentations

• Gather evidence based 

on framework

• Analyze evidence and find 

gaps vs. controls

• Review gaps against regulatory 

and compliance requirements

• Meeting with stakeholders to 

confirm the gaps

• Define actionable 

recommendations

• Draft final report with executive 

summary, observations, 

recommendations, and 

management action plans

• Select AWS accounts and 

resources

• Select and customize 

assessment framework 

from control library

• Continuous evidence 

collection from sources

• Manually upload evidence 

where automation is 

not feasible 

• Identify gaps for configurable 

controls on continuous basis

• Provide guidance to develop 

recommendations for gap 

remediation



Cloud audit challenges

Using AWS Audit Manager

How does Audit Manager help?

Continuous 

compliance

Considering dynamic nature of the cloud, 

traditional point-in-time evidence collecting 

is not sufficient for continuous compliance

AWS assessments typically require review and 

collection of evidence from multiple systems 

and people; this can be challenging, and 

auditors could easily miss out on collecting 

complete evidence

Audit Manager captures evidence in near real 

time, providing auditors and compliance 

teams a pool of ongoing evidence that can be 

used for continuous compliance

Audit Manager collects evidence from 

multiple AWS services and presents it as 

collective view mapped to respective controls

Audit Manager makes it easy for stakeholders 

to collaborate and review the evidence

Single pane 

of glass 



Cloud audit challenges

Using AWS Audit Manager

How does Audit Manager help?

Audit 

integrity

Assessment 

scoping

It is challenging to provide assurance of 

integrity of evidence captured

Scope and shared responsibility shifts based 

on service models within a cloud 

environment and becomes challenging to 

define applicability of controls

Evidence captured by Audit Manager are 

access controlled and traceable to various 

sources, and integrity is maintained 

throughout process

Audit Manager supports targeted 

assessments that can be scoped granularly 

on AWS resources that are in scope of 

the assessment
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Getting started



US East (Ohio)

US East (N. Virginia)

US West (N. California)

US West (Oregon)

Asia Pacific (Singapore)

Asia Pacific (Sydney)

Asia Pacific (Tokyo)

Europe (Dublin)

Europe (Frankfurt)

Europe (London)

AWS Audit Manager availability



Get started quickly with AWS Audit Manager in 
AWS Management Console 

 Configure a prebuilt assessment framework to launch an assessment

 Customize assessment frameworks for your specific requirements

Use AWS Audit Manager to simplify how you 
assess risk and compliance



Thank you!
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