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A typical serverless architecture
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How serverless can improve security N

« Serverless emphasizes use of managed and abstracted services

Infrastructure Services AWS Lambda

A Managed by
AWS Customers

\ 4
 Compute  Storage  Database  Networking
e p—




Reducing the attack surface

AWS Lambda execution environment is short-lived (minutes)
No inbound network traffic to AWS Lambda functions

- AWS Lambda provides strong isolation boundaries

Lambda isolation using Firecracker

Lambda Execution Your code
Lambda runtime One account and
Sandbox one function
AWS Lambda Code using AWS SDK Guest OS
I L e e e e - = = = Firecracker
Hypervisor
Host OS Many accounts
Hardware




Operating within secure AWS network
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Improving perimeter
protection
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Perimeter protection (security at the edge)
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How to improve security at the edge

+ Filter out unwanted requests at the edge of network

 Increase your capacity against distributed denial of service (DDoS)
threats with 200+ edge locations

SQLi,
XSS, etc. Vo
Layers 3 and 4 Layer 7 CDN + Security Your
Protection Protection Controls API
] \,'\ ] " B |
Application £ o
Users > @é > '(/@\)‘ > P> />
AWS AWS Amazon Amazon

Shield WAF CloudFront APl Gateway
DDoS
Attacks



Building custom AWS WAF rules

 Build rules using a visual builder in the console
* Or declare rulesin JSON documents

Rule JSDN

Name _ {

Alove-From-§* Set "Name": "Allow-From-IP-Set",

The name must have 1-128 characters. Valid characters: A-Z, a-z, 0-9, - (hyphen), and _ {underscore). "Prio r‘it}-"' . 8,
"Action": {

"Allow": {}
}s

"WisibilityConfig": {

Type

Regular rule

"SampledRequestsEnabled": true,
If a request | matches the statement "CloudWatchMetricsEnabled": true,
"MetricName": "Allow-From-IP-Set”
Statement }s
"Statement™: {
"IPSetReferenceStatement”: {

"ARN": "arn:aws:watv2:us-east-1

Inspect

Originates from an IP address in

24

N\

—~
N~

\

P&



Managed rules for AWS WAF

« Use AWS-managed rules provided at no additional cost
* Or subscribe to rule groups in AWS Marketplace

v AWS managed rule groups v F5 managed rule groups

Name

API| Security Rules

Amazon IP reputation list Protects s, web attacks (such as XML external entity
at e r es support for

[his group contains rules that are based on Amazon wrirmiont web AP franiewarks.

This is ful if you would like to block sources associated with bots or

other threats.

Anonymous IP list

II1|_ Jroup co '||1 _'I.ll-ji-_""' allow '::_.. tob .-:_”_ oL Ces v C}I"bEI’ SECI.II'it}" Cloud Inc. managed rule groups

identity from your application. Name

Known bad inputs Cyber Security Cloud Managed Rules for AWS WAF -API
Gateway/Serverless-

Contains rules that

The Cyber Security Cloud OWASP ruleset is desigr
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Why Amazon CloudFront for APIs? D

- Security features such as OCSP stapling and field-level encryption
- API Gateway's Regional API endpoints + CloudFront for added control

Security Policy O TLSv
ecurity Policy TLSv1.1_2016 TLSv1.2_2018 TL5v1.2_2019

018 SSL/TLS protocols supported
2019 (recommended)

TLSv1.3’

nd ciphers that CloudFront uses for each security policy.

TLSv1.2
TLSV1.1
TLSV1

Enforce TLS 1.2+

Ciphers supported

conne Ctl ons to TLS_AES_128_GCM_SHA256
e d g e lO Ca tl ons TLS_AES_256_GCM_SHA384

TLS_CHACHA20_POLY1305_5HA256




Integrating perimeter protection
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Gaining greater control
of networking
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Gaining greater control of networking
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Why attach Lambda functions to your VPC?

- Apply least-privilege networking rules to your Lambda functions

-« You can apply your custom routing, network access control lists (ACLs),
security groups, etc.

AWS Lambda Service VPC Your VPC, Your Rules

.

AWS Lambda
Service

Lambda 1 Execution
Environment

— =

with VPC Elastic network
attachment interface (ENI)




Attaching Lambda functions to VPCs
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How to control Lambda function traffic

- Lambda functions cannot accept inbound network traffic
« Lambda security groups do NOT need inbound rules

vpC
Lambda 1 Execution Lambda 1
Environment Security Group
with VPC ENI
AWS Lambda attachment
Endpoint

Inbound
From: (None)
Outbound

To: Some other SG or IP



Attaching security groups to Lambda functions
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How functions access resources in VPCs

- Lambda functions outbound traffic governed by security groups
- Resources need to allow incoming traffic from Lambda SGs

vpC
Lambda 1 Database
Security Group Security Group
> s
AWS Lambda Amazon
Function 1 Aurora
Inbound Rules Inbound Rules
From: (None) From: Lambda 1 SG (3306)
Outbound Rules Outbound Rules

To: Database SG (3306) To: (None)



Accessing resources inside VPCs
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Accessing services via VPC interface endpoints

- VPC endpoints enable private connections to supported services
- AWS PrivatelLink creates a connection to a service outside of VPC

veC
Lambda 2 VPC Endpoint
Security Group Security Group | -‘
G & > $r6p
I 4
AWS Lambda Interface
Function 1 VPC Endpoint AWS PrivateLink Amazon Simple
Queue Service
V 3 °
7 VPC Endpoint Policy
Inbound Rules Inbound Rules
From: | (None) From: | Lambda 1 Security Group (https) "Action": [
Outbound Rules Outbound Rules “qu . SendMessage" ,
To: VPC Endpoint Security Group (https) To: (None) ] S 5 RECREMEEERE

"Resource": "arn:aws:sgs:..:MYQUEUE"



Policies to control traffic

- VPC endpoint policies control calls to resources outside of VPC
« Combine with resource policies to ensure the use of your VPC

v v
@ VPC Endpoint Policy % alli SQS Queue Resource Policy %
{ {
"statement”: [{ "Statement": [{
"Action": [ "Action": [
"sqs:SendMessage", :sqs:SendMessage", )
"sgs:ReceiveMessage", e
"sqs:DeleteMessage” : sgs:DeleteMessage
] ) LA ; (13 (13 n
"E-F-Fect” : "A-l 'l OW" , “E-F-Fe(.:t . : . Deny y
"Resource": “arn:aws:sqs:us-east-1:MYACCTID:QUEUEL", Condition™: { .
"Principal”: { "AwS": “MYACCTID" } Str1n9NotEqua1s 1 W, z
1] aws:sourcevpce“: “vpce-a2b3c4d
1 },
O3
English: resources in this VPC can only English: deny API calls not coming
interact with queue in my account; through a specific VPC endpoint

principals must be from my account



Accessing services via interface VPC endpoints
E AWS Cloud
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Accessing services via VPC gateway endpoints

« Amazon S3 and Amazon DynamoDB require VPC gateway endpoints
« VPC gateway endpoints use routing tables and prefix lists

VPC
Private subnet

Lambda 1
Security Group

>(3) >éi}

AWS Lambda VPC Gateway
Function 1 . Amazon DynamoDB
Endpoint
Route Table
v
Route Table 7 VPC Endpoint Policy

"Action": [
From: (None)
Sutbod Rl 10.0.0.0/16 local "dynamodb:GetItem",
utbound Rules "dynamodb:PutItem"

To: Prefix list ID for DynamoDB (https) Prefix List ID for Amazon DynamoDB | VPC Endpoint ID ']'I’zesource" _

"arn:aws:dynamodb:..:table/MYTABLE"




Serverless with your VPC networking controls
E AWS Cloud
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Improving observability
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Observability for perimeter protection
B s o

Users TLS 1.2+

AWS
Shield

AWS Amazon
WAF CloudFront

Full Logs

API Gateway

Amazon Kinesis
Data Firehose

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
i Amazon
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

Private subnet

o|@if«
Security Group 1 Network ACL Aurora‘SG
—>Q) >Es
AWS Lambda Amazon
Function 1 Aurora
Security Group 2 Endpoint SG
v
—>) (@) > G
AWS Lambda Endpoint Interface Amazon
Function 2 Policy | VPC Endpoint SQS Queue
Security Group 3
V A=
> = >@ Ea—
AWS La!mbda Endeol!nt Gateway. DynamoDB
Function 3 Route Table olicy VPC Endpoint Table




What data is in AWS WAF logs?

Blocked requests generate

403 error message

Logs provide details

about requests, callers,
and WAF action

403 Forbidden

. (& ﬁ' Q, https://example.com/robert: +drop+table+students;--

________

SQLi and XSS rules
log matched data for
easier diagnostics

X 4+

403 Forbidden

)

&

;



How to analyze AWS WAF full logs

« AWS WAF logs can be delivered to Amazon Elasticsearch Service

- “How to analyze AWS WAF logs using Amazon Elasticsearch Service"” blog:
https://amzn.to/2Ue0QMk
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https://amzn.to/2Ue0QMk

Adding observability of network traffic
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How to analyze network flows

- VPC flow logs provide details of network flows in your VPC
- Data is aggregated in Amazon CloudWatch logs

CloudWatch > Log Groups »> /aws/vpc/demo > eni-O8IIIEIEGGEES-:

Message

2019-08-06 06:29:58

Na older eents found-at themoment. Retry:

2 45 - 83.234.179.125 172.31.22.145 59003 80 6 3 140 1565072998 1565073008 REJECT PK

91.189.89.198 1/£.31.24.145 143 45139 1/ 1 /b 15658/3029 15650/303% ACCEPT

82.151.107.126 172.31.22.145 54553 8@ 6 1 60 1565073020 1565073037 REJECT OK

37.208.66.136 172.31.22.145 57975 80 6 4 240 1565073020 1565073837 REJECT OK




How to analyze DNS logs

Log your VPC DNS queries with Route 53 Resolver Query Logs
CloudWatch log insights can help analyze and visualize logs

mydnsthings

Line v

75 unique contributors

o !

$.query name

ec2messages.us-east-1.amazonaws.com.

ssm.us-east-1.amazonaws.com.

ec2.us-east-1.amazonaws.com.

ec2.amazonaws.com.

service-search.thebeebs.net

Add to dashboard

Show: Top 10 contributors v 1 minute period v Order by Sum v &

15:28 15:29 15:30 15:31 15:32 15:33 15:34

(7' View logs Export v

15m 30m 1h 2h 3h custom ~

15:37 15:38 15:39 15:40 15:41 15:42 1¢

Sum of data points

R e — |
332

124

124

116

NEW!



Threat detection and incident investigation
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How to detect threats to your application

« Amazon GuardDuty uses threat intelligence and machine learning
« Continuously monitors VPC flow logs and DNS logs in your VPCs

Amazon GuardDuty
Amazon GuardDuty
is a threat detection service
that continuously monitors
for malicious or unauthorized
behavior to protect your
AWS accounts, workloads,
and data stored in S3.

Enable GuardDuty
With a few clicks
in the console, monitor
all your AWS accounts
without additional software
to deploy or manage.

CloudTrail Mgmt
Events

CloudTrail S3
data events

VPC Flow Logs

DNS Logs

Continuously analyze

Automatically analyze
network, account, and data
access activity at scale,
providing continuous
monitoring of your
AWS accounts

Intelligently detect threats
GuardDuty uses machine learning,
anomaly detection, and integrated

threat intelligence to identify
and prioritize potential threats

Take action

Review detailed findings
in the console, integrate into
event management
or workflow systems,
or trigger AWS Lambda for
automated remediation
or prevention




How to centralize security information

« AWS Security Hub provides automated compliance checks and
security alert prioritization

AWS Security Hub

Remediation Actions

Taking Action Partners
—

pd | =%
L

Plus many others. ..

Amazon
Plus dozens of others.. . . Detective



Improved observability
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Serverless architecture with secure defaults
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More protection, control, and observability
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Thank you!
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