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What is observability and 
why you should pay 
attention
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üDiscrete events

üUsually timestamped

üCan be structured
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ü Regularly sampled data 

points (timestamped)

ü Numeric value

ü Dimension/Labels

grafana.com/grafana/dashboards/1244

https://grafana.com/grafana/dashboards/1244
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Request path across 
a number of

services

jaegertracing.io/docs/1.18/

https://www.jaegertracing.io/docs/1.18/


Observability across the stack

Metal

Virtualization

Container and runtime

Application and business
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Observability at AWS
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How does this map to AWS services?



Some stats on our services

1 twitter.com/AWSSecurityInfo/status/1202724331769470976

Amazon 
CloudWatch –
1,000 trillion 
metrics per 

months1

AWS X-Ray –
dozens of 

programming 
languages and 
integrations2

CloudWatch –
100 PB of logs 
per months1

2 docs.aws.amazon.com/xray/latest/devguide/aws-xray.html

https://twitter.com/AWSSecurityInfo/status/1202724331769470976
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
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Observability at CNCF and
wider open source community
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CNCF landscape around o11y

https://landscape.cncf.io/


Observability activities at CNCF

• Prometheus
• Jaeger
• Fluentd
• Cortex
• Thanos
• OpenTelemetry
• OpenMetrics
• Chaos Mesh
• Litmus

SIG observability

Graduated

Incubating

Sandbox
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https://github.com/cncf/toc/blob/master/process/graduation_criteria.adoc


CNCF end-user technology radar
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https://www.cncf.io/blog/2020/09/11/cncf-end-user-technology-radar-observability-september-2020/
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AWS upstream contributions



1) Logs – FireLens (Fluent Bit) log routing across orchestrators

2) Metrics – Using container insights for Prometheus metrics

3) Traces – OpenTelemetry C++ library contributions

Some examples:



• Logs – FireLens (Fluent Bit) log routing across orchestrators
• https://aws.amazon.com/blogs/opensource/centralized-container-logging-fluent-bit/

• https://aws.amazon.com/blogs/containers/how-to-capture-application-logs-when-using-amazon-eks-on-aws-fargate/

• https://aws.amazon.com/blogs/aws/announcing-firelens-a-new-way-to-manage-container-logs/

EX1) FireLens: OSS log routing

https://aws.amazon.com/blogs/opensource/centralized-container-logging-fluent-bit/
https://aws.amazon.com/blogs/containers/how-to-capture-application-logs-when-using-amazon-eks-on-aws-fargate/
https://aws.amazon.com/blogs/aws/announcing-firelens-a-new-way-to-manage-container-logs/


EX1) FireLens for ECS

Fluent Bit

container 1
FireLens container

container 2

container runtime

ENI

task role 
credentials

task

AWS cloud

CloudWatch

S3

Elasticsearch

External cloud

data plane



EX1) FireLens for EKS

container 1

FireLens container

container 2

container runtime

ENI

AWS cloud

CloudWatch

pod execution 
role credentials

pod

S3

Elasticsearch

External cloud

Fluent Bit

data plane



• Metrics – using container insights for Prometheus metrics
https://aws.amazon.com/blogs/containers/using-prometheus-metrics-in-amazon-cloudwatch/

EX2) Prometheus metrics in CloudWatch

https://aws.amazon.com/blogs/containers/using-prometheus-metrics-in-amazon-cloudwatch/


Prometheus / Grafana / CloudWatch in action
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• Traces – OpenTelemetry C++ library contributions
https://aws.amazon.com/blogs/opensource/aws-adds-observability-metrics-to-the-opentelemetry-c-library/

EX3) OpenTelemetry

https://aws.amazon.com/blogs/opensource/aws-adds-observability-metrics-to-the-opentelemetry-c-library/
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Next steps



1. Having to use different SDKs and agents to 

collect/analyse signals

2. Developers instrumenting apps using different SDKs, 

decreasing velocity

3. Running multiple agents increases resource consumption, 

causing unnecessary costs

4. Manually correlating traces & metrics from a range of 

source is slow and error-prone

Challenges



The future: OpenTelemetry
OpenTelemetry enables developers to use a standardized set of open 

source APIs, SDKs, and agents to instrument apps once and collect 
correlated metrics & traces for multiple monitoring solutions. opentelemetry.io

OSS-based offerings

Instrumentation (SDKs & agent)

AWS native

JaegerPrometheusAmazon
Elasticsearch 

Service

NEW: AWS Distro for OpenTelemetry
https://aws-otel.github.io/

https://opentelemetry.io/
https://aws-otel.github.io/docs/introduction


• Freedom of choice: use the best of class

for a given use case

• Rely on open standards, most importantly

CNCF OpenTelemetry and W3C Trace Context

• With open source, build portable observability 

systems (e.g., on-premises to cloud migration)

How you can benefit

Photo by Betty Manousos, licensed under CC BY-NC-ND

https://opentelemetry.io/
https://www.w3.org/TR/trace-context/
http://cutand-dry.blogspot.com/2011/07/how-do-you-feel-watching-sunset-have.html
https://creativecommons.org/licenses/by-nc-nd/3.0/


Getting started

https://observability.workshop.aws/en/

https://observability.workshop.aws/en/


Thank you!
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Michael Hausenblas

hausenbl@amazon.com (Email)

@mhausenblas (GitHub | Twitter | Twitch)
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