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What is observability and
why you should pay
attention
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v’ Discrete events

v'Usually timestamped

v'Can be structured

"sort": [
1532135868000
1

_index": "logzioCustomerIndex180721_v3",
_type”: "http-bulk”,

_id": "AWS6ag4I1yqhqwVVbz95.account-38207",
_version”: 1,

E : {
"kubernetes”: {
"container_name”: "echo-chamber”,
"host": "ip-10-41-24-84.ap-southeast-2.compute. internal”,
"annotations”: {
"kubernetes.io/limit-ranger”: "LimitRanger plugin set: cpu request for container echo-chamber”
L
"docker_id": "d012be600cdbf322203datas161dat2e898ccBeelabdd5d79alcad1atd0537"
"pod_id": "89f03ebb-8c82-11e8-b430-0a948d0850cc” ,
"pod_name": "echo-chamber-59bbd6495d-4n9x7"
"namespace_name": "default”,
"labels": {

"pod-template-hash”: "1566820518",

"run": "echo-chamber”
}

h

"@timestamp”: "2018-07-21T01:17:48.000+00:00" ,

"log": "{\"Message\": \"JSON Parsing in Kubernetes is fun!\"}\n",
"stream”: "stdout”,

"allog_name": "kube.var. log.containers. echo-chamber-59bbd6495d-4n9x7_default_echo-chamber-d012be600cdb0f322203daka4161dak2e898cc8ebakdd5d79alcad1akdsos37 . log” ,

: "2018-07-21T01:17:48.42952622"

"type": "http-bulk”,

"tags":

" _logz_http_bulk_json_8070"

b

"fields": {

"gtimestamp”: [
1532135868000

1

L
"higitight": {
"kubernetes. labels.run": [
"akibana-highlighted-fieldaecho-chanbera/kibana-highlighted-fielda"
1
b




I3 - 88 Prometheus Benchmark - % @ & < Zoomout > Olast6hours &
Prometheus 172310207 -
Chunks Chunk Descs Chunks Created
sl somi
sml somi
3.0 mil
4amil
20m1
e 1.0 mil
0
) 1700 1800 1900 2000 2100 1600 1700 1800 1900 2000 2100 1600 1700 1800 1900 2000 2100
Chunks = Topersist  Maxchunks — Max o persit — Chunk Descs —tomrate = thrate = Ghrate
Checkpoint Duration Time series Samples Ingested
s0s 13w 125K
AN LS
s \ 1omi 100k
g =
0s ] 750K 75K
s s00K soK
105 250K 5K
ons o 3
1600 1700 1800 1900 2000 2100 ) 1700 1800 1900 2000 2100 1600 1700 1800 1900 2000 2100
— Checkpaint duraton — Time series — samplesis
Memory Allocations
1268 138
ocB b T MW MMM MM A AMA A A AMAL
] \
768 — AN /HM\J SRR
ANV N
568 — T A A M
Y \‘/\//w WV v
26 AN
08 o8 0
1600 1700 ) 1900 2000 2100 1600 ) 1800 1900 2000 2100 1600 1700 1800 19:00 2000 2100
—RSS ~ Allocated bytes - 1m max = Allocated bytes ~ Allocated bytes - 1m min = Allocated Bytes/s = lrate = 5m rate
Disk Utilisation Disk Throughput Disk I0PS
10000% 100MBps 13Kiops
. s0meps

T | s n

grafana.com/qgrafana/dashboards/1244

v Regularly sampled data
points (timestamped)
v" Numeric value

v Dimension/Labels


https://grafana.com/grafana/dashboards/1244
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v frontend: HTTP GET /dispatch

July 20, 2018 2:48 PM 732.11ms
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Request path across
a number of
services



https://www.jaegertracing.io/docs/1.18/

Observability across the stack

Metal
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How does this map to AWS services?

Amazon
CloudWatch

Amazon
CloudWatch




Some stats on our services

T twitter.com/AWSSecuritylnfo/status/1202724331769470976

2 docs.aws.amazon.com/xray/latest/devquide/aws-xray.html


https://twitter.com/AWSSecurityInfo/status/1202724331769470976
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html

Observability at CNCF an
wider open source commu
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CNCF landscape around 011y
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https://landscape.cncf.io/

Observability activities at CNCF

«  Prometheus

« Jaeger
«  Fluentd
« Cortex
« Thanos

« OpenTelemetry
« OpenMetrics

« Chaos Mesh
 Litmus

SIG observability
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b

Graduated

Incubating

Sandbox

github.com/cncf/toc/blob/master/process/graduation criteria.adoc


https://github.com/cncf/toc/blob/master/process/graduation_criteria.adoc

CNCF end-user technology radar

CNCF Technology Radar Observability, September 2020
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https://www.cncf.io/blog/2020/09/11/cncf-end-user-technology-radar-observability-september-2020/

AWS upstream contributi
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Some examples:

1) Logs - FireLens (Fluent Bit) log routing across orchestrators
2) Metrics — Using container insights for Prometheus metrics

3) Traces — OpenTelemetry C++ library contributions



EX1) FireLens: OSS log routing

- Logs - FireLens (Fluent Bit) log routing across orchestrators

https://aws.amazon.com/blogs/opensource/centralized-container-logging-fluent-bit/
https://aws.amazon.com/blogs/containers/how-to-capture-application-logs-when-using-amazon-eks-on-aws-fargate/

https://aws.amazon.com/blogs/aws/announcing-firelens-a-new-way-to-manage-container-logs/

container runtime

EC2 instance



https://aws.amazon.com/blogs/opensource/centralized-container-logging-fluent-bit/
https://aws.amazon.com/blogs/containers/how-to-capture-application-logs-when-using-amazon-eks-on-aws-fargate/
https://aws.amazon.com/blogs/aws/announcing-firelens-a-new-way-to-manage-container-logs/

EX1) FireLens for ECS

E AWS cloud
Fluent Bit ,
task CloudWatch
[=] ) ‘u
, task role
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container runtime




EX1) FireLens for EKS

Fluent Bit

E AWS cloud

pod

container 2

container 1

e

pod execution
role credentials ]

[

CloudWatch

S3

data plan%\i

P

container runtime

FireLens container
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EX2) Prometheus metrics in CloudWatch

« Metrics — using container insights for Prometheus metrics

https://aws.amazon.com/blogs/containers/using-prometheus-metrics-in-amazon-cloudwatch/



https://aws.amazon.com/blogs/containers/using-prometheus-metrics-in-amazon-cloudwatch/

Prometheus / Grafana / CloudWatch in action
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: eksctl.io/vlalpha5 68 : extensions/vibetal
: ClusterConfig 69 : Ingress
2 70 2

: 0ss-011ly-demo 71 : ingress-nginx-demo

: eu-west-1 P : {{namespace}}

'1.17" 3 :
74 :
75 - : {{external_ip}}
76 2
77 -
78 - : /apple
79 -
80 : apple-service
81 -
82 - : /banana
83 :
: ~/.ssh/work-default.pub 84 : banana-service

: : mngworker} 85 :
86
87 -
88
89 vl
90 : Pod
91 2
92 : traffic-generator
93 : {{namespace}}
94
95 2
96 - : traffic-generator
97 : ellerbrock/alpine-bash-curl-ssl
: 98 : ["/bin/bash"]
["x"] 99 : ["-c", "while :; do curl http://{{external_ip}}/apple > /dev/null 2>§1; curl http://{{external_ip}}/banana > /dev/null 2>§1; sleep 1; done"]

= : default-ng




Prometheus / Grafana / CloudWatch in action




Prometheus / Gra

fana / Cloud

Watch in action

> $ kubectl get pods -A -o=wide

NAMESPACE
amazon-cloudwatch
kube-system
kube-system
kube-system
kube-system
kube-system
kube-system

linkerd

linkerd

linkerd

linkerd

linkerd

linkerd

linkerd

linkerd

linkerd
nginx-ingress-sample
nginx-ingress-sample
nginx-sample-traffic
nginx-sample-traffic
nginx-sample-traffic

NAME
cwagent-prometheus-694d8b9c86-7v5dt
aws-node-74r8t

aws-node-xhkbw

coredns-6987776bbd-7nbhp
coredns-6987776bbd-r8whq
kube-proxy-7h8z2

kube-proxy-rnsmq
linkerd-controller-f4ff89488-ft1f7
linkerd-destination-c69ccch69-xz172
linkerd-grafana-6b56bdb978-nvv7h
linkerd-identity-6cdd87f69b-vxv5s
linkerd-prometheus-64b588d7f8-4z49b
linkerd-proxy-injector-567b47656f-6smfd
linkerd-sp-validator-879d84658-r18r8
linkerd-tap-7c9947cf6c-29244
linkerd-web-5bd844f96c-fbfbf
nginx-ingress-1601464685-controller-748dbc4b79-rsj64
nginx-ingress-1601464685-default-backend-858bdcb94d-47vcr
apple-app

WERELERET)

traffic-generator

READY
1/1
1/1
1/1
1/1
1/1
1/1
1/1
2/2
2/2
2/2
2/2
2/2
2/2
2/2
2/2
2/2
1/1
1/1
1/1
1/1
1/1

STATUS

Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running

RESTARTS

(SIS IS IS IS IS IS I S IS I RS TS IS IS IS TS S IS IS T S

AGE
45h
46h
46h
46h
46h
46h
46h
46h
46h
46h
46h
46h
46h
46h
46h
46h
45h
45h
45h
45h
45h

IP

192.
192.

192

192.
192.
192.
192.
192.
192.
192.

192

192.
192.
192.
192.
192.
192.
192.

192

192.
192.

168.
168.
.168.
168.
168.
168.
168.
168.
168.
168.
.168.
168.
168.
168.
168.
168.
168.
168.
.168.
168.
168.

81.
88.
40.
43,
48,
88.
40,
78.
48,
56.
.108
56.
25
60.
66.
73
43,
54.
94,
62.
64.

74

74

144
186
166
158
236
186
166
202
168
193

220

240
81

38

178
230
192
147
113

NODE
1p-192-168-88-186
ip-192-168-88-186

1p-192-168-40-166.

ip-192-168-40-166
ip-192-168-40-166

ip-192-168-88-186.

ip-192-168-40-166

1p-192-168-88-186.

ip-192-168-40-166
ip-192-168-40-166

ip-192-168-88-186.

ip-192-168-40-166

1p-192-168-88-186.

ip-192-168-40-166
ip-192-168-88-186

1p-192-168-88-186.

ip-192-168-40-166
ip-192-168-40-166

ip-192-168-88-186.

ip-192-168-40-166

1p-192-168-88-186.

.eu-west-1.
.eu-west-1.
eu-west-1.
.eu-west-1.
.eu-west-1.
eu-west-1.
.eu-west-1.
eu-west-1.
.eu-west-1.
.eu-west-1.
eu-west-1.
.eu-west-1.
eu-west-1.
.eu-west-1.
.eu-west-1.
eu-west-1.
.eu-west-1.
.eu-west-1.
eu-west-1.
.eu-west-1.
eu-west-1.

compute.
compute.
compute.
compute.
.internal
compute.
compute.
compute.
compute.
.internal
compute.
compute.
compute.
compute.
compute.
compute.
compute.
.internal
compute.
compute.
compute.

compute

compute

compute

internal
internal
internal
internal

internal
internal
internal
internal

internal
internal
internal
internal
internal
internal
internal

internal
internal
internal

NOMINATED NODE
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>

READINESS GATES
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>
<none>




Prometheus / Grafana / CloudWatch in action

Lo $ aws logs get-log-events --log-group-name /aws/containerinsights/oss-o011ly-demo/prometheus --log-stream-name kubernetes-service-endpoints --limit 5 | jq .

"events": [
{

"timestamp”: 1601629769880,

"message”: "{\"ClusterName\":\"oss-o0lly-demo\",\"Namespace\":\"kube-system\",\"Service\":\"kube-dns\",\"Timestamp\":\"1601629769875\",\"Version\":\"0\",\"container_name\":\"coredns\",\"coredns_dns_request_type_(
mponent\":\"kube-dns\",\"instance\":\"192.168.43.158:9153\",\"job\":\"kubernetes-service-endpoints\",\"k8s_app\" :\"kube-dns\",\"kubernetes_io_cluster_service\":\"true\",\"kubernetes_io_name\":\"CoreDNS\",\"kubernetes |
mpute.internal\",\"pod_name\":\"coredns-6987776bbd-7nbhp\",\"prom_metric_type\":\"counter\",\"server\":\"dns://:53\",\"type\":\"AAAA\",\"zone\":\".\"}",

"ingestionTime": 1601629776291

},
{

"timestamp”: 1601629769880,

"message”: "{\"ClusterName\":\"oss-0l1ly-demo\",\"Namespace\":\"kube-system\",\"Service\":\"kube-dns\",\"Timestamp\":\"1601629769875\",\"Version\":\"0\",\"container_name\":\"coredns\",\"coredns_cache_size\":14,\'
s\",\"instance\":\"192.168.43.158:9153\",\"job\":\"kubernetes-service-endpoints\",\"k8s_app\":\"kube-dns\",\"kubernetes_io_cluster_service\":\"true\",\"kubernetes_io_name\":\"CoreDNS\",\"kubernetes_node\":\"ip-192-16¢
pod_name\":\"coredns-6987776bbd-7nbhp\",\"prom_metric_type\":\"gauge\",\"server\":\"dns://:53\",\"type\":\"success\"}",

"ingestionTime": 1601629776291

},

{

"timestamp”: 1601629769880,

"message”: "{\"ClusterName\":\"oss-0lly-demo\",\"Namespace\":\"kube-system\",\"Service\":\"kube-dns\",\"Timestamp\":\"1601629769875\",\"Version\":\"0\",\"container_name\":\"coredns\",\"coredns_plugin_enabled\":]
-dns\",\"instance\":\"192.168.43.158:9153\",\"job\":\"kubernetes-service-endpoints\",\"k8s_app\":\"kube-dns\",\"kubernetes_io_cluster_service\":\"true\",\"kubernetes_io_name\":\"CoreDNS\",\"kubernetes_node\":\"ip-192-
,\"name\":\"kubernetes\",\"pod_name\":\"coredns-6987776bbd-7nbhp\",\"prom_metric_type\":\"gauge\",\"server\":\"dns://:53\",\"zone\":\".\"}",

"ingestionTime": 1601629776291

}

{

"timestamp”: 1601629769880,

"message”: "{\"ClusterName\":\"oss-0lly-demo\",\"Namespace\":\"kube-system\",\"Service\":\"kube-dns\",\"Timestamp\":\"1601629769875\",\"Version\":\"0\",\"container_name\":\"coredns\",\"eks_amazonaws_com_componer
ce\":\"192.168.43.158:9153\",\"job\" :\"kubernetes-service-endpoints\",\"k8s_app\":\"kube-dns\",\"kubernetes_io_cluster_service\":\"true\",\"kubernetes_io_name\":\"CoreDNS\",\"kubernetes_node\":\"ip-192-168-40-166.eu-y
"coredns-6987776bbd-7nbhp\",\"prom_metric_type\":\"gauge\",\"version\":\"go1.13.12\"}",

"ingestionTime": 1601629776291

b

{

"timestamp”: 1601629805511,

"message”: "{\"ClusterName\":\"oss-0l1ly-demo\",\"Namespace\":\"kube-system\",\"Service\":\"kube-dns\",\"Timestamp\":\"1601629805506\",\"Version\":\"0\",\"container_name\":\"coredns\",\"coredns_cache_hits_total\'
ube-dns\",\"instance\":\"192.168.48.236:9153\",\"job\":\"kubernetes-service-endpoints\",\"k8s_app\":\"kube-dns\",\"kubernetes_io_cluster_service\":\"true\",\"kubernetes_io_name\":\"CoreDNS\",\"kubernetes_node\":\"ip-]
L\",\"pod_name\" :\"coredns-6987776bbd-r8whq\",\"prom_metric_type\":\"counter\",\"server\":\"dns://:53\",\"type\":\"success\"}",

"ingestionTime": 1601629806292

}

1,
"nextForwardToken": "f/35717538195072969027091739909172639958359905420840468480",
"nextBackwardToken": "b/35717537400475116858247106716844700882910903672239030292"

}




Prometheus / Grafana / CloudWatch in action
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Prometheus / Grafana / CloudWatch in action
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Prometheus / Grafana / CloudWatch in action
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Prometheus / Grafana / CloudWatch in action
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Prometheus / Grafana / CloudWatch in action
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EX3) OpenTelemetry

« Traces — OpenTelemetry C++ library contributions

https://aws.amazon.com/blogs/opensource/aws-adds-observability-metrics-to-the-opentelemetry-c-library/

OPENTELEMETRY API l—\

—_—> Y
(START HERE) Accumulator Processor

’

OPENTELEMETRY SDK l f \‘
Tracer ‘ ; : Meter

Agg- Agg‘ see Agg‘
2

Instrument [1..n] 1 N

Span Processor ‘ \. Exporter / ”

Span éxporler
OPENTELEMéTRY COLLECTOR l

Span Exporter ’ ‘ Metrics Exporter

Backend Service
(Jaeger,
Zipkin, etc.)

Vendor Ingest


https://aws.amazon.com/blogs/opensource/aws-adds-observability-metrics-to-the-opentelemetry-c-library/

Next steps
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Challenges

1. Having to use different SDKs and agents to

collect/analyse signals

2. Developers instrumenting apps using different SDKs,

decreasing velocity

3. Running multiple agents increases resource consumption,

causing unnecessary costs

4. Manually correlating traces & metrics from a range of

source is slow and error-prone

> WS-




The future: OpenTelemetry
/\

OpenTelemetry enables developers to use a standardized set of open Y Telemetr
eiemetry

source APIs, SDKs, and agents to instrument apps once and collect ¢
correlated metrics & traces for multiple monitoring solutions. opentelemetry.io

NEW: AWS Distro for OpenTelemetry

https://aws-otel.github.io/

AWS native
A A
«Q @ 9 o
rarand
Amazon AWS Amazon Prometheus
CloudWatch X-Ray Elasticsearch
Service

Instrumentation (SDKs & agent)


https://opentelemetry.io/
https://aws-otel.github.io/docs/introduction

How you can benefit

» Freedom of choice: use the best of class

for a given use case

« Rely on open standards, most importantly

CNCF OpenTelemetry and W3C Trace Context

- With open source, build portable observability

systems (e.g., on-premises to cloud migration)


https://opentelemetry.io/
https://www.w3.org/TR/trace-context/
http://cutand-dry.blogspot.com/2011/07/how-do-you-feel-watching-sunset-have.html
https://creativecommons.org/licenses/by-nc-nd/3.0/

Getting started

o000 @ Prometheus Metrics :: Observa. X =+

(= c @ ® http: il aws/en/containerinsig| /_prometheusmonitoring.html B e % s 0 =

aWws

N "7, > > > Prometheus Metrics

PROMETHEUS METRICS

2. Prepare and Install Clo Vatch Container Insights monitoring for Prometheus automates the discovery of Prometheus metrics from containerized systems and workloads. Prometheus is an open-source

1. Event Engine access

) systems monitoring and alerting toolkit.
3. ServiceLens g d i

4. X-Ray Architecture

5. Contributor Insights

6. Synthetics - -
CloudWatch Prometheus metrics architecture

7. Container Insights
7.1 ECS EKS Node EKS Node
7.2 EKS
Setup Container Insights
Using the console
Using Metrics
Logs

Prometheus metrics
8. Logs Insights
9. Metrics
10. Dashboards
11. Anomaly Detection
12. Embedded Metric Format
13. Alarms

14. Load Test & Troubleshoot New

The front end app is already exposing metrics in Prometheus osition format. Simply add /metrics to the application URL to see the metrics on the browser.
1l Environment cleanup

©) Get the source code

Deploy CloudWatch Prometheus agent

¥ Report an Issue or feature request
B Are you an AWS employee? Before you proceed, we recommend that you first, in case you haven't done that already. This will help understand this module better and give

&2 Contributors you a holistic view of Container Insights as a solution
your Cloud9 terminal from /cdk/pet_stack/ directory, execute the following command. This will deploy the CloudWatch Prometheus agent into the EKS cluster.

0B English v

Privacy | Site Terms | © 2020, Amazon Web kubectl apply —-f ./resources/prometheus—-eks.yaml

https://observability.workshop.aws/en/
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Thank you!

Michael Hausenblas

hausenbl@amazon.com (Email)

@ EINER (GitHub | Twitter | Twitch)

AWS
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