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“Failures are a given, and 
everything will eventually 
fail over time.”

Werner Vogels
CTO

Amazon.com



What could possibly go wrong?

https://aws.amazon.com/builders-library/challenges-with-distributed-systems/

https://aws.amazon.com/builders-library/challenges-with-distributed-systems/


Is traditional testing enough? NO

Testing – verifying a known condition
E.g., assert(A = B) ?

Unit testing of components
Tested in isolation to ensure function meets expectations

Functional testing of integrations
Each execution path tested to assure expected results



Steady 
state

Hypothesis

Run 
experiment

Verify

Improve

Chaos engineering
A  S C I E N T I F I C  M E T H O D



ü Building confidence against failures
ü Validates monitoring, observability & alarms
ü Reducing skill atrophy
ü Improving recovery time
ü And a lot more 
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Phases of chaos engineering



• Application-level failure injection (throw exceptions, errors, etc.)
• Host level (kill services, processes, etc.)
• Resource exhaustion (exhaust CPU, memory, IO, etc.)
• Network failure (inject latency, packet loss, etc.)
• Subnet failure (deny routing policy)
• Service failure (force DB reboot, failover, etc.)
• Organization (people, processes, etc.)

Failure injection

Chaos 
documents

ChaosRunner 
library
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Failure injection 
“chaos” documents 

Open source



SSM Document

schemaVersion: "2.2" 
description: …

parameters:

mainSteps:

Action 1

Action 2

Action 3







Windows 
support



• Latency injection (for all traffic or selected AWS services)
• Blackholing
• CPU, memory, and IO hogging  
• Fill up disk
• Network packet loss (using traffic shaping)
• Network packet corruption (using traffic shaping)
• Kills random processes, services, and instances
• Detach (force) Amazon EBS volumes
• Alter /etc/hosts
• And more.

Currently available
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Running “chaos” 
documents with 
AWS Systems Manager
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AWS Systems 
Manager 
Agent 
(SSM Agent)
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AWSSSMChaosRunner 
library

Open source
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IAM role
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ü Abstracts Systems Manager details
ü Tried and tested failure injections
ü Tested Amazon EC2 and Amazon ECS (with EC2 launch type)

ü Active community and support
ü And a lot more 



AWS Fargate.
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Amazon Prime Video 
prevents an outage
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Amazon ElastiCache experiment #1

ElastiCache latency injection load test 1



ElastiCache experiment #1

ElastiCache latency injection load test 1



ElastiCache experiment #1

ElastiCache latency injection load test 1



ElastiCache experiment #2

ElastiCache latency injection load test 2



ElastiCache experiment #2

ElastiCache latency injection load test 2



• Join the conversations
• Report issues
• Contribute

Help us improve the tools



Systems



Thank you!
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