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Once upon a time . . . 
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Evolution of ransomware

Guidance from NIST 1800-25 and 1800-26

Adopting AWS guidance 

Becoming proactive 

Improving detection and prevention coverage with AWS 

Next steps

Agenda



Ransomware –
From minor annoyance to BIG business

Annoyance
Disruption

Extortion



Early detection is the key

Prevention is better than cure 

Automate assessments, 
recovery and response

Education and training 
become more important 

Evolution taught us a few key lessons



But how do you know 
proactively that you 
are prepared?



NIST 1800-25 and 1800-26 reference framework

2. Vulnerability 
management 

3. Policy 
enforcement

4. Integrity 
monitoring

5. Logging and 
baselining

6. Backups

7. Secure storage

8. Network 
protection

9. Blocklisting



Putting the components into practice

Detect and investigate

AWS Security 
Hub 

Amazon 
Macie

Amazon
GuardDuty

AWS
CloudTrail

Event Bridge

Amazon 
CloudWatch

logs

Amazon VPC 
flow logs

DNS logs

Amazon 
Inspector

Amazon 
S3

AWS Lambda

Amazon SNS

Security analyst / 
CSIRT

Respond Secure storage

Inventory

AWS Backup

Amazon S3 Glacier

Amazon S3

AWS Config

AWS Config

AWS Systems Manager

AWS Systems Manager

Governance AWS Control Tower AWS Organizations



But how do you know 
proactively that you 
are prepared?

Putting the components into practice



Identify exposures using 
AWS Self Assessment Toolkit (SAT)

Open source

Turnkey deployment

Less than $1 in most cases

Simple architecture

No AWS CloudFormation 
knowledge needed

Fully automated

Leverages reputable frameworks

https://github.com/awslabs/aws-security-assessment-solution



SAT ransomware modules –
verify your AWS-powered defense capabilities

More are coming



• Create an assessment 
VPC with public and 
private subnet 

• Deploy NAT Gateway 
in public subnet

• Deploy an assessment 
Amazon Elastic Compute 
Cloud (Amazon EC2) 
instance in private subnet

• Create a reporting bucket

Deployment

Reporting 
bucket

VPC

Availability zone

Private subnet

Public subnet

NAT 
gateway

M5a instance

Internet 
gateway

Retained 



Deployment



Extending the solution

Amazon SAT 
reporting bucket

Automated 
remediation?

Admin Amazon API Gateway –
Remediation 

REST Interface

Start 
remediation

AWS Step 
Functions –
Orchestrate 
remediation

Amazon SNS –
Notify remediation 

results

Security teamAmazon Simple 
Notification Service 

(Amazon SNS) –
Ask admins?



Extending the solution



AWS has many services to strengthen your 
ransomware program

CloudWatch-driven 
anomaly detection

Inventory business 
critical data assets 
using Amazon Macie

AWS best practices 
enforced using 
AWS Control Tower

Detecting anomalies 
and trends using 
Amazon Athena

Detection rules and dashboards 
using Amazon Elasticsearch Service 

Ransomware response orchestration 
using Step Functions

For continuous 
assessment, leverage 
Security Hub



• Deploy the Self Assessment Toolkit (SAT)

• Run a trial of the AWS services mentioned earlier

• Contribute, extend, fork, and help spread the word!

Next steps

https://github.com/awslabs/aws-security-assessment-solution

The SAT is intended for point-in-time assessments – for continuous 
assessment (against best practices), leverage Security HubSecurity Hub 
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Thank you!
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