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Immutable:
not capable of or susceptilible to change



Traditional infrastructures
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Uptime




ssh

+ ~ ssh ec2-54-217-12-225.eu-west-1.compute.amazonaws.com
Last login: Wed Aug 26 12:26:13 2020

— I I / Amazon Linux 2 AMI N 4

https://aws.amazon.com/amazon-1linux-2/

I
[ec2-user@ip-172-31-39-211 ~]$ [| nstance

User




In-place server update

Upgrade process
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start application

reboot

test & debug

library upgrade

downtime

repo update

stop application

SSH

Python 2.7.18
4.14.186-146.268.amzn2.x86 64
GNU/Linux

User

Same instance/container ID



ssh > love syndrome

+ ~ ssh ec2-54-217-12-225.eu-west-1.compute.amazonaws.com
Last login: Wed Aug 26 12:26:13 2020

N [ |
I C /  Amazon Linux 2 AMI

https://aws.amazon.com/amazon-1inux-2/
[ec2-user@ip-172-31-39-211 ~]$ []

AWS Cloud
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Mutable deployments pipelines

Code

Beta

ation )L Test )
package e Deploy

Staging

ration )L Test ) |
package e Deploy

ration

Production




Running commands on Linux instance at launch with user data
and shell scripts




>>> p1p 1nstall -r requirements.txt
>>> npm 1nstal’
>>> docker build




How one programmer broke the A discussion about the breaking
internet by deleting a tiny piece of

code of the Internet

1 module.exports leftpad;
2+ function leftpad (str, len, ch) {
- str = String(str);
var i -1;
(‘ch ch @) ch
len - len - str.length; . . . . . e .
Ja (et < Ton) Hey everyone — I'm the head of messenger at Kik. I wish this didn’t have to
str C str;

} s be my first post on Medium, but open source is something that I care about.

Mike Roberts | Follow |

L ikl {IN

I've published a few meager open source projects in the past, things that
aren’t groundbreaking but that I thought might be useful to other people,

and I rely on countless others every day.

I found out about this problem like a lot of you, when our builds started
failing because we use the extremely helpful JSCS. Through a long chain of
dependencies, JSCS relied on left-pad@0.0.3, which was removed by the

A man in Oakland, California, disrupted web development around the
world last weelk by deleting 11 lines of code. author yesterday. Our team was confused at the time as well.

The story of how 28-year-old Azer Koculu briefly broke the internet

https://medium.com/@mproberts/a-discussion-about-the-breaking-of-the-internet
https://qgz.com/646467 /how-one-programmer-broke-the-internet-by-deleting-a-tiny-piece-of-code/



https://medium.com/@mproberts/a-discussion-about-the-breaking-of-the-internet-3d4d2a83aa4d
https://qz.com/646467/how-one-programmer-broke-the-internet-by-deleting-a-tiny-piece-of-code/
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Immutable

Upgrade process
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Immutable deployments

/O\_>

> Git push

@ee [

> Beta

N

: Configu-
( Build Package ration Deploy
5

E:> Staging

$ Production



Chad Fowler articles interviews contact speaking books

Trash Your Servers and Burn Your Code:
Immutable Infrastructure and Disposable
Components

As a developer and sometimes system administrator, one of the scariest things | ever encounter is a
server that's been running for ages which has seen multiple upgrades of system and application
software.

Why? Because an old system inevitably grows warts. They start as one-time hacks during outages. A
quick edit to a config file saves the day. “We’ll put it back into Chef later,” we say, as we finally head off
to sleep after a marathon fire fighting session.

http://chadfowler.com/2013/06/23/immutable-deployments.html



http://chadfowler.com/2013/06/23/immutable-deployments.html

Benefits of immutable deployment

Reduction in configuration drifts

Simplified deployments

Reliable atomic deployments

Safer deployments with fast rollback and recovery processes
Consistent testing and debugging environments

Increased scalability

Simplified toolchain

. Increased security

© N O VA WN S



Security considerations

Mutability is one of the most critical attack vectors
for cyber crimes.

DETECT. NUKE. REPLACE.



Canary deployment

95%
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Canary deployment
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Canary deployments
on AWS
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Canary deployment on AWS

1. Route 53 with weighted routing policy

2. Rolling Deployments for Auto Scaling Groups
3. Load balancer with ELB weighted target groups
4. APl Gateway release deployments

5. AWS Lambda alias traffic shifting [DEMO]
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1. Route 53 with weighted routing policy

Old application version
A

Weight:90 . C% . &

ElasticLoad  Compute  Database
Balancing

New application version
A

Users Amazon
Route 53 @ -

ElasticLoad  Compute  Database
Balancing




1. Route 53 with weighted routing policy

DNStype  CNAME: Canonical name

Old application version

% & s

ElasticLoad  Compute  Database
Balancing
Weight
w Health checks
B
v Evaluate target health ) Value AlbWt-LB8A1-TA2HXEY7OHMX-844133 NeW application VerSion
global_us-east-1 (a1023021-c8ed-4848- ) + Y
b1a3-fa590dfa...) % %
Weight 10 .
ElasticLoad  Compute  Database
w Health checks Balanang

v Evaluate target health Value  4133144.eu-west-1.elb.amazonaws.com

global_us-west-2 (7efed577-c19¢c-4ef7-
b3a9-a3f0695f...)




2. Rolling deployments for auto scaling groups

ASG with new version

Database
Users Amazon Elastic Load

\ 4

Route 53 Balancing App V1

Auto Scaling
Groups

https://aws.amazon.com/blogs/aws/three-new-features-for-aws-cloudformation/
https://engineering.klarna.com/simple-canary-releases-in-aws-how-and-why-bf051a47fb3f



https://engineering.klarna.com/simple-canary-releases-in-aws-how-and-why-bf051a47fb3f
https://aws.amazon.com/blogs/aws/three-new-features-for-aws-cloudformation/

3. Application load balancer and weighted

target groups

Target group with old version

Compute

22 R
— —_—
& Target group with new version

Users Amazon Elastic Load 10%
Route 53 Balancing >

Compute

https://aws.amazon.com/blogs/aws/new-application-load-balancer-simplifies-deployment-with-weighted-target-groups/

— B

Database




3. Application load balancer and weighted
target groups

c ©

Select the rule to edit. Each rule must include one action of type forward, redirect, fixed response. Cancel Update

Target group with old version
TAZHXEY7OHMX | HTTP:80

» Rule limits for condition values, wildcards, and total rules. 900/0

m“

Compute
last + Requests otherwise not routed 1. Forward to... i}
Target group : Weight (0-999) —— \
OldVersionApp Target group with new version ¢

NewVersionApp 1 00/0 Data ba Se

\ 4

» Group-level stickiness CO m p Ute

https://aws.amazon.com/blogs/aws/new-application-load-balancer-simplifies-deployment-with-weighted-target-groups/



4. APl Gateway release deployments

Stage with old version

90%

AWS Lambda

& : : ﬂ% :@>
Stage with new version
Users Amazon Database

Amazon API| Gateway
Route 53
10%

AWS Lambda




4. APl Gateway release deployments

Settings Logs Stage Variables SDK Generation Export Deployment History Documentation History Canary Stage W|th Old Ver‘sion

les A Canary can receive a percentage of reques
he enlire slage 900/

Delete Canary

Percentage of requests directed to
Canary

AWS Lambda

Percentage of requests directed to g
STAGE

Canary D =Nt O

Deployment date No

Stage with new version

Description Canary Deployments

10%

iables from the s fou can override thes variables or add s. W D ( ;anary's s to the stage, the

\ 4

to reflect any overridden values and

Stage Value Canary Override Value

AWS Lambda

Add Stage Variable

Database



5. AWS Lambda alias traffic shifting

Old version

H—8—

Users Amazon Amazon AP| Gateway

Route 53 AWS Lambda Database
New version




5. AWS Lambda alias traffic shifting

d-QA8AET71 6 G ‘ Stop deployment ‘ ‘ Stop and roll back deployment

Deployment status Traffic shifting progress

Next: The deployment will shift 90% of traffic from the current version to the replacement version
at approximately 5 minute(s) after the deployment started.

Step 1

@ Succeeded

, Old version
» complete  C In progress 90% "

Step 3 >

Deployment results Info

90% of traffic 10% of traffic

Database

Deployment details N ew version

Application Deployment ID Status
sam-app1-ServerlessDeploymentApplication-16AXQ8VTUISS5G d-QABAET716 + In progress

Deployment configuration Deployment group Initiated by

CodeDeployDefault.LambdaCanary10Percent5Minutes sam-app1-HelloWorldFunctionDeploymentGroup- User action
1L1GUAQQSESLS

Deployment description

CloudFormation Deployment - arn:aws:cloudformation:eu-
west-1:322549714802:stack/sam-app1/231debe0-edd2-11ea-
b807-02078729aa3e - ddd622a0-bd35-4004-bb25-115d8ee5f05a

*via CodeDeploy



Demo Lambda traffic
shifting with CodeDeploy

https://qithub.com/adhorn/aws-lambda-
sam-application
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https://github.com/adhorn/aws-lambda-sam-application

| @ EXPLORER @ echopy X !I' template.yaml @ get.py W > 0

> OPEN EDITORS aws-lambda-sam-application > sam-app1 > application > @ echo.py > @ lambda_handler
v PROJECTS 1 import json
> aws-lambda-chaos-injection P from aws_lambda_powertools import Logger, Metrics, Tracer
> aws-lambda-powertools-python 3 from aws_lambda_powertools.metrics import MetricUnit
S 4
v aws-lambda-sam-application & 5
> -pytest_cache 6  tracer = Tracer(service="echo")
[> v sam-app1 L 7 logger = Logger(service="echo")
& > .aws-sam 8 metrics = Metrics(service="echo", namespace="EchoService")
9
> .pytest_cache
[~ :
\ application 2 11 @metrics.log_metrics(capture_cold_start_metric=True)
> _pycache__ 12 @tracer.capture_lambda_handler
& @ _init__py 13  @logger.inject_lambda_context |
@ echo.py M Add Debug Configuration
14 def lambda_handler(event, context):
aws @ get.py 15
- a St
o el 16 metrics.add_metric(name="EchoSucceeded", value=1, unit=MetricUnit.Count)
= requirements.txt 13
S events 18 logger.info("about to return echo")
v pre-traffic-hook b
e e 20 return {
@ _Init_py 21 "statusCode": 200,
@ get.py 22 "body": json.dumps (f{
= requirements.txt 23| E "message": "Hello, World!",
> scripts 24 y Vs
25
> tests 26
.gitignore
@ docker-compose.yml
fi LICENCE
() README.md
£ samconfig.toml
@ > OUTLINE
> TIMELINE PROBLEMS OUTPUT DEBUG CONSOLE  TERMINAL Filter (e.g. text, !exclude) = AN X

> NPM SCRIPTS
> AWS CDK EXPLORER (PREVIEW) > R



Architecture resources

AWS Well-Architected Framework

The official best practices for Architecting in the AWS Cloud
https://aws.amazon.com/architecture/well-architected

AWS Well-Architected Labs

Hands-on labs to help you learn, measure, and build using architectural best practices
https://wellarchitectedlabs.com/

AWS Architecture Center

Official AWS repository for all Architecture resources

https://aws.amazon.com/architecture

AWS Solutions Library

Vetted reference implementations and Well-Architected patterns

https://aws.amazon.com/solutions/

AWS

e |INvent



https://aws.amazon.com/architecture/well-architected
https://aws.amazon.com/architecture/
https://aws.amazon.com/solutions/
https://wellarchitectedlabs.com/

Thank you!

Adrian Hornsby

Principal Developer Advocate
Amazon Web Services

,@adhorn

https://medium.com/@adhorn
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https://medium.com/@adhorn
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