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Acceleration of the migration to AWS

Getting to Day 2 cost-effectively with smart visibility

Hybrid cloud visibility with NETSCOUT Smart Data, from Day 0 to Day 2

Looking forward: Smart Data in 5G and the edge

NETSCOUT and AWS collaboration
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• Those who had cloud initiative in play 
fared better than those that did not

• The border between private and 
public cloud is becoming more 
seamless

• The shift in connectivity from offices 
or school campuses to the home was 
sudden, but well-handled by IT teams

“We are running hot – but stable.”
–Many NETSCOUT customers

Hybrid cloud adoption 

A C C E L E R A T E D  B Y  C O V I D - 1 9  A N D  W F H  T R E N D S

51% of UK business leaders say their 
shift to a cloud computing-based 
business model has saved their company 
from collapse during the COVID-19 
pandemic, according to research from 
Centrify, a leading provider of Identity-
Centric Privileged Access Management 
(PAM) solutions. Given this success, 
60% of respondents are planning to 
substantially increase their use of cloud-
based IT throughout and following the 
pandemic.



Visibility challenges with cloud migrations

10%
Increase (beyond the ~60% of 
total IT already budgeted)

Public cloud

35%
Increase through 2020

Private cloud of enterprises 
believe it is very important 
to have constant visibility, 
analytics, and control 
across clouds

71%

Many enterprises are dissatisfied with current hybrid / multicloud management strategies 
due to the lack of integration and inability to consistently address dynamic “Day 2” 
operational concerns

Source: IDC



Getting to Day 2 as efficiently and 
cost-effectively as possible
• Day 0 is more than dev – understand 

the application and cost in hybrid cloud
• Day 1: Audit the motion
• Day 2: Operations – monitor and 

optimize performance and cost

Streamlining AWS migration

SMART DATA

Optimize

Identify

Migrate

Monitor

Develop

Assess

1

2

34

5

6 On-premises service 
dependency, 

performance, 
and migration 

cost

Lift-and-
shift target 
applications

Service 
infrastructure 

on AWS 

Target 
applications 

to AWS

Service 
performance 
end through

end

Service 
performance 

and cost



Performance

The visibility challenge: 

Balancing performance and cost

Cost

User experience
Application triage
Capacity planning

Balancing cost vs. 
user experience
Leveraging 
elasticity
Communication 
to the business



The visibility challenge:

Improving the performance-cost ratio

Compute, storage, network …
with elasticity at scale
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Hybrid cloud visibility 

with NETSCOUT Smart 

Data, from Day 0 to Day 2



Visibility is critical to empower IT to execute their migration strategy successfully

Hybrid cloud migration visibility challenges

A S S U R I N G  U S E R  E X P E R I E N C E  I N  T H E S E  C O M P L E X  S E R V I C E  A R C H I T E C T U R E S

Legacy and refactored applicationsOn-premises 
data center

Colocation / edge 
computing

Public cloud

Database

P1 P2 P3

P4 P5

A10
A1 A2 A3

A4 A5 A6

A7 A8 A9

Presentation

Database Database Database

Shared services,
Active Directory, DNS

Application • Where’s the problem?

• Who has ownership?

• How can you quickly resolve issues 
with this constant change?

• What’s the improvement 
in performance?



• Day 0: Pre-migration
§ Choose workloads to migrate
§ Identify dependencies
§ Establish performance baselines
§ Develop migration strategy

• Day 1: During migration
§ Assure performance

• Day 2: Post-migration
§ Optimize performance as you elastically scale
§ Compare to baselines
§ Monitor service availability
§ Monitor vulnerabilities and security threats

Visibility throughout the application lifecycle

H Y B R I D  C L O U D  V I S I B I L I T Y  W I T H  N E T S C O U T  S M A R T  D A T A

Smart visibility with NETSCOUT Smart Data

Public cloud On premises Colocation / 
edge computing



What is Smart Data?

P A C K E T  D A T A  I S  U L T R A - H D ,  U N I V E R S A L L Y  A V A I L A B L E ,  A N D  C O N V E R T E D  T O S M A R T  D A T A  W I T H  A S I

• Data center and colocation
§ VMware ESX, NSX
§ NSX-T service insertion
§ Hyper-V, OpenShift, KVM, etc.

§ Port mirroring / span / taps

• AWS
§ Amazon VPC traffic mirroring

• Flexible deployments
§ Cloud-native
§ VMs, containers, and pods

Acquire 

packet data

Convert to 

smart data
Export

To data warehouses 
and data lakes 
• Using industry-standard 

Kafka and REST APIs
• To destinations like 

Amazon Redshift and 
Amazon S3

Smart data

Deep packet 
inspection,

performance, and 
security KPIs 



• Rich, multidimensional metadata
§ KPI, session, packet

• Advanced metrics
§ Application response time
§ Application success, failure
§ Application errors
§ Network response time
§ Per protocol, per message type (i.e., URL)
§ Voice and video QoE metrics

• Security metrics
§ Weak security practices (ciphers, protocols)
§ Threat analysis
§ Behavior analysis

Smart data – ASI metrics

Smart data

Smart application troubleshooting and monitoring



Smart data gives common 

situational awareness

DashboardGridReportingService MonitorDependency MapLink MonitorTraffic DiscoveryMachine LearningCertificate MonitorAlertingPacket ForensicsSecurity

Smart data



DB-Corp DNS Active 
Directory

Pre-migration
• Service baselining
• Service-level assurance 

of user experience 
§ Networks, applications, 

enablers, database, etc.
• Asset tracking

§ What needs to be migrated

Gain visibility – Day 0

V S T R E A M  V I S I B I L I T Y  I N  T H E  D A T A  C E N T E R

Fix and optimize

Slow / failing 
application query?

Slow / failing 
DB transactions?

Slow / failing 
DNS / AD, 

shared services?

Baseline 
performance



DB-Corp DNS Active 
Directory

Application / 
microservices / data During and after migration

• Service-level assurance 
of user experience in 
hybrid environment

• Service / application 
optimization

• Cross-domain network and 
application performance 
(and costs)

Visibility into AWS migrated workloads – Day 1

V S T R E A M  E X T E N D S  T H E  V I S I B I L I T Y  I N T O  A W S

Slow / failing 
DB transactions?

Slow / failing 
application query?

Confirm improved 
performance over 
previous baseline?

Fix issues 
during migration

Optimize 
application 

and network 
performance of 
cross-domain 

hybrid
environment?



With colocation and SaaS
• Service-level assurance 

of user experience across 
all domains

• Service / application 
optimization

• Cross-domain network 
and application 
performance (and costs)

NETSCOUT visibility without borders

V S T R E A M  O N  P R E M I S E S ,  C O L O C A T I O N ,  A W S  I A A S ,  A N D  S A A S

Continued 
assessment of 

performance over 
previous baseline

DB-Corp
DB-Corp DNS Active 

Directory

Application / 
microservices / data



Visibility without borders

S E E I N G  D E P E N D E N C I E S  A C R O S S  A L L  T H E  B O R D E R S  A N D  D O M A I N S

On-premises 
data center

Colocation / 
edge computing

Public cloud

P1 P2 P3

P4 P5

A10A1 A2 A3

A4 A5 A6

A7 A8 A9

Presentation

Database Database Database

Shared services,
Active Directory, DNS

Application



Visibility without borders

S E E I N G  D E P E N D E N C I E S  A C R O S S  A L L  T H E  B O R D E R S  A N D  D O M A I N S

On-premises 
data center

Colocation / 
edge computing

Public cloud

P1 P2 P3

P4 P5

A10A1 A2 A3

A4 A5 A6

A7 A8 A9

Presentation

Database Database Database

Shared services,
Active Directory, DNS

Application

AWS On premises Colocation / edge computing



Application performance across hybrid cloud

V I E W  D U R I N G  M I G R A T I O N

Application servers
migrated to Amazon EC2, 

but database still 
on premises



Application performance across hybrid cloud

V I E W  D U R I N G  M I G R A T I O N  – A P P  S E R V E R S  I N  A M A Z O N  E C 2 ,  D A T A B A S E  S T I L L  O N  P R E M I S E S

Database server 
(on premises)

Application server
(EC2)



Application performance across hybrid cloud

V I E W  D U R I N G  M I G R A T I O N  – A P P  S E R V E R S  I N  A M A Z O N  E C 2 ,  D A T A B A S E  S T I L L  O N  P R E M I S E S

Smart Data provides application 
user experience visibility to advise 

on hybrid architecture optimization

Database server 
(on premises)

Application server
(EC2)



Application performance across hybrid cloud

S E R V I C E  O P T I M I Z A T I O N :  D A T A B A S E  M O V E D  T O  A M A Z O N  E C 2

Database server 
(on premises)

Application server
(EC2)

Database server
(now in EC2)

Application server
(EC2)

Database
Server

(now in ec2)



Application performance across hybrid cloud

S E R V I C E  O P T I M I Z A T I O N :  D A T A B A S E  M O V E D  T O  A M A Z O N  E C 2

Database server
(now in EC2)

Application server
(EC2)

Database
Server

(now in ec2)

Migration complete to AWS with 
massive performance gains



Quick and effective service triage

U S I N G  P R O A C T I V E  T O P - D O W N  M E T H O D O L O G Y

Services

KPI / flows

Sessions

Packets

nGeniusONE

Service Dashboard
Gain visibility into critical service issues 

Performance Analysis
Launch service monitors to verify and correlate service impact

Session Analysis
Perform granular user session tracing and analysis

Deep-Dive Packet Analysis
Deep-dive investigation of service delivery issues



nGeniusONE hybrid cloud dashboard

E S T A B L I S H I N G  C O M M O N  S I T U A T I O N A L  A W A R E N E S S

Services

KPI / flows

Sessions

Packets

Net
ops

Dev
ops AWS

Data 
center Colocation



Performance monitoring – hybrid cloud

S E R V I C E  T R I A G E  – C L O U D  T O  A P P  T O  L A Y E R

Services

KPI / flows

Sessions

Packets Examine 
performance 
and errors in 

each tier



Service triage – Example MySQL 

performance issues

Services

KPI / flows

Sessions

Packets

Errors

Performance



Service triage – Sessions performance

Services

KPI/Flows

Sessions

Packets



Service triage – Sessions performance

Services

KPI / flows

Sessions

Packets

Detailed packet 
analysis



NETSCOUT hybrid deployment model

W I T H  A U T O M A T E D  n G e n i u s O N E  F A I L O V E R ,  I N  V P C  T M ,  I R ,  A N D  G W L B

Monitoring 
interface

Management subnet

Auto Scaling group

Web / app tier

Elastic Load Balancing

Management 
interface

Availability Zone 1

Web / app tier

nGenius license

Security
appliances

AWS
Marketplace

AWS
CloudFormation

nGenius license

PAYG

BYOL

CF template

SG

AWS Transit 
Gateway

GRE / UDP / 
VXLAN tunnel

vSTREAM AMI

Availability Zone

LS / GM primary
nGeniusONE

vSTREAM

Customer gateway

On premises / colocated 
data center

AWS Direct Connect

Route table Route table

Amazon 
Route 53

Region

AWS Cloud

VPC

Availability Zone 2

Monitoring subnet

VPC

Management 
VPC Workload

VPC(s)

On premises / 
colocated data center

eni-if3

eni-if4

VPN connection

SG

VPC

Route table

Route table Route table

Availability Zone 1 Availability Zone 2

Internet gatewayInternet gateway

VPC
ingress 
routing

Firewall /
NAT / IDS / IPS

VPC
traffic

mirroring

LS* / GM**
standby server 

Paired servers
• Data backup
• Health check messages

LS* / GM**
primary server 

nGeniusONE AMI

LS / GN standby
nGeniusONE

*   LS – local server
** GM - global manager

nGeniusONE AMI

VPC
traffic

mirroring

Security
appliances

GWLB

GWLB 
endpoint

Firewall /
NAT / IDS / IPS

VPC
traffic

mirroring



Volumetric smart data from 
packets and ASI 
transformed to AWS costs
i.e., costs per application, per 
instance based on traffic usage

AWS cost assessment with Smart Data

A P P L I C A T I O N  U T I L I Z A T I O N  C O S T S  – B Y  A P P L I C A T I O N ,  B Y  A M A Z O N  E C 2  I N S T A N C E ,  P E R  M O N T H

We created 
NEW metrics to 
take costs and 
multiply them 
by count and 
volume

This example is using AWS 
cost for data movement, 
EC2 type & #. These are 
variable in nature with 
APPOPS and elastic 
policies so ASI data is very 
granular and has 
performance points 
during policy adjustments

Application Amazon EC2 
instances

Packets per 
server, per app

AWS
data
costs

AWS
VPC
costs

Amazon
EC2

costs



Combined Amazon CloudWatch and ASI data

A W S  U S A G E  D A T A  C O M B I N E D  W I T H  S M A R T  D A T A  S E R V I C E  P E R F O R M A N C E  I N F O R M A T I O N

Amazon S3 usage Server count VPC usage Bytes out

Failures per application Failures by function (net, app, server)

Transaction response time, stacked for DNS + SSL + APP + network
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Looking forward: Smart 

Data in 5G and the edge



5G system visibility with NETSCOUT

N9    (vUPF to hUPF)
N16  (vSMF to hSMF)
N24  (vPCF to hPCF)
N7r

DN

N10

N15

N4

N14

N3 N6

N1

N11

N9

N22

NSSF AUSF UDM

N2

UE RAN

AF

N12 N8

N5
PCF

N7
SMF

Deployed in nonstandalone and standalone 5G networks

AMF

UPF



Customer VPCs

AWS Wavelength and AWS Outposts edge monitoring

W I T H  N E T S C O U T  E N D - T H R O U G H - E N D  S E R V I C E  A S S U R A N C E

N1N1

N10

N15N4

N14

N3
N6

N1

N11

N22

NSSF AUSF UDM

N2

UE gNB

N12 N8

N7
SMF

UPF 
VNF

PCF AF
N5

Telco VNFs 
in 

AWS Cloud
User plane

UPF 
VNFUPF 

VNFUPF 
VNF

Data 
network

WAN
AWS Direct 

Connect

MEC 
App.

AWS Wavelength
AWS Outposts

N6

vSTREAM AMI

VPC traffic 
mirroring

AWS edge

AMF

AWS Cloud

Data network
central app 

Management 
subnet

AWS Cloud
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NETSCOUT and 

AWS collaboration



Technology 
alignment

AWS 
Marketplace 
offerings

Amazon 
customer 
engagement 
(ACE)

Competency 
programs

• VPC traffic 
mirroring

• VPC ingress 
routing

• AWS gateway 
load balancer 
(GWLB)

• Commercial
• AWS GovCloud • eCo-Sell 

program

• Network 
competency

• Migration 
competency

• AWS Outposts 
ready*

• AWS Wavelength 
ready*

AWS and NETSCOUT together

* Work in progress



Technology 
integration

Accelerated 
migration

Satisfied 
customers

Amazon VPC ingress routing 
and traffic mirroring allow 
NETSCOUT to seamlessly 
extend its technology 
on AWS

NETSCOUT accelerates 
workload and data migration 
to AWS by providing effective 
monitoring and assurance in 
hybrid environments before, 
during, and after migration

NETSCOUT enables IT to use 
AWS Services with confidence 
by improving user experience 
of applications and services 
running on AWS or hybrid 
environments

AWS and NETSCOUT together



Customer reviews: NETSCOUT solutions on AWS

John Deere & Co – Manufacturing

nGeniusONE gives us the answers we need in a timely fashion.

HCSC – Healthcare

Solution is fitting for voice and network infrastructure. Sales and engineering are 
top notch. Reporting down to end user is invaluable. 

AON Corporation – Insurance 

Delivering a superior customer experience is our number one priority. The 
visibility made possible by NETSCOUT’s solutions has been the key to our ability 
to ensure a consistent and high-quality experience for our end users.



• Customer win
§ Ensuring delightful customer experience throughout the migration process
§ End-through-end visibility helps optimize service performance and costs
§ Ability to detect and resolve issues quickly across the hybrid cloud

• AWS win
§ Accelerated migration to AWS
§ Satisfied customers

• NETSCOUT win
§ Supporting customers’ digital transformation (DX) and their AWS migration initiatives

Summary

S T R O N G  R E L A T I O N S H I P  H E L P S  C U S T O M E R S ,  A W S ,  A N D  N E T S C O U T  W I N



Thank you!
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