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• Understand requirements for secure machine learning

• Dive deep into Amazon SageMaker Studio security with demos

• Automating secure machine learning environments

Objectives



Requirements for secure ML environments

Compute and network isolation

Authentication and authorization

Data protection

Artifact management

Auditability, governance, and compliance
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Network isolation while training
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Secure ML:
Authentication and
authorization



Authentication for Amazon SageMaker



Common IAM permissions for ML environments

Permissions to create Amazon Elastic File System (Amazon EFS) volume and manage users

Permissions to pass role to a service

Permissions to encrypt decrypt data, training artifacts and models

Permissions to create Elastic network interfaces (ENIs) during training, hosting

Development

Launch apps / notebooks
Data access
Processing jobs
Code repo access
Package repo access

Training

Training job
Hyperparameter tuning job
Transform job
Auto ML job
Experiments / trials / components
Amazon Elastic Container Registry 
(Amazon ECR) access

Deployment

Create endpoint
Transform job
Invoke endpoint
Monitoring job



Limit domain access by user or group
{
"Effect": "Allow",
"Action": [
"sagemaker:CreatePresignedDomainUrl”,
"sagemaker:UpdateApp”,
"sagemaker:UpdateDomain”,
"sagemaker:DeleteApp”,
“sagemaker:DeleteDomain”

],
"Resource": "*",
"Condition": {

"StringLike": {
"sagemaker:ResourceTag/owner":"${aws:userid}"
}

}
}

aws sts get-caller-identity

aws:userid = role-id:caller-specified-role-name

{
"UserId": ”#####",
"Account": ”#####",
"Arn": "arn:aws:iam::###:user/##"

}
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Secure ML:
Data protection



Common patterns for data protection



Encryption during training
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Secure ML:
Artifact management



Artifact management
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Amazon SageMaker Studio custom images
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Automate Secure ML  
Environments



Secure notebook provisioning architecture

Amazon Confidential © 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Secure ML: Auditability, 
governance, and
compliance scope 



Traceability



Auditability: Ensure apps are tagged
{

"Version": "2012-10-17",
"Statement": [

{
"Sid": ”EnforceAppTag",
"Effect": "Allow",
"Action": [

"sagemaker:CreateApp”

],
"Resource": "*",
"Condition": {

"ForAllValues:StringLike": {
"aws:RequestTag/Project": "sandbox"

}
}

}
]

}



AWS CloudTrail logs



Governance

{
"Sid": ”VPCDeployment",
"Effect": ”Deny",
"Action": [

"sagemaker:CreateAutoMLJob",
"sagemaker:CreateTrainingJob",
"sagemaker:CreateProcessingJob",
"sagemaker:CreateModel",

"sagemaker:CreateHyperParameterTuningJob" 
],

"Resource": "*",
"Condition": {

”ArnNotEquals": {                    
"sagemaker:OutputKmsKey":”arn:aws:kms:####”

,
},

}
}
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Next steps



Resources

ML best practices in regulated industries whitepaper

YouTube video on secure and compliant ML for 
Financial Services

Workshop on building and automating secure ML 
environments  for admins and data scientists

https://d1.awsstatic.com/whitepapers/machine-
learning-in-financial-services-on-aws.pdf

https://aws.amazon.com/sagemaker/developer-
resources/

https://sagemaker-
workshop.com/security_for_sysops.html

https://sagemaker-
workshop.com/security_for_users.html

https://d1.awsstatic.com/whitepapers/machine-learning-in-financial-services-on-aws.pdf
https://aws.amazon.com/sagemaker/developer-resources/
https://sagemaker-workshop.com/security_for_sysops.html
https://sagemaker-workshop.com/security_for_users.html


Resources

Blog – Secure Deployment of SageMaker resources 

Blog – Millennium Management use of SageMaker security

https://aws.amazon.com/blogs/security/secure-
deployment-of-amazon-sagemaker-resources/

https://aws.amazon.com/blogs/machine-
learning/millennium-management-secure-
machine-learning-using-amazon-sagemaker/

Blog – Securing SageMaker Studio connectivity using a private VPC

https://aws.amazon.com/blogs/machine-
learning/securing-amazon-sagemaker-studio-
connectivity-using-a-private-vpc/

https://aws.amazon.com/blogs/security/secure-deployment-of-amazon-sagemaker-resources/
https://aws.amazon.com/blogs/machine-learning/millennium-management-secure-machine-learning-using-amazon-sagemaker/
https://aws.amazon.com/blogs/machine-learning/securing-amazon-sagemaker-studio-connectivity-using-a-private-vpc/


Thank you!
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