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Amazon ECS overview
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What does ECS look like?
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Amazon ECS task
Defined by a “task definition”

A group of 1 or more containers
The smallest deployable unit

Configure networking, storage, parameters, IAM
roles, and compute resources

Similar to the docker run command on your local
machine

Amazon ECS constructs: Task and service

Amazon ECS service

Defined by a “service definition”

Enables you to run and maintain a required
number of Amazon ECS tasks

Automatically handles Amazon ECS task failures
by replacing them with new Amazon ECS tasks

Configure Amazon VPC networking, deployment
type, optional load balancers, and service
discovery



Amazon ECS constructs: Cluster

A logical grouping of Amazon ECS
tasks or services in a region

Multiple clusters can be created

Clusters / services / tasks work as IAM
permission boundaries

. ECS cluster

ECS services

ECS tasks




Securing your
Amazon ECS tasks
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Meet your Amazon ECS app

@ Amazon S3 bucket
ECS cluster
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Step 1: Security groups
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Step 1: Security groups

L N
ALB é é Aurora
L 2 MySQL

type an HTTRS: 443 AvlEE e MySQL/Aurora: 3306
type and port

Allowed source | 0:0:0-0/0 10.0.0.0/16 10.0.0.0/16
(Public access) (From within the VPC) (From within the VPC)



Step 1: Security groups
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MySQL
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ALB

Allowed HTTPS: 443 HTTP: 80 MySQL/Aurora: 3306
type and port

Allowed source | 9:0:0-0/0 Sg-ALDB sg-ECSTask
(Public access) (Only from the ALB) (Only from the ECS tasks)



Step 2: Secrets

{
. snip ...
"containerbDefinitions":[{

"name" : "my-web-app",

"image" : "my-web-app:v1l",

"environment": [{
"name": "DB_USER",
] - "value": "myappdbuser"

i + 5ot
- - + "name": "DB_PASSwWD",
- - ¢ "value": "mysupersecretpasswd"
rrrna },{
-IIIII- ||namen: "DB_HOST",
3 - Aurora "value": "my-db...rds.amazonaws.com"
-IIIII- MySQL }!{
"name": "DB_PORT",
"value": "3306"
31,
. ship ...
31,
. snip ...



Step 2: Secrets

(\I% AWS Secrets

. snip ...

/s~ Manager "containerDefinitions": [{

Secrets injected
by ECS at task
runtime

LLLLI +

<>

Aurora
MySQL

llnamell : llmy_appll ,
"image" :"my-web-app:v1l",
. snip ...
"secrets': [{
"name": "DB_USER",

"valueFrom": ”

b, 1
"name": "DB_PASSwWD",

"valueFrom": ”...secretsmanager:...:my-db-secret:password::"
1,
"environment": [{

"name": "DB_HOST",

"value": "my-db...rds.amazonaws.com"

fa]
"name": "DB_PORT",

"value": ”3306"
H

. snip ...



Meet your Amazon ECS app (again)

@ S3 bucket

ECS cluster
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Step 3: 1AM roles
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Step 3: ECS task-level IAM roles

.. snip ...
"taskRoleArn": ""

. - "containerbDefinitions":[{
- - ... Snip ...
||||| }],

N . ... snip ...

SQS queue

"executionRoleArn': ""



Step 3: EC2-level IAM role

IAM role

‘@/—\ T

53 bucket "attachedpolicies": [{
"PolicyName": "AmazonS3FullAccess",
- : "PolicyArn”: "arn:aws:1am::aws:policy/AmazonS3Ful lAccess”
i Trnni - } )
Lilll {

"PolicyName": "AmazonSQSFullAccess",
"PolicyArn”: "arn:aws:iam::aws:policy/AmazonSQSFul lAccess"

11111l } H
= - p‘l‘q L W . : "
= = PolicyName": "AmazonEC2ContainerServiceforeEC2rRole",
RRL "PolicyArn": "arn:aws:iam::aws:policy/service-
SQS queue role/AmazonEC2Containerserviceforec2rRole"
]

}



Step 3: EC2-level IAM role

A All ECS tasks on the same EC2 instance can use the EC2 instance role A

E EC2 instance

S3 bucket
ECS task

— Allowed (as intended) @

Another ECS tack Really want to allow? b‘ | |<1

Q $QS queue

1AM rol\e{?




Step 3: 1AM roles for tasks

{
"Version": "2012-10-17",
"Statement": [{ {
"Effect”: "Allow”, . "AttachedpPolicies": [{
AELuen :"[ S§:L1StBUCKEt 1, . "PolicyName": "S3writeonlyPolicy",
) {Resource : ["arn:aws:s3:::your-bucket”] "PolicyArn": "S3writeonlyPolicy-ARN-here"
J }!{
"Effect”: "Allow", "PolicyName": "sQswriteonlyPolicy",
Action™: [ "PolicyArn": "sQswriteonlyPolicy-ARN-here"
"s3:PutObject"”, 1
"s3:GetObject",
"s3:DeleteObject”
1,
"Resource": ["arn:aws:s3:::your-bucket/*"]
: s tcaetmon
} {
.. snip ...
{ _ "taskRoleArn”: "TaskRole-ARN-here",
‘version”: "2012-10-17", "executionRoleArn": "",
"Statement”: [{ "containerDefinitions":[{
"Effect": "Allow", ... snip ...
"Action": "sqgs:SendMessage", 11,
}]"Resource": "arn:aws:sqs:...:your-queue-name" ... snip ...
}



Step 3: 1AM roles for tasks

@ ﬁ EC2 instance
S3 bucket

IAM role ECS task

N — Allowed (as intended) @

i—|====t1-==% Q Denied

Another ECS task b ‘ | | 4

cg

SQS queue




Step 3: “Task Execution Role’"?

IAM role for task (task role)

E EC2 instance
[ |
222, =

Amazon ECS Container
container agent runtime

LD

ECS task
@J L"I«

S3 bucket SQS queue

Task execution role

E EC2 instance
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Step 4: Logs from apps

Container
runtime
Logs
o— —
D_ —
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Amazon CloudWatch

ECS task Logs



Step 4: Logs from apps —

snip
"containerbDefinitions":[{
"name" : "my-web-app",
"image" :"my-web-app:vl",
snip

"logConfiguration": {

"logbriver”: "awslogs",

"options': {

"awslogs-group": "/ecs/my-web-app",

Container "awslogs-region': "us-west-2",
stdout runtime "awslogs-stream-prefix": "ecs"
stderr }}

0— }l, ... snip

Amazon CloudWatch

ECS task Logs \' Log events

Timestamp Message

There are older events to load. Load more.
2020-10-12T01:55:49.773Z2 10.0.11.35 - - [12/0ct/2020:01:55:49 +0000] "GE...

10.0.11.35 - - [12/0ct/2020:01:55:49 +0000] "GET / HTTP/1.1" 200 3215
"_" "ELB-HealthChecker/2.0" "-"
2020-10-12T01:56:11.4427 10.0.10.81 - - [12/0ct/2020:01:56:11 +0000] "GE...
2020-10-12T01:56:19.7772 10.0.11.35 - - [12/0ct/2020:01:56:19 +0000] "GE...




Step 4: Logs from apps

--------------------------------------- ~ For “hot data”

Elasticsearch subscription filter

N — =

|1 |
= Lambda function Amazon Elasticsearch Kibana
Service
Logs Container  ‘TfT T T T T o T o mm oo mmsmmmommommmommmmmmo s

g? runtime _L;:Q

CloudWatch Logs

"""""""" For “cold data”

andamy )

Amazon Kinesis S3 bucket Amazon Athena
Data Firehose

ECS task

See the Amazon ECS feature “FireLens” for more advanced log handling and routing:
https://docs.aws.amazon.com/AmazonECS/latest/developerquide/using_firelens.html



https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_firelens.html

Step 5: Enabling ECR features

1. Immutable tags

- Image tags can be overwritten by push

- Use immutable tags to use expected container
Images at any given time

2. Image scanning

« “Scan on push” for automatic scanning

« Scheduled rescanning is also recommended to
handle CVEs after image creation; see also
https://aws.amazon.com/blogs/containers/am

azon-ecr-native-container-image-scanning/

Access and tags

Repository name

.dkr.ecr.us-west-2.amazo

A namespace can be included with your repository

Tag immutability
Enable tag immutability®o prevent image tags fro
immutability to allow inBige tags to be overwritte

@ Enabled

Image scan settings

Scan on push

Enable scan on push to Bave each image automati
manually started to get@an results.

@ Enabled



https://aws.amazon.com/blogs/containers/amazon-ecr-native-container-image-scanning/

Securing your Amazon ECS app

2N Container images > [} Containers >
« ECR immutable tags and * No privileged mode
IMmage scanning « Non-root user

« Read-only file system

\ }
!

See also “Best practices for writing Dockerfiles” by Docker, Inc.:
https://docs.docker.com/develop/develop-images/dockerfile best-practices/

o—| ECS tasks

Security groups
Secrets

Task role and task
execution role

Container logs


https://docs.docker.com/develop/develop-images/dockerfile_best-practices/

Operating your
Amazon ECS tasks securel
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Operating your Amazon ECS tasks securely

1. Access-control for Amazon ECS resources
2. Auditing AWS API calls

3. Validating AWS resources to keep everything compliant



Step 6: Access control

/\ e.g., Grant read-only access to specific cluster

"Version": "2012-10-17",
"Statement": [{
"Sid": ”"ReadOnlyAccess",
"Effect": "Allow",
"Action": [
"ecs:DescribeCluster”

1,

Amazon ECS Resource": "arn:aws:ecs:region:account-id:cluster/our-cluster

3]

API calls

\

ECS users

{ | WMoy



Step 6: Access control

e.g., Grant read-only access to specific cluster resources

{ | AMpoliey

"Version": "2012-10-17",
"Statement": [{
"Sid": "ReadonlyClusterResources",
"Effect": "Allow",
"Action": [
"ecs:Describe*",

API calls N P

\

1,
"Condition": {
"ArnEquals": {
Amazon ECS "ecs:cluster”: "arn:aws:ecs:region:account-id:cluster/our-cluster”

}
},
ECS users "Resource'": "*"
H
}




Step 6: Access control

e.g., Grant full access to Amazon ECS resources
only if resource "Owner” tag and user “Team"” tag values match

{ A Policy

"Version": "2012-10-17",
"Statement": [{

API calls "sid": "ECSFullAccessIfOwner",

> "Effect": "Allow",
"Action": "ecs:*",
"Resource": "*",
"Condition": {

Amazon ECS "StringeEquals": {
"ecs:ResourceTag/owner": "${aws:PrincipalTag/Team}"
ECS users 1 }
}]

}



Step 7: Audit AWS API calls [Hiilinis

"eventVersion": "1.05",

"userIdentity": {

« AWS CloudTrail allows you to keep type’s *Inmvser”,
track of AWS API call events in your ‘principalid’s *

AWS account “accountrd’s °
"accessKeyId": "
« Recorded events will have “userNane”:
"sessionContext": {
u eventTime "sessionIssuer": {},
. "webIdFederationData": {},
= userldentity e ibates s {
= eventSource (represents an AWS service) ‘mfaRuthenticated": "false",
. "creationDate": "2020-10-09T07:31:002"
= eventName (represents an APl action name)
= and more! )
}o
"eventTime": "2020-10-09T10:36:442",
"eventSource": "ecs.amazonaws.com",
Learn more: "eventName": "CreateService",

"awsRegion": "us-west-2",

https://docs.aws.amazon.com/awscloudtrail/latest/userquide/
cloudtrail-event-reference-record-contents.html

"sourceIPAddress": "

"userAgent": "console.amazonaws.com",

"requestParameters": {


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html

Step 7: Audit Amazon ECS API calls




Step 8: Validate your resources

Name Remediation action Compliance

ECS_NO_PRIVILEGED AWS-PublishSNSNotification A T Noncompliant resource(s)

ECS_READONLY_FILESYSTEM AWS-PublishSNSNotification @ Compliant

Use AWS Config to validate your configurations to be compliant

« |AM resources can be automatically remediated
« Amazon ECS is not officially supported by AWS Config yet
« Write custom rules to validate Amazon ECS resources such as task definitions

For more examples, go to https://qgithub.com/awslabs/aws-config-rules



https://github.com/awslabs/aws-config-rules

Steps to further
secure workloads
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Automate everything

Source >> Builc > Test 3> Deploy >> Momtor>

« Avoid manual operations, to process everything robustly and securely
 Cl/CD pipelines help automate building, testing, and deployment

Related session
CON210 - Developing CI/CD pipelines with Amazon ECS and AWS Fargate



Security benefits of AWS Fargate

AWS manages and No privileged Secure isolation
patches hosts for you or SSH access boundaries

Related sessions
CON203 - Choosing your container data plane on AWS
CON216 - AWS Fargate: Are serverless containers right for you?



Takeaways
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Takeaways

Secure your Amazon ECS applications
- Harden Amazon ECS tasks throughout their life cycles
- Keep operations robust

One step further
- Automate everything as much as possible
- Use AWS Fargate to harden your workloads with less effort

Get started today

- All Amazon ECS features covered today are available without
installing any additional software



Thank you!

Tori Hara

W toricls
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