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Amazon EFS overview



NFS history v1
1984

v2

v3

v4.0
v4.1



Highly reliable

Amazon EFS is a fully managed 

file system that is . . .

Amazon Elastic File System

Cost optimizedCloud native 



Protocol stack

Physical

Data link

Network

Transport

Session

Presentation

Application

RPC

XDR

NFS



Example: NFS mount



Amazon EC2 and on-premises

Amazon EFS 

Subnet 10.0.10.0/24 

Subnet 10.0.20.0/24 

Subnet 10.0.32.0/24 Subnet 10.0.31.0/24 

On-premises



Cloud native

Amazon EFS

Task

Container 1

Container 2

Amazon ECS

Amazon EC2AWS Fargate

Pod

Container 1

Container 2

Amazon EKS

Amazon EC2AWS Fargate

AWS Lambda

CSI driver

Amazon SageMaker

Notebook

Function 1

Function 2



Shared responsibility model

AWS

Security of
the cloud

AWS is responsible for 

protecting the infrastructure 

that runs all of the services 

offered in the AWS Cloud

Security in
the cloud

Customer responsibility is 

determined by the AWS Cloud 

services that a customer selects 

Customer

We help secure companies’ 

services in the cloud



© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Security best practices



Amazon EFS

Control file and
directory access

Control 
network access

Encrypt data 

Control 
client access Control 

API access

Enforce user identity

and root directory



Amazon EFS

Control file and directory access



Restricting file/directory access with POSIX

Numeric UIDs/GIDs

Amazon EFS 

file share

$ ls -ld /efs
drwxrwxr-x 2 root friends 6144 Oct  4 09:32 /efs

$ id
uid=5001(bob) gid=5000(friends) 

$ echo "Hello Bob" > /efs/bobs-file

$ id
uid=5002(alice) gid=5000(friends)

$ ls -l /efs/bobs-file
-rw-r--r-- 1 bob friends 10 Oct  4 09:36 bobs-file

$ cat /efs/bobs-file
Hello Bob

$ echo "Hello Alice" > /efs/bobs-file
bash: /efs/bobs-file: Permission denied

UID/GID provided by 
the NFS client is trusted



Amazon EFS

Enforce user identity and root directory



Amazon EFS 

file share

UID/GID provided by the NFS client is trusted

UIDs/GIDs

Amazon EFS 

file share

Access point overrides UID/GID 
provided by the NFS client

UIDs/GIDs



Enforce user identity

UIDs/GIDs

Amazon EFS 

file share

Access point overrides UID/GID 
provided by the NFS client

Group “friends”

User “alice”



Enforce user identity

UIDs/GIDs

Amazon EFS 

file share

$ mount -t efs -o tls,accesspoint=fsap-03497eb29c1d115b9 fs-8e5ed6f6:/ /efs-accesspoint/

$ ls -ld /efs-accesspoint/
drwxrwxr-x 2 root friends 6144 Oct  4 09:32 /efs-accesspoint/

$ id
uid=5001(bob) gid=5000(friends) 
$ echo "Hello Alice" > /efs-accesspoint/alices-file

$ ls -l /efs-accesspoint/alices-file
-rw-r--r-- 1 alice friends 12 Oct  4 11:58 /efs-accesspoint/alices-file

Access point overrides UID/GID 
provided by the NFS client



Group “friends”

User “alice”

Enforce root directory

UIDs/GIDs

Amazon EFS 

file share

NFS client uses the root 
directory configured on the 
access point instead of the 
file system's root directory



Applications see only the data they need

UIDs/GIDs

Amazon EFS 

file share

$ mount -t efs -o tls,accesspoint=fsap-01c8e21ac04ab544b fs-8e5ed6f6:/ /efs-accesspoint/

$ ls -ld /efs/alices-directory/
drwxrwxr-x 2 alice friends 6144 Oct  4 13:00 /efs/alices-directory/

$ id
uid=5001(bob) gid=5000(friends) 
$ echo "Hello Alice" > /efs-accesspoint/alices-file

$ ls -l /efs-accesspoint/alices-file
-rw-r--r-- 1 alice friends 12 Oct  4 13:04 /efs-accesspoint/alices-file

$ ls -l /efs/alices-directory/alices-file
-rw-r--r-- 1 alice friends 12 Oct  4 13:04 /efs/alices-directory/alices-file

NFS client uses the root 
directory configured on the 
access point instead of the 
file system's root directory



Amazon EFS

Control network access



Mount target is ENI



Controlling network access with 
security groups

192.168.0.100

Amazon EFS

sg-1234

Security group sg-5678

ALLOW 192.168.0.100 Port 2049

ALLOW sg-1234 Port 2049



Amazon EFS

Encrypt data 



Orchestrates

NFS connection

TLS v1.2 tunnel

Encryption in transit

Amazon EFS 

file share

sudo mount -t efs  -o tls fs-12345678:/   /mnt/efs



Example: Unencrypted write (echo "aaa" > /efs/myfile)



Example: Encrypted with TLS (echo "aaa" > /efs/myfile)



Encryption at rest

AES-256
written

read transparently
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IAM in a nutshell



"Statement":[
{ 

"Effect":”Allow/Deny",
"Principal":"arn",
"Action":"elasticfilesystem:CreateTags", 
"Resource":"arn",
"Condition":{

"condition":{"key":"value" }
}

},
{…}

]

Effect

Principal 

Action 

Resource 

Condition



Deny

Yes

Allow

Yes

No Explicit

Allow?

Explicit

Deny?

No
Deny

Implicit

Deny

Policy evaluation logic

By default, all requests are denied



User

Group

Identity-based 

policy

User

User

Group

Identity-based 

policy

Identity-based 

policy
Permissions

boundaries Power 

user

EC2

EFS

Resource-based 

policy

Role

assume

Identity-based 

permission 

policy

Trust 

policy

Role
Trust 

policy

switch



Identity-based Resource-based

Users / groups Roles Resources

Effect

Principal

Action 

Resource 

Condition

Effect

Principal

Action 

Resource 

Condition



The resulting permissions are the 
total permissions of the two types

Account

✓ ✓ ✓ ✓ ✓

Identity-based

Resource-based



Amazon EFS

Control API access



Amazon EFS

Predefined policies

• DescribeFileSystems

• DescribeMountTargets

• DescribeTags

ReadOnly

• CreateFileSystem

• UpdateFileSystem

• DeleteFileSystem

Full



Amazon EFS

"Statement": [

{

"Effect": "Allow",

"Action": [

"elasticfilesystem:CreateFileSystem",

"elasticfilesystem:CreateMountTarget",

],

"Resource": "arn:aws:elasticfilesystem:us-west-2:12345:file-system/file-system-ID"

},

{

"Effect": "Allow",

"Action": [

"ec2:DescribeSubnets",

"ec2:CreateNetworkInterface",

"ec2:DescribeNetworkInterfaces"

],

"Resource": "*"

}

]

Customer managed policies



Amazon EFS

Control client access



“Statement” : {

“Effect” : “allow”,

“Principal” : “*”,

“Action” : [

“elasticfilesystem:ClientMount”,

“elasticfilesystem:ClientWrite”

]

}

Restricting access with resource-based policy

Amazon EFS



File system policy options



Anonymous

Anonymous access

Amazon EFS

“Effect” : “allow”,

“Action” : “elasticfilesystem:ClientMount”,

“Principal” : “*”



Grant permissions to an individual IAM role

“Effect” : “allow”,

“Action” : [ “elasticfilesystem:ClientMount”,

“elasticfilesystem:ClientWrite” ],

“Principal” : { “AWS”: “semitrust” }

“Effect” : “allow”,

“Action” : [“elasticfilesystem:ClientMount”,

“elasticfilesystem:ClientWrite”,

“elasticfilesystem:ClientRootAccess ],

“Principal” : { “AWS”: “fulltrust” }

Amazon EFS

Amazon EFS

* Identity-based policies can override these default permissions

Role

Role



Restrict access with a specific access point

Amazon EFS

“Effect” : “allow”,

“Action” : “elasticfilesystem:ClientMount”,

“Principal” : “*”

“Condition” : { 

"StringEquals": {

"elasticfilesystem :AccessPointArn" : 

"arn:aws:elasticfilesystem:us-east-2:

1234:access-point/fsap-0204ce67"

}



Restricting access with identity-based policy

Amazon EFS

“Statement” : {

“Effect” : “allow”,

“Action” : “elasticfilesystem:Client*”,

"Resource": ” arn:aws:elasticfilesystem:us-east-2:123:file-system/fs-d1188b58"  

}

Role

sudo mount -t efs -o iam,tls fs-d1188b58 /efs



Reinforce encryption

“Effect” : “deny”,

“Action” : “elasticfilesystem:Client*”,

“Principal” : “*”,

“Condition” : { 

“Bool”: {“aws:SecureTransport”, “true”}

}
Amazon EFS

"Effect": "Allow",

"Action": "elasticfilesystem:CreateFileSystem",

"Resource": "*"

"Condition": {

"Bool": {

"elasticfilesystem:Encrypted": "true"

}

}

Amazon EFS

sudo mount -t efs -o tls fs-d1188b58 /efs
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Compliance



Compliance

HIPAA | GDPR | PCI-DSS | SOC | ISO | IRAP | FedRAMP | C5

✓ ✓ ✓ ✓ ✓ ✓

OSPAR | ENS High | DoD CC SRG | HITRUST CSF | MTCS | K-ISMS

✓ ✓

✓ ✓ ✓ ✓✓ ✓
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Summary



Amazon EFS

Control file and
directory access

Control 
network access

Encrypt data 

Control 
client access Control 

API access

Enforce user identity

and root directory



• Use access points, even if single app per file system

• Always control network access with security groups

• Always enable encryption in transit end 

encryption at rest

• Use IAM restricting access to in-cloud resources

Key takeaways



Amazon EFS sessions

What’s new with Amazon EFS

Optimizing Amazon EFS for cost and performance, using best practices

Deep dive on Amazon EFS

Modernize your applications with AWS Lambda and Amazon EFS

Modernize your applications with containers using Amazon EFS

Security best practices with Amazon EFS

Reduce TCO for your Linux file-based applications

Amazon EFS performance best practices for Linux workloads

STG213

STG311

STG307

STG310

STG312

STG306

STG313

STG314



Thank you!
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