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Amazon Detective benefits

Quickly analyze, investigate, and identify root cause of security issues
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Detective usage flow
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Security behavior graph

U

Finding

UserAgent

Finding



Supported entity profiles

0 A & A B

Finding AWS user AWS role Federated Role session
user
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Use cases and personas

Alert Finding / alert triage
analyst Accelerate triage and avoid unnecessary escalations

Incident Incident investigation

Improve context and surface correlated behavior

2

responder

Threat verification
Simplify data collection, aggregation, and pivoting
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IAM entity analysis

Common questions

- What roles did this user assume?

- What users assumed this role?

- What did User X do while using Role Y?

- Was there anything unusual about User X's use of Role Y?



IAM entity analysis

"userIdentity": {
"type": "IAMUser",

"principalId": "AIDAVA7AS5SDPGOJHKCNFJ",

"arn": "arn:aws:iam::345679696094:user/marymajor",

"accountId": "345679696094",
"accessKeyId": "AKIAVAT7AS5SDPKDQZ7V6P",
"userName": "marymajor"

}s
"eventTime": "2020-09-30T14:35:292",

"eventSource": "sts.amazonaws.com",
"eventName": "AssumeRole",

"awsRegion": "us-east-1",

... record content...

"assumedRoleUser": {

"assumedRoleId": "AROAWFTX4ACSETXX4INS5R:marymajor",

"arn": "arn:aws:sts::424379416740:assumed-role/SecurityAdmin/marymajor"




IAM entity analysis
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Role session

sessionID = CloudTrail.responseElements.assumedRoleuUser.assumedRoleId

Assumed

>

AWS user AWS role

principalID = CloudTrail.userIdentity.Principalld
name = CloudTrail.userIdentity.username
userType = CloudTrail.userIdentity.type

principalID =
CloudTrail.responseElements.assumedRoleUser.assume
droleId[0:21]

Name =
CloudTrail.requestParameters.roleArn.split(‘/’)[1]



IAM entity analysis

aWs  services ¥ £\ johnstiles @ 3456-7969-6094 ¥  Oregon ¥  Support ¥

Detective X Detective Search

Search

Search for a finding or entity. All searches are case sensitive.

¥ Settings

Role session ¥ Q. marymajor X Reset

Account management

General @® Enter the ID, ARN, session name, assumed role ID or assumed role name of the role session.
Preferences (Examples from your data: AROAVA7A5SDPC6IOTZL7C:1601307234... AROAVAZA5S5DPC6IOTZL7C:1601307270... AROAVA7A5S5DPC6IOTZL7C:1601307835... )
Usage
1
What's new

Type Session name A Assumed role AWS account
Getting started

Role session marymajor SecurityAdmin 424379416740 (DE3)




IAM entity analysis

aw§ Services ¥ 4 johnstiles @ 3456-7969-6094 ¥  Oregon ¥  Support ¥

Detective X Detective Search AwsUser/AIDAVA7A5SDPGOJHKCNFJ v

marymajor Info

Search AW ser 09/29/2020, 18:00 UTC > 10/06/2020, 19:00 UTC

v Settings Assumed roles info

Account management This AWS user has assumed the following AWS roles. The list is not limited to the scope time.

General Q

Preferences

Usage Role name v AWS account ¥ First assumed Vv Last assumed V¥
P SecurityAdmin 424379416740 (DE3) 09/28/2020, 17:00 UTC 09/30/2020, 14:00 UTC

What's new

Getting started . .
Sessions involved info

This user was involved in these role sessions during the scope time.

Q

Session name Assumed role AWS account First observed Last observed v

marymajor SecurityAdmin 424379416740 (DE3) 09/30/2020, 13:00 UTC 09/30/2020, 14:00 UTC




IP address resource interaction

Common questions
- Has this IP address ever communicated with any of my infrastructure?

When?
How much?

- What ports did the IP address communicate with?
- Has there been any AWS CloudTrail activity from this IP address?

Which IAM users or roles?
When?

« Which EC2 instances have | seen use this IP address?



IP address resource interaction
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IP address

Connected to

Inbound
Port A

Port B
Outbound

Port C

Port D

182 MB
800 KB

/75 MB
2.4 MB

EC2 instance



IP address resource interaction

awg Services V¥ Q johnstiles @ 3456-7969-6094 ¥ Oregon ¥ Support ¥
D i X ®
etective Detective Search IpAddress/172.31.1.187
Scope time info
SearCh 1 72031 I1 1187 Info
IP address 10/03/2020, 19:00 UTC 10/06/2020, 20:00 UTC
¥ Settings

Account management
Resource interaction info

General
This IP address interacted with the following AWS roles, users, and accounts during the scope time.
Preferences
Q
Usage
Name Type AWS account First observed Last observed v
What's new

No results to display
Getting started

EC2 instances communicating with IP address info

EC2 instance First observed Last observed Inbound traffic v Outbound traffic

i-08cc704983d26e1b4 09/29/2020, 14:00 UTC 10/03/2020, 19:00 UTC 2.18 MB 24 MB




IP address resource interaction

Detective Search Ec2instancefi-08cc704983d26e1b4 Overview ¥
{:}'—J i-08cc704983d26e1b4d Info ) .
ECZ Instance 10/06/2020, 23:00 UTC 10/08/2020, 00:00 UTC [

‘ Linear ‘ Log |

Inbound traffic
Scope: 10/06, 23:00 - 10/08, 00:00

B00 ME
450 ME S e e S S S S S S S SS— — — —— — — — — —— —— .| | | ||—|
- I O ——
|
Outbound traffic
Scope: 10/06, 23:00 - 10/08, 00:00
31GB

2 GB —-_—— ... I | :

L
Showing activity: 10/06/2020, 23:00 UTC - 10/08/2020, 00:00 UTC © Overall traffic
Q 1 2 3 4 &5 6 7 .. 102 >»
IP address v Local port v Remote port v Inbound traffic v Outbound traffic v Protocol v Directionality v Accept [ Reject <
172.31.2.34 - 11211 1.5 GB 2.38GB TCP Outbound Accept
169.254.169.232 - 53 863 MB 571 MB UDE Unknown Accept

172.31.1.195 80 - 585 MB 6.53 GB TCP Inbound Accept



[Case 7486114711] New correspondence added

Amazon Web Services <no-reply-aws@amazon.com>

Manage Add-ins...
A new correspondence was added to case 7486114711
To view this correspondence, please visit the AWS Support Center using the following URL:

https://console.aws.amazon.com/support/home?#/case/?caseld=7486114711&displayId=7486114711&language=en

(If you will connect by federation, log in before following the link.]
*Please note: this e-mail was sent from an address that cannot accept incoming e-mail. Please use the link above if you need to contact us again about this same issue.
Amazon Web Services, Inc. is an affiliate of Amazon.com, Inc.

Some of the content and links in this email may have been generated by an Amazon customer. Amazon is not responsible for the contents or links within.
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Amazon Detective

- Allows multi-account enablement with no data sources to configure

- Decreases complexity and increases efficiency of your
AWS security investigations

- Is graph-based with purpose-built model

- Enables multiple personas on your security team to look back
up to 1 year

- Records analytic baselines for common types of activity



Amazon Detective

- How Amazon Detective uses finding time to initiate scope

- Surfaces specific details to help evaluate resources

- Enables contextual evaluation of resource activity to investigate
- Provides easy pivots across profiles to iteratively evaluate scope

Visit https://aws.amazon.com/detective



Thank you!
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Please complete
the session survey

re' |INvent



