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• LoRa and LoRaWAN concepts

• Bringing LoRaWAN connectivity to AWS IoT Core

• Setting up gateways and devices

• AWS IoT Core for LoRaWAN® components and data flow 

• Demo

• Customers
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LäRaWANö iè a maçk êèed êãdeç liceãèe fçäm éhe LäRa Alliaãceö
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LoRa and LoRaWAN



LoRa technology offers an efficient, 
flexible, and economical solution to 
real-world problems in rural and 
indoor use cases, where cellular and 
Wi-Fi/BLE-based networks are 
ineffective

Cellular LPWA

(NB-IoT, LTE-M, CAT-1)

LoRa

WiFi

BLE

Mobile Broadband

Why LoRa?



LoRaWAN components

AES 128: NwKSkey

AES 128: AppSKey

AES 128: AppKeyAES 128: AppKey
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LoRaWAN meets 
AWS IoT Core



How does it fit with AWS IoT?

AWS IoT Core 
for LoRaWAN AWS IoT 

CoreLoRa

HTTPS

LNS 
over 
WSS

AWS IoT Core for LoRaWAN enables enterprises to set up a private LoRaWAN network 
by connecting their own gateways and devices to the AWS cloud, without the need to 
develop or operate a LoRaWAN Network Server (LNS) themselves

AWS 
solution

Devices

Gateway



Gateways

Software Requirement: 
LoRa Basic Station 2.0.4+ (open source version distributed by Semtech)

Support for CUPS:
Enables connection to AWS IoT Core for LoRaWAN endpoint

Security:
TLS v1.2 mutual authentication with x.509 certificates

Data Plane:
Websockets (LNS protocol)

Control and Management Plane:
HTTPS

Find AWS IoT Core for LoRaWAN Qualified SKUs in the AWS Partner Device Catalog 
https://devices.amazonaws.com/

Gateway final stateSoftware stack

Unique 
digital 

identity

AWS IoT 
thing 

registry

https://devices.amazonaws.com/


Gateways – Setup

aws iotwireless --endpoint-êçá=Ĉhttps://api.iotwireless.us-east-1.amazonaws.comĉ 
create-wireless-gateway 
--ãÖâÚ=ĈÜÖéÚìÖî_ØáÞ_ÚíÖâåáÚĉ 
--lo-ra-ìÖã ą{ĈGÖéÚìÖîEêÞĉ: ĈÖ12345ÛÛÛ7Ø×Ö9Ö6",ĈRÛRÚÜÞäãĉ: ĈUS915"}Ć

https://api.iotwireless.us-east-1.amazonaws.com/


Devices

LoRaWAN 
Certified Products 

Enables you to 
select from a large 
array of certified 

products

Support for LoRa 
Specification 1.0.x 

and 1.1

Both OTAA and 
ABP Devices

Unique 
digital 

identity

AWS IoT 
thing 

registry

Device final stateProvisioningLoRa Alliance



Devices – Setup

aws iotwireless --endpoint-êçá=Ĉhttps://api.iotwireless.us-east-1.amazonaws.comĉ 
create-wireless-device 
--éîåÚ=ĈLäRÖĉ
--ãÖâÚ=ĈÙÚëÞØÚ_ØáÞ_ÚíÖâåáÚĉ 
--destination-ãÖâÚ=ĈéÚèé_ÙÚèéÞãÖéÞäãĉ 
--lo-ra-ìÖã ą{ĈDÚëEêÞĉ: Ĉ01234567891234A6",

ĈDÚëÞØÚPçäÛÞáÚIÙĉ: Ĉ…",
ĈSÚçëÞØÚPçäÛÞáÚIÙĉ: Ĉ…",
ĈOéÖÖV1_0_íĉ: {

ĈAååKÚîĉ : Ĉ27Ö×ØÙÚÛ123Ú11Ö123ØÙ4Ö×123Ö×123×ĉ,
ĈAååEêÞĉ : Ĉ27Ö×ØÙÚÛ123Ú11Ö4ĉ 

}
}Ć

https://api.iotwireless.us-east-1.amazonaws.com/


Under the surface - Components

CUPS LNS Join Server

Gateway Management Connectivity Management Device/Session Management

HTTPS

LNS over WSS

HTTPS

AWS IoT Core

Join 
request

AWS IoT Core for LoRaWAN

Gateway
(running BasicStation)



Data flow - Uplink

AWS Lambda 
(Decoder)

Device Gateway
(running 

BasicStation)

AWS IoT Core

AWS IoT rule 
(Encoded)

AWS IoT rule
(Decoded)

AWS IoT Core

Amazon S3 

LNS 
over 
WSS

Amazon SQS
(or any other rules 
engine destination)

Base64 encoded binary payload

Clear-text payload

LoRa



Network components management

Gateway 
lifecycle 

management

Device 
lifecycle 

management
Monitoring

Remote firmware 
update

Remote configuration 
update

Send application 
messages to end-devices

Connection Status

Gateway Stats

Device traffic 
attributes
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Customers



Allow quick service 
restaurants to maintain 
compliance with food 
safety regulations of 
perishables

Use AWS IoT Core for 
LoRaWAN to connect 
temperature and 
humidity sensors in 
restaurant refrigeration 
and freezer units

Ensure safety of 
food for customers 
while reducing risk of 
food perishing

Food safety monitoring 
and compliance



Allow property owners to 
offer smart home for 
tenants and increase 
building security and 
efficiency

Use AWS IoT Core for 
LoRaWAN to connect 
smart thermostats and 
door locks without 
managing an LNS 
server

Safer buildings for 
tenants and lower 
utility costs for 
owners

Remote temperature and 
security control
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• Get started using AWS IoT Core for LoRaWAN today at 
https://console.aws.amazon.com/iotwireless

• Find AWS IoT Core for LoRaWAN qualified SKUs in the 
AWS Partner Device Catalog: 
https://devices.amazonaws.com/search?sv=iotclorawan

• Deploy LoRaWAN-based solutions using AWS at 
https://github.com/aws-samples

Summary

https://console.aws.amazon.com/iotwireless
https://devices.amazonaws.com/search?sv=iotclorawan
https://github.com/aws-samples


Thank you!
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