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Session level




What are we going to cover?

- VPC sharing replay
« Shared VPC architectures and network segmentation
* DNS in shared VPCs

- Guardrails and service control policies (SCPs)

« Shared VPC size considerations
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How does
VPC sharing work?
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Without VPC sharing
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With VPC sharing

. AWS Organization
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Previous shared VPC content

Cost optimization and other benefits of VPC sharing - amzn.to/31U1rX0O

Cost-effective multi-account microservice architecture - amzn.to/31TvFdz

Atlassian discusses migration to VPC sharing - youtu.be/S9NMA3ACZDM

Amazon Managed Blockchain in shared VPC - amzn.to/2SErMnE


https://aws.amazon.com/blogs/networking-and-content-delivery/vpc-sharing-a-new-approach-to-multiple-accounts-and-vpc-management/
https://aws.amazon.com/blogs/architecture/using-vpc-sharing-for-a-cost-effective-multi-account-microservice-architecture/
https://www.youtube.com/watch%3Fv=S9NMA3ACZDM&feature=youtu.be
https://amzn.to/2SErMnE

Shared VPC architectures
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Shared subnet per VPC participant

! AWS Organization
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Shared subnet across multiple VPC participants

2

Account A (VPC owner) S  Account B (VPC participant) S5 Account C (VPC participant) S5 Account D (VPC participant)
Shared VPC @
Internet
Il Public subnet ~ 9ateway R
(infrastructure) 4
NAT gateway

Private subnet @@@
(infrastructure)

VPC endpoints

Private subnet (shared with B, C) . ey . .

Instance Instance EKS AWS Fargate
Private subnet (shared with B, C)
8.7
e A
Amazon RDS AWS Lambda

@l Private subnet (shared with B, C, D) = |
&) @

Virtual private
gateway

Amazon Redshift Amazon
WorkSpaces




Subnets best practices
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Monitor Density
Alarm when subnets Larger subnets
get critically low on reduce IP wastage

free IPs
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Blast radius

Dedicated subnets
reduce radius to a
single VPC participant

<

Isolation

Network ACLs could
be used to isolate
VPC participants



Network segmentation
in shared VPC
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Network segmentation with NACLs
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Network segmentation with network appliances

Networking or Shared Services Account (VPC owner)
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Guardrails
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Guardrails in shared VPCs

Guardrails are detective and preventative controls for ongoing
governance of your AWS environment

* Preventative — disable ability to deploy services
such as AWS Client VPN and VPC endpoint
services (AWS PrivateLink) for VPC participants.

» Detective — enable VPC flow logs in the VPC
owner account




Service control policies

SCPs define the maximum available permissions for IAM identities in your AWS account(s);
limit unintended access to network related functions by VPC participants

. AWS Organization

2| vpc participant Organization Unit (OU)

Account A (VPC owner) El DenyCreateVPC El DenyResourceAccessManager
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DNS in shared VPCs
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DNS in shared VPCs

Simple

Consistent DNS
view for every
VPC participant

EER

oo

I |

Centralized

VPC owner configures
DHCP and Route 53
Resolver

/7
N
Scalable

Every VPC
participant inherits
configuration

VPC participants can
create their own
hosted zones



Route 53 Resolver

aoa

Account A (VPC owner)

E Account B (VPC participant)

Account C (VPC participant)

Shared VPC
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Inbound endpoints
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route53resolver create-resolver-rule \
——creator-request-id 2020-01-01-01:11 \

——domain—-name on-prem. local \

——name my-rule \
——resolver—-endpoint-id rslvr-out—-d5e5920e37example \

——rule-type FORWARD \
——target-ips="1p=192.0.1.1"

cecol | \ Query: dc.on-prem.local/A
esotlver 4 e

Response: IN A 192.0.1.5 ™
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Shared VPC
size considerations

re' INvent



Sizing considerations

# Participant accounts
per VPC




Sizing considerations

# Participant accounts Up to 100 100-1,000 1,000+
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# of VPC subnets




Sizing considerations

API call pagination is required

# Participant accounts

ver VPC Up to 100

# of VPC subnets Up to 200
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Sizing considerations

# Participant accounts Up to 100 100-1,000 1,000+
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Same for peered VPCs
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Sizing considerations

# Participant accounts Up to 100 100-1,000 1,000+
per VPC

# of VPC subnets Up to 200 200—1 000 1 OOO+

# of ENIs Up to 5,000 5,000—70,000 70,000+
# of AWS Hyperplane : « | Up to 1,000 ENIs per
ENI<* Default service quota <hared VPC 1,000+

* AWS Hyperplane ENIs are used by NLB, Interface VPC endpoints, EFS,
NAT Gateways, Transit Gateways, Lambda in a VPC

** Each participant usage counts towards the quota; each resource in each
AZ consumes one Hyperplane ENI



Summary

&

VPC sharing

Allows for a VPC to be

shared by multiple
AWS accounts within
an AWS organization

@) @)
A

Users

Many AWS users have
deployed shared VPCs
in production at

large scale

Best practices

Use recommended
architectures and
guardrails

Scale

Scales with your cloud
needs and can be
combined with other
AWS networking services

\/

VPC sharing — a powerful tool for cloud scale networking



Thank you!

AWS

re. | ﬂve ﬂt © 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Please complete
the session survey
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