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Why infrastructure as code?

Testing AWS CloudFormation

Even more, better testing with AWS CDK

Talk pipeline



What is 

infrastructure as code? 



. . . 



Why infrastructure as code? 





https://en.wikipedia.org/wiki/Infrastructure_as_code

https://en.wikipedia.org/wiki/Infrastructure_as_code




Infrastructure is code

✓
Make infrastructure 

changes repeatable 

and predictable

✓
Release infrastructure 

changes using the same 

tools as code changes

✓
Replicate production in a 

staging environment to 

enable continuous testing



Speaking of code



We test it! 
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“Measure twice, cut once.”

Unknown
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Testing AWS CloudFormation



• Infrastructure as code (IaC)

• Provides a common language for you to 
describe and provision all the infrastructure 
resources in your cloud environment

• Build and rebuild your infrastructure and 
applications, without having to perform 
manual actions or write custom scripts

https://aws.amazon.com/cloudformation/

AWS CloudFormation

https://aws.amazon.com/cloudformation/


Where it all begins







The tool behind it: cfn-nag

gem install cfn_nag --user

• Patterns that indicate insecure 
infrastructure

• Bring your own rules

• Run against multiple templates

• github.com/stelligent/cfn_nag

https://github.com/stelligent/cfn_nag


• Code linter for AWS CloudFormation templates

• Can lint against different regions

• Can be configured directly within AWS CloudFormation templates

github.com/aws-cloudformation/cfn-python-lint

Command line linting with cfn-lint

pip3 install cfn-lint --user 

https://github.com/aws-cloudformation/cfn-python-lint


Lint twice, deploy once!



• Tests AWS CloudFormation templates by deploying them

• Uses cfn-lint out of the box for linting

• Deploys to multiple regions with different parameter sets

• Provides report generation and log collection

• Has the ability to build and package lambda functions

github.com/aws-quickstart/taskcat

Test at scale with TaskCat

pip3 install taskcat --user 

https://github.com/aws-quickstart/taskcat


TaskCat tests

• Regions

• Blacklisted AZs

• Parameter sets

• Tags



TaskCat test run
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Testing AWS Cloud 
Development Kit (AWS CDK)







Shorten the learning curve with AWS CDK

Brings cloud infrastructure to developers in ways they can understand
• Build cloud infrastructure with the languages they already know

• Use their existing tools and workflows

• Helpful abstractions that remove the need to learn the details

• Vibrant and fast-growing community of developers



• Snapshot tests

• Fine-grained assertions

• Validation tests

How do we do testing with AWS CDK?

npm install --save-dev jest @types/jest @aws-cdk/assert





Match my snapshot



How’s my snapshot?



How’s my snapshot?



Not matching a snapshot





I expect to have this  



And this



Then I fail my specific test



• Snapshot tests

• Fine-grained assertions

• Validation tests

How do we do testing with AWS CDK?

npm install --save-dev jest @types/jest @aws-cdk/assert





Treating infrastructure 

code the same as any other 

code is important!



Moving our code down the pipeline

Source Build Test Production

Committing our code to Git 



Moving our code down the pipeline

Source Build Test Production

Packaging, linting, syntax checking



Moving our code down the pipeline

Source Build Test Production

🔍



Moving our code down the pipeline

Source Build Test Production

✅



Moving our code down the pipeline

Source Build Test Production
✅



Build Test Promote

AWS CloudFormation: Infrastructure CI/CD

AWS Cloud

Region

Developers

Git push

Templates TaskCat

Source

Staging

Production
Testing
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• Spice up your toolkit with the right tools to help you write, debug, and 
test infrastructure code 

• Make your next infrastructure deploy be via CodePipeline

• Have fun writing good and secure infrastructure code 

Homework



And remember . . . 
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“Measure twice, cut once.
Test twice, deploy once.”

Unknown



Thank you!
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