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Consumers increasingly demand high-quality
home broadband services

60 Consumers that will switch service providers in next
9 12 months for a more reliable broadband service

31%

-

Resilient and reliable
broadband service

Personalized quality
of experience

Households with children that are finding it difficult to work
from home as a result of inconsistent broadband service

=
o
Better customer
support and self-service

Source: EY, Ovum




Broadband service providers want to
transform the way CPEs are managed
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Customer premises Existing
equipment (CPE) : ) controllers
o Agile delivery methodology
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Real-time insights for Drive operational Faster to market New services and
improved QoE efficiency new products business models
Create a parallel data path Use Al / ML to predict Deliver products and Enabling CPEs as a platform
into the cloud to gather failures, augment call center services faster with for value-add services
real-time customer and support, and offer self-service continuous innovation and features
operational insight




Broadband Forum released USP standard
to deliver on evolving customer needs

CPE ACS

SPs see need for lifecycle management,
monitoring, and provisioning for
gateway routers; CWMP (TR-069) is born

TR-069 expands

to manage more
interfaces and more
devices, such as STB,
VolP, and Wi-Fi

Y [

USP 1.1 released with Device:2.13 -
valuable for consumer electronics as well
as SPs for analytics, customer self-service,
onboarding, real-time loT control,
managed Wi-Fi, and more

Explosion of new technologies and challenges for
both networking and consumer electronics: 10T,
Wi-Fi / mesh, handling over-the-top and third-party
services, and desire for end-user control; USP
created in 2018

S

Source: Broadband Forum

User service platform (USP)
is a standardized protocol for
managing, monitoring,
upgrading, and controlling
connected devices

USP offers real-time data
ingestion, multi-controller
support, containerized
applications with standard APIs,
and data model extensions



AWS services for CPE management

AWS loT Sitewise
AWS loT Analytics

AWS loT Events

AWS loT Things Graph

AWS loT Core

AWS loT Device Management

AWS loT Device Defender
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Analytics
services
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Connectivity Intelligence
and control and outcomes
services

Device
software

AWS
Lambda

AWS AppSync

Amazon API
Gateway

Amazon SNS

Amazon
DynamoDB

FreeRTOS
AWS loT Device SDK
AWS loT Greengrass

AWS loT Device Tester



Proposed architecture for CPE management

Transitions (legacy to modern cloud-based)
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Firmware Device
upgrades management
On
premises
or cloud

TR-069
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CWMP
agent
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agent

AWS loT Device
Management
job services

AWS loT Device
Management
fleet indexing service

AWS loT Events
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Smart firmware Smart device Heartbeat Many other
upgrades management application applications

Predictive hardware
diagnostics

Customer churn analysis
CSR integration

... and more

Applications layer (above platform services)

Amazon
SageMaker

Amazon Elastic

Machine learning

Inference

Data lake
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AWS loT
Analytics

Amazon
QuickSight

Analytics and
visualizations

Unified data model

Auto-configuration server (ACS)

AWS loT Core

REST and
> real-time APIs

Call center
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British Telecom
leveraging AWS services
to manage CPE devices
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Introduction to British Telecom

telecommunications and networks
company, providing global
communications services and solutions

to customers in 180 countries 28M 1M+
B2C B2B

RELATIONSHIPS RELATIONSHIPS

Within the UK, we provide broadband,
TV, mobile, and fixed voice solutions to
customers across consumer, business,
and the public sector




Broadband services are critical for customers

Broadband is an essential service for people and businesses who
increasingly rely on the internet for a wide range of online activities

This is creating high expectations for internet service providers to
innovate faster and offer improved quality of experience
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More than just More control Personalized Faster
a data pipe on services experience innovation




Evolution of CPE management protocols

CWMP % > TR-181 ) - USP
TR-069

2004 2010 2018




BT CPE management today

Customer

agents

Web portals
HTTPS

Provisioning
systems

069

Data model

Proxy
element

Network

Mobile apps



USP creates open platform for value services @

Unlike TR-069, USP supports multiple

‘ controllers, enabling all users to co-exist
in an open ecosystem

USP extends the support to multiple
Message Transport Protocols (MTPs),
including MQTT, Websockets, STOMP,
and CoAP

‘ Always-on persistent connection with

CPE devices reduces handshakes and
collects real-time data insights

Common data model allows both

TR-069 and USP to co-exist perfectly in
one deployment, making the migration
of CPEs to new standard with zero impact

Traditional Provisioning

Others

ACS systems

Multiple
MTPs

CPE device

Device 2: Data model

Proxy
element



AWS services fit perfectly to BT’s vision
for the future of broadband services

AWS loT Core for data Cloud-first approach
ingestion over MQTT leveraging a broad set
and rules engine of AWS services

Multi-layer security
and trust




We got started with a proof of concept (PoC)

With a plan to achieve a clear set of objectives in less than 1 week:

1. Prove technical and business viability for USP CPE management

2. Well-architected design ready to scale

3. Working e2e system built quickly leveraging AWS services



Managing CPE devices with AWS: PoC architecture

aws  AWS Cloud - USP controller

AWS loT topic
—>
USP data model Connect mTLS 7 L
MQTT configuration —  AWS Lambda ,
AWS| 10T rule —
Publish ’ ) .
USP agent B e AWS |oT topic S ?‘
= AWS|loT rule
AWS loT
‘ Subscribe Amazon DynamoDB Events
. CPE
USP { L&j | dashboard
subscription on ,‘ brgadband S publish l
L — %
a 5-second Receive/execute L AWS AppSync
interval
command AWS 10T topic T

AWS Lambda
Command control

Changes in encoder
data model




What's next on the BT and AWS journey?

« Build on PoC - no road blockers, but areas to improve
and work together on

= |ngesting and parsing protobuf data
= Review architecture to scale to millions of devices

- Exciting new solutions
= Leveraging data to improve insights both during development pipeline and in the field
= Smarter rollouts — using data to drive prioritization of firmware rollout

= Application management
= Data-driven workflows — action via USP on data collected and analyzed



Demo - Managing
USP CPEs using
AWS loT and serverless
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Evolving the CPE management architecture

- Automated onboarding process for USP CPE devices with AWS
- OTA updates using AWS loT Device Management (loT jobs)
- Evolve data ingestion flows

« Analytics and visualizations for proactive service management and
outage prevention

- End-user control APIs
- Early notifications — highlight and fix issues before customers report them
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AWS loT Device AWS loT Events Amazon Elasticsearch Amazon Timestream Amazon Kinesis Amazon API Gateway
Management Service (Amazon ES)



Summary and call to action

- Broadband service providers are faced with ever-increasing
demand to improve customer experience and reduce
operational costs

« AWS provides building blocks to easily manage CPE devices
and leverage data to create service differentiation

« Service providers can leverage AWS loT capabilities to
innovate with existing TR-069 and new USP CPE devices

- How to get started \

— Broadband Forum USP Specifications
https://usp.technology/specification/

— USP agent https://qgithub.com/BroadbandForum/obuspa @
— AWS loT https://aws.amazon.com/iot/



https://usp.technology/specification/
https://github.com/BroadbandForum/obuspa
https://aws.amazon.com/iot/

Thank you!

Dr. Usman Javaid Alina Dima
ujavaid@amazon.com dimaalin@amazon.de
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Please complete
the session survey
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