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AWS Firewall Manager: An introduction

Current challenges

Deep dive: Audit Amazon VPC security groups using Firewall Manager

Demo

Getting started

Agenda



Service overview

AWS Firewall Manager is a security management service to centrally configure 
and manage your firewall policies across your accounts and applications in 
your organization

Central security teams 
and multiple accounts

Scale firewall rules 
organization wide



Firewall Manager supports AWS WAF, AWS 
Shield Advanced, and VPC security groups
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Challenge: Monitoring for over-permissive VPC 
security groups

Distributed ownership 
of security groups

Constant changes to 
resources and security 

group rules

Central visibility into 
violations and non-
compliant events



Audit VPC security groups using Firewall 
Manager



Firewall Manager prerequisites

Enable AWS 
Organizations full 

feature

Enable AWS 
Config on all 

accounts

Designate 
Firewall Manager 

administrator



Demo setup
Amazon VPC

Amazon VPC

Amazon VPC



Demo : Firewall Manager basics



Demo #1

Use case

• Audit security groups rules with overly permissive CIDR ranges

• Detect violating security groups across your organization

• Remediate violating rules





Demo #2

Use case

• Audit for high-risk applications such as RDP and SSH open to the 
internet

• Identify accounts and security groups that expose these 
applications

• Remediate security group rules





• Challenges with monitoring overpermissive security group rules

• Enable quick-start audit rules to monitor VPC security groups 

• Analyze violations with central dashboard

• Remediate non-compliant events across your organization

What have we learned so far?



Getting started

Visit aws.amazon.com/firewall-manager

• AWS solution - AWS Centralized WAF and VPC security group 
management

• Reference solution to automate the setup for Firewall Manager 
service

• AWS managed rules to audit VPC security groups



Thank you!
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