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WhatĆs a vulnerability and why should you care?

What do container image scanners do?

How can you automate scanning for Kubernetes apps?

Vulnerability scanning









Example: CVE-2017-8807

NVD reports this in Varnish HTTP Cache versions 4.1.0–5.2.0



Example: CVE-2017-8807

Debian applied patch to version 5.0.0



Linux distribution

Linux packages

Application code

Language packages

Ubuntu, CentOS, RHEL, SUSE, 
Amazon Linux, Alpine, etc.

Package manager – apt, yum, 
apk, dpkg, etc.

Language package management 
npm, pip, dep, lock files, etc.

What packages are 
installed in this image? 

Do these package versions have 
known vulnerabilities? 

Container image
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Scanning in the image lifecycle

Build Deploy RunStore
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Scanning in the build



High-severity vulnerability fails the build
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Scanning in the registry





Result comparison

Trivy Clair
Critical 1 0

High 32 1

Medium 11 23

Low 88 19



Result comparison



CVSS V2 / V3



CVSS V2 / V3
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Scanning before 
deployment



Serverless admission webhooks for Kubernetes

AWS Cloud

kubectl
API Gateway

POST /check_image

Validating
admission webhook

Lambda
check-image()

ECR 
scan result
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Vulnerabilities in running 
Kubernetes workloads



Kubernetes resources

Pods

Deployments

StatefulSets

DaemonSets

K8s API

kubectl

K8s dashboard



Kubernetes resources

Pods

Deployments

StatefulSets

DaemonSets

K8s API

CIS benchmarks

Vulnerabilities

Pen testing

Config audits

kubectl

K8s dashboard



Kubernetes resources

Pods

Deployments

StatefulSets

DaemonSets

K8s API

Vulnerabilities

Config audit

CIS kube-bench

Kube-hunter

kubectl

K8s dashboard

CIS benchmarks

Vulnerabilities

Pen testing

Config audits

Starboard



Kubernetes resources
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Vulnerability information in your K8s dashboard



• Does it support your Linux distribution? 
• Does it support your programming language?
• How frequently is the database updated?
• Ease of use
• Performance 
• Integration with your workflow

How to pick a scanner



Trivy
https://github.com/aquasecurity/trivy

Admission control webhook
https://aws.amazon.com/blogs/containers/building-serverless-admission-
webhooks-for-kubernetes-with-aws-sam/

Starboard
https://operatorhub.io/operator/starboard-operator
https://artifacthub.io/packages/olm/community-operators/starboard-operator

Resources

https://github.com/aquasecurity/trivy
https://operatorhub.io/operator/starboard-operator
https://artifacthub.io/packages/olm/community-operators/starboard-operator


Thank you!
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