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Well-Architected contailners game

Win by collecting all % keys 1in.

&9 Cost optimization
O Security
Reliakility

©

# Performance eff 1clency

&

Operational excellence




Well-Architected contalners game

Stage 1 - Applying Well-Architected to containers
Stage 2 - Demo! Container and DevOps tools
Stage 3 - Domaln Group talks abkout thelr contalner journey

Final stage - Useful info to get started




Well-Architected contailners

die X

Optimize Amazon Elastic Container Service (Amazon ECS) and AWS Fargate

DevOps

/

Collect all ® keys to the pillars on centainers!
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Finance:

)

"Great work on your containers! &z

FETAN

1
Can we also reduce our AWS costs? 'y

DevOps
~

]




Cost optimization &R
Amazon ECS on Amazon Elastic Compute Cloud (Amazon EC2)
e Save 90% with Spot Instances

° Mix and match On-Demand and Spot Instances

Amazon ECS on AWS Fargate

* Pay for what you use

° Flexibkle pricing options on AWS Fargate

* Compute savings plans to save up to 66X




Cost Optimization with Purchase Models

Save up to 66% with Compute Savings Plans

Amazon ECS

AWS Fargate

Amazon EC2
Auto Scaling

Scale using Spot for short-lived,
fault-tolerant, stateless workloads

Scale using On-Demand for short-
lived, stateful workloads

Use Savings Plans for known /
steady-state workloads
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Amazon EC2
Auto Scaling group
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Cyber security.

1 i s w g =

There s vulnerakhilities out there,
. n

Can we secure our containers?

DevOps
~

No
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Container security: Amazon ECR image scanning

. . .

Amazon EventBridge Amazon Elastic Container
Registry (Amazon ECR)

©
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Developers

AWS CodeCommit AWS CodeBuild AWS CodeDeploy Amazon ECS

AWS CodePipeline



Amazon ECR image scanning: Dashboard

Amazon Container
Services

Amazon ECS

Clusters

Task definitions

Amazon EKS

Clusters

Amazon ECR
Repositories

Images
Permissions
Lifecycle Policy

Tags

Overview

M Critical
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Vulnerabilities

(’1
Name

CVE-2019-3462 [

CVE-2017-16997 [4

CVE-2020-10188 [4

CVE-2018-15686 [

CVE-2019-9517 [2

Package

apt:1.48

glibc:2.24-11+debSu3

inetutils:2:1.9.4-2

systemd:232-25+deb9ud

apache2:2.4.25-3+deb9u5

Severity ¥

CRITICAL

CRITICAL

CRITICAL

CRITICAL

Informational Undefined

94 1

Description

Incorrect sanitation of the 302 redirect field in HTTP transport method of apt versions 1.4.8 and earlier can lead to content injection by a MITM attacker,
potentially leading to remote code execution on the target machine.

elf/dl-load.c in the GNU C Library (aka glibc or libc6) 2.19 through 2.26 mishandles RPATH and RUNPATH containing $ORIGIN for a privileged (setuid or
AT_SECURE) program, which allows local users to gain privileges via a Trojan horse library in the current working directory, related to the fillin_rpath and
decompose_rpath functions. This is associated with misinterpretion of an empty RPATH/RUNPATH token as the "./* directory. NOTE: this configuration of
RPATH/RUNPATH for a privileged program is apparently very uncommon; most likely, no such program is shipped with any common Linux distribution.

utility.c in telnetd in netkit telnet through 0.17 allows remote attackers to execute arbitrary code via short writes or urgent data, because of a buffer
overflow involving the netclear and nextitem functions.

A vulnerability in unit_deserialize of systemd allows an attacker to supply arbitrary state across systemd re-execution via NotifyAccess. This can be used to
improperly influence systemd execution and possibly lead to root privilege escalation. Affected releases are systemd versions up to and including 239.

Some HTTP/2 implementations are vulnerable to unconstrained interal data buffering, potentially leading to a denial of service. The attacker opens the
HTTP/2 window so the peer can send without constraint; however, they leave the TCP window closed so the peer cannot actually write (many of) the bytes
on the wire. The attacker then sends a stream of requests for a large response object. Depending on how the servers queue the responses, this can
consume excess memory, CPU, or both.




Amazon ECR image scanning: Configuration

Create repository

Access and tags

Repository name

dkr.ecr.ap-southeast- wellarchitectedcontainers
2.amazonaws.com/

A namespace can be included with your repository name (e.g. namespace/repo-name).

Tag immutability

Enable tag immutability to prevent image tags from being overwritten by subsequent image pushes using the same tag. Disable tag
immutability to allow image tags to be overwritten.

(3 Disabled

Image scan settings

Scan on push

Enable scan on push to have each image automatically scanned after being pushed to a repository. If disabled, each image scan must be
manually started to get scan results.

@ Enabled




Marketing: Q

"We have an upcoming event. -
Can our containers handle the traffic?”

DevOps
’
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Reliability: Amazon ECS capacity providers
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IT manager:
"Can you check whether our
containers are performing?”

DevOps
~

>




Performance efficiency &

Amazen CloudWatch Contalner Insights

Analyze performance trends and automate workflows with:
* Detailed legs and metrics of your contalners and apps
° Automated alarms and scaling

* Lower risks for unexpected changes




Performance: Amazon CloudWatch

Container Insights

égﬁ

DevOps )
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Metrics

adws
p

AWS Cloud
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CloudWatch
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Amazon CloudWatch Container
Insights: Dashboard

CloudWatch: Container Insignts ~ Timerange 1h 2h 12h 1d 3d 1w ocustom (2h) ~ Actions ~ s

= 1

ECS Services argate-demo-t

Cloud'Warich has recently announced the open preview of Contamner Insights to monitor your EKS and Kubernet slusters sse provide feedback through this link. You can also send email directly to
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Stage 1 clear!

‘ég DevOps achieved 2B% cost optimization with contalners!
Container security went up b peints!
Container reliability went up 8 points!

g Container performance efficiency went up 10 points!

Collected 4 keys 1n Well-Architected containers!




Stage 2. Deme - Container and DevOps Tools
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Mitch Beaumont
Principal Solutions Architect
# Containers Specialist




Operational excellence: Frequent, small, and
reversible changes
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@ CodePipeline - AWS Develope X @ Welcome to the catsndogs.dol X | €) aws-arc210findex.html at maii X ‘ +

@& eu-central-1.console.aws.amazon.com/codesuite/codepipeline/pipelines/ARC210-Pipeline/view?region=eu-central-1

a\vgs Services ¥

Developer Tools X Developer Tools CodePipeline Pipelines ARC210-Pipeline
CodePipeline :
ARCZ‘I O_Pipeline ’ £ Notify v \ l Edit l \ Stop execution ’ ‘ Clone pipeline I
» Source » CodeCommit
p Artifacts » CodeArtifact © download-source succeeded
Pipeline execution ID: 444e3c¢72-8fe8-47fc-97¢1-37eac206e9¢1
» Build » CodeBuild
» Deploy « CodeDeploy -
Y ' SourceAction ®
v Pipeline » CodePipeline GitHub (Version 1) [2
Getting started ® Succeeded - 24 minutes ago
daea8953 [2
Pipelines
Pipeline daea8953 [2 SourceAction: Increasing service count to 6
History = 0
Settings
Disable transition
» Settings
» © deploy-infrastructure succeeded
Q Go to resource Pipeline execution ID: 444e3¢72-8fe8-47fc-97¢1-37eac206e9c1
] Feedback

Deploy ®
AWS CloudFormation (2

(©® Succeeded - 20 minutes ago
Details [2

daeaB953 [4 SourceAction: Increasing service count to 6

Disable transition

@build-container Succeeded
Pipeline execution ID: 444e3c¢72-8fe8-47fc-97¢1-37eac206e9¢1

Feedback English (US) »

© 2008 - 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved Privacy Policy Terms of Use



Gtage 3 Domain - Contalners 1n the real weorld
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Senior DevOps Englneer
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Domain




* Real estate media and technology services business

* Major part of the husiness 15 a real estate
listings portal

® Quite literally on the side of a bus
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. « + and the bus stop
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.« « and a tram




105 and Android apps have
more than 1 million users
each month

Up 20% from the same time
last year

Featured in the Australian TV
series "The Block”
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How can we 1mprove our meklile APl services?

€37 Cost optimization
ED Securility
Reliability

&

k& Performance efficiency

®

Operational excellence




Challenges




[~ Use of older third-generation Amazon ECZ instances

e%e Complex and 1nefficient AWS Aute Scaling

0ld and dated infrastructure as code setup that has

multiple dependencles on scaling

‘ég Poor cost optimizatieon
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. Contailners on AWS

=[] Utilize build-and-deploy pipeline

Lift and shift 3¢ transforn! of

Managed Scaling through Amazon ECS Capacity

Providers




Architecture
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After
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rule
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Amazon EC2 Auto
Scaling Group

ECS service

Amazon
ElastiCache

Amazon CloudWatch
Container Insights

Amazon
CloudWatch logs



Findings




Cost optimization &I

AUS Trusted Advisor to help with correctly s1zing

our i1nfrastructure

Used Gzip compression to kring down Elastic Load Balancer
costs

Validated our cost-savings using AWS Cost Explorer




Automate rollout of Immutakle AMIs with AWS Systems
B Manager Parameter Store

9= Securlty patches applied with latest ECS Optimized AMIs

Image scanning ¢on push to Amazon ECR




Reliability ©

Placement strategy - needs to he appropriate to

effectively use capacity provider

For us that was kinpack on CPU

e, Amazon ElastiCache cluster - Higher connection count from
gontailners caused strain on the ElastiCache cluster

Upgrading to the 5th Gen ElastiCache instances allowed us
to support the increase in connection count




Performance efficiency ®

~ Used Amazon CloudWatch Container Insights to track usage

and performance

=— Fine-tuned our ECS task definition to have appropriate

resource reservation

Used CloudWatch to provisien encugh infrastructure when

nheeded




Operational excellence§§

. Need to scale the cluster x2 capacity quickly
ECS Capacity Provider wasn't adequate to support this

@, Initial workaround - chatbot command to scale before
deploy

B Solution - configured AWS CloudFormation » Amazon SNS
O notification ) AWS Lambda




Outcome
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Stage 3 clear!

‘ég 25% Infrastructure cost cptimization!

(:J Automated AMI rollout - By faster patching - improved security!

. 0 Infrastructure 1r|¢:1{|+ent~_=.l‘m Reliabkility went up 20 points!

#2 Scaling time reduced by 230% Performance efficiency went up
1% points!

ﬁg}*ﬂperatianal excellence - Frequent and reliakle deployments allow

us to support organizaticnal priorities with 3x more efficiency

Collected 5 keys 1n Well-Architected containers!
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Future




Operational excellence #F

Use AWS Cloud Development Kit (AWS CDK) to
improve the build-and-deploy process

£ 2

Performance efficiency &

. Use AWS Gravitoni bth-generation ECZ 1nstances
with Amazon ECS




Cost optimization €

Eﬁa Further cost savings by having 20% of the
cluster use Amazon ECZ2 Spot Instances

Security
%N Bottlerocket AMI for the ECS cluster

Reliakility @
Apply this architecture to other workloads that

are also on older EC2




Final stage: Get hands on!
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Container resources

Sample code for this session and container resources

Get started with GitHub repository for the sample code in the demo and container
tutorials and blogs!

github.com/aws-samples/aws-reinvent2020-arc210-well-architected-containers



https://github.com/aws-samples/aws-reinvent2020-arc210-well-architected-containers

Architecture resources

AWS Well-Architected Framework

The official best practices for architecting in the AWS Cloud
aws.amazon.com/architecture/well-architected

AWS Well-Architected Labs

Hands-on labs to help you learn, measure, and build using architectural best practices
wellarchitectedlabs.com

AWS Architecture Center

Official AWS repository for all Architecture resources
aws.amazon.com/architecture

AWS Solutions Library

Vetted reference implementations and well-architected patterns
aws.amazon.com/solutions




Thank you!
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