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“What are the optimal 
patterns to ensure the 
right levels of security 
and availability for my 
systems and data?”



A conceptual security model and associated set of mechanisms
that focus on providing security controls around digital assets 
that do not solely or fundamentally depend on traditional 
network controls or network perimeters

Zero Trust
D E F I N E D



First dimension à Network
• Microperimeters? 
• Security above network?
• Gateways or proxies?
• More dynamic VPNs?
• Combinations?

Zooming in
K E Y  D I M E N S I O N S



Second dimension à Identity
• Humans?
• Machines?
• Software components?
• Combinations?

Zooming in
K E Y  D I M E N S I O N S



Zooming in
M O U N T I N G  T E N S I O N

Potential for confusion Opportunities to build
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Guiding principles 
for Zero Trust



Avoid a binary choice
G U I D I N G  P R I N C I P L E  # 1
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VPC

Security group

Optimally: 



Focus on use cases
G U I D I N G  P R I N C I P L E  # 2

Same:

Different:

Focus:

Avoid:



One size doesn’t fit all
G U I D I N G  P R I N C I P L E  # 3

Do:

Don’t:
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Examples of Zero Trust 
within AWS



Interacting with AWS Application 
Programming Interfaces (APIs)
Z E R O  T R U S T  W I T H I N  A W S

TLS

Use case 0 for Zero Trust?

every



AWS Services interacting with each other
Z E R O  T R U S T  W I T H I N  A W S

AWS Cloud

Auto scaling group

AWS CloudAWS Cloud

The 
ima
ge 
part 
with 
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AWS Identity 
and Access 
Management

Exact same identity-centric mechanism you use

Alarm AWS Auto Scaling



Adherence to AWS security standards
Z E R O  T R U S T  W I T H I N  A W S

The 
ima
ge 
part 
with 
relat
ions
hip 
ID 
rId2
3 
was 
not 
foun
d in 
the 
file.

AWS loT coreloT thing
Amazon FreeRTOS

AWS standards brought Zero Trust foundations 
to the Internet of Things (IoT) domain

AWS STS

Amazon DynamoDB
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How AWS can help 
you on your Zero Trust 
journey on AWS



Authorizing specific flows between components
Z E R O  T R U S T  O N  A W S

Goal:

surface area

unnecessary pathways

Consideration:



Authorizing specific flows between components
Z E R O  T R U S T  O N  A W S

AWS PrivateLink

VPC

Private subnet

AWS Cloud

EmpDir-ALB 
security group

EmpDir-Web 
security group

EmpDir-DB 
security group

EmpDir-Web 
security group

HelpDesk-ALB 
security group

HelpDesk-Web 
security group

HelpDesk-DB 
security group

AWS Cloud

VPCE-svc1
security group

AWS Cloud

AWS Cloud

MP-VPCE-svc
security groupX

X



Private subnet

Authorizing specific flows between components
Z E R O  T R U S T  O N  A W S

AWS Cloud

API backendAmazon API 
gateway endpoint

VPC

AWS Cloud

EmpDir-ALB 
security group

EmpDir-DB 
security group

EmpDir-Web 
security group

Amazon 
DynamoDB
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VPC endpoint

AWS Cloud

API backendAmazon API 
gateway endpoint

AWS Cloud

API backendAmazon API 
gateway endpoint

VPC endpoint

APIGW-VPCE
security group

X

HelpDesk-Web 
security group X



Enabling friction-free access to internal apps
Z E R O  T R U S T  O N  A W S

Goal:

available anywhere

Maintain (or improve)

Consideration:



Private subnet

Enabling friction-free access to internal apps
Z E R O  T R U S T  O N  A W S

VPC

Private subnet

AWS Cloud

PCoIP
gateway

Amazon 
WorkSpaces

Internet

Apps and dataPixels

Corporate 
directory

AWS Directory
Service

Radius

Auth / 
session
gateway



Public subnet

Enabling friction-free access to internal apps
Z E R O  T R U S T  O N  A W S

VPC

Private subnet

AWS Cloud

Internet 
gatewayInternet

Application load 
balancer with OIDC 
authentication enabled

AWS WAFAWS Shield

Corporate 
Identity 
Provider (IdP)

Authenticated onlySaaS-like experience Managed protections



Securing digital transformation projects
Z E R O  T R U S T  O N  A W S

Goal:

Support essential business and product innovation



“It’s still Day 1.”



Thank you!
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