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R E G I O N A L
E X P A N S I O N

First 5 years: 4 Regions

N. Virginia

N. California

Ireland

Singapore

Next 5 years: 7 Regions
São Paulo

AWS GovCloud (US-West)

Oregon
Tokyo

Frankfurt

Beijing

Sydney
2016–2020: 14 Regions

Montreal

Ohio

London

Mumbai

Seoul

Ningxia

Cape Town

Hong Kong

Sweden

AWS GovCloud (US-East)

Osaka

Milan

Bahrain

Paris

Jakarta

Coming soon: 9 Regions

Spain

Melbourne

Hyderabad

Zurich

Auckland

UAE

Israel

Calgary

AWS Global Infrastructure
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More than 275 

CloudFront PoPs and 

over 100 Direct Connect 

Locations

AWS Global Infrastructure
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AWS Region infrastructure
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AWS Region infrastructure
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Rapid innovation in custom hardware
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Amazon EC2 instance bandwidth 

Increased Bandwidth per instance to the Internet

Higher bandwidth between applications running in 
multiple regions 

Faster data transfer over Direct Connect 

A V A I L A B L E  N O W
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AWS Direct Connect 100 Gbps connections

High bandwidth connectivity between AWS and your 
data center 

Simplified operations without the overhead of 
managing multiple 10 Gbps connections 

Secure and private with MACsec encryption enabled

A V A I L A B L E  N O W
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Exabyte Scale

“To support ByteDance applications, we need 

We chose AWS Direct Connect for its 

performance, global footprint, and 100 Gbps 

connections. This makes our apps more 

responsive and ensures there are no limits on 

what our customers can bring to life.”
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Traditional TCP routing does not 

effectively use all available network 

capacity, leading to 
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Scalable Reliable Datagram (SRD)
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Supporting live broadcast

“We recently accomplished uncompressed 

live video in the cloud. 

We’ve been able to accomplish that with 

AWS recently, and it’s really going to enable 

our business to fully move into the cloud.”
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SRD for Elastic Networking Adapter (ENA) 

300% increase in single flow bandwidth 

Up to 90% reduction in tail latency

Transparent to mainstream applications 

C O M I N G  S O O N
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Most secure
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AWS Global Infrastructure



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

AWS Region infrastructure
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Protection at every level

C R O S S - R E G I O N

Traffic sent between regions with 

VPC Peering or TGW Peering is 

encrypted by default

B E T W E E N  I N S T A N C E S

Some instance types use the offload 

capabilities of the Nitro Sysem

hardware to automatically encrypt 

in-transit traffic between instances

T O  Y O U R  D A T A C E N T E R

Use IPsec VPN tunnels or Direct 

Connect MACsec support to ensure 

that traffic between AWS and your 

locations remains protected

A P P L I C A T I O N  

T R A F F I C
We make it easy for you to encrypt your application traffic with TLS
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Quantum Safe Encryption

All physical links leaving Amazon controlled facility 
encrypted with AES-256 encryption

AES-256 VPC encryption with quantum safe key 
exchange

Hybrid post-quantum key exchange with AWS KMS

A V A I L A B L E  N O W
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Many customers want to use 

that they may have 

used in their on-premises networks
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Third party security appliances
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Gateway Load Balancer

F A S T E R  D E P L O Y M E N T S

Continue using the appliances and 

tools you are familiar with, or look 

for something new. It’s as simple as 

choosing a third-party virtual 

appliance in the AWS Marketplace.

A U T O M A T I C  S C A L I N G

To prevent bottlenecks, Gateway 

Load Balancer automatically scales 

your virtual appliances up, or down, 

based on demand.

H I G H  A V A I L A B I L I T Y

To improve virtual appliance 

availability, Gateway Load Balancer 

routes traffic away from unhealthy 

instances so that you experience 

graceful failovers
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AWS Network Firewall

H I G H  A V A I L A B I L I T Y

Automatically scales with your 

network traffic and can support 

hundreds of thousands of 

connections

F L E X I B L E  P R O T E C T I O N

Highly flexible rules engine that 

supports thousands of custom rules 

written in common open source rule 

formats.

R E A L - T I M E  M O N I T O R I N G

AWS Network Firewall provides real-

time firewall activity monitoring 

through Amazon CloudWatch 

metrics.
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Customers want to know that their 

network adheres to and 

be notified should that change
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Amazon VPC Network Access Analyzer

Understand network access to your critical resources

Identify network access that does not meet your 
security requirements

Automate compliance verification

N E W  L A U N C H
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A network for 

every workload
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The network you have today 

in 

the future
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Region A Region B
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Margaret Valtierra
Program Manager, Morningstar
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Team structure

@margaretvaltie

Team 1 Team 2

VPC peering

AMAZON VPC AMAZON VPC

M* Team AWS account

AMAZON VPC AMAZON VPC

M* Team AWS account
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100,000 GB of data 

transferred daily

10 Regions with 

3 Availability Zones 

each

1,026 Virtual 

Interfaces

233 team 

accounts

467 VPCs

2,500 EC2 

instances running

28 physical 

connections 

across 8 

Regions

@margaretvaltie
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Image Credit: Chicago Sun Times

Network 
challenges 
at scale

@margaretvaltie
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https://chicagoreader.com/blogs/everything-you-ever-needed-to-know-about-the-chicago-common-brick/
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Network evolution

AMAZON VPC

AMAZON VPC

AWS DIRECT 

CONNECT

AMAZON VPC

AMAZON VPC

@margaretvaltie
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Modernizing our cloud network

AWS NETWORK 

FIREWALL

AWS DIRECT 

CONNECT

AMAZON VPC

AMAZON VPC

AMAZON VPC

AMAZON VPC

AMAZON VPC

AMAZON VPC

AMAZON VPC

AMAZON VPC

@margaretvaltie



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

AWS Transit Gateway Intra-Region Peering

Connect your network with third-party or partner 
networks

Provide autonomy for teams to deploy their own 
networks

Build more advanced network topologies on AWS

A V A I L A B L E  N O W
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On-premises 

Connectivity

VPN

Direct Connect



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

More and more customers are using the 

for inter-branch 

connectivity
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AWS Direct Connect SiteLink

Use the AWS global network, without the need to 
route traffic through an AWS Region

Built on Direct Connect’s proven reliability, pay-as-you-
go pricing, and ease of use

Turn SiteLink on in seconds and connect locations 
around the world in minutes.

A V A I L A B L E  N O W
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to simply 

manage a network that spans multiple 

regions and on-premises locations?
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Source: Google IPv6 Statistics, November 2021. https://www.google.com/intl/en/ipv6/statistics.html
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IPv6-only Subnets

Take advantage of IPv6 to achieve virtually unlimited 
IP address scale

Deploy IPv6-only instances without RFC1918 IPv4 
addresses

Connect to IPv4 applications with IPv6 to IPv4 
translation

A V A I L A B L E  N O W
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IPv6-only Subnets
A V A I L A B L E  N O W

IPV6 Prefix Delegation 

DNS64

NAT64

IPV6 only subnets

ALB IPv6 targets 

IPv6 support for Time Sync

EC2 Resource based Naming

NLB IPv6 targets 

IPv6 support for IMDS

IPv6 support for VPC DNS resolver

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon VPC IP Address Manager

Automate IP assignments based on applications’ 
unique networking and security needs

Monitor IP utilization across your network

Perform retrospective analysis for faster 
troubleshooting

A V A I L A B L E  N O W
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Bringing AWS 
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AWS Snow Family

RUGGED EDGE

Internet of Things

SMART DEVICES

AWS Outposts

ON-PREMISES

AWS Wavelength

5G NETWORKS

AWS Local Zones

METRO CENTERSGLOBAL

AWS Regions

Extending the cloud
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AWS Global Infrastructure
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AWS Local Zones
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AWS Local Zones
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Expanded Direct Connect support for 
AWS Local Zones 

Expanded Local Zones support for Direct Connect in 
Boston, New York, and Chicago

Use existing Direct Connect connections to connect to 
AWS Regions and Local Zones

Route traffic directly from your data center to the 
Local Zone 

C O M I N G  S O O N
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– which extends AWS 

infrastructure, AWS services, APIs, and tools to 

virtually any datacenter, co-location space, or 

on-premises facility – Nasdaq plans to configure 

its network to deliver ultra-low-latency edge 

compute capabilities directly in its primary data 

center – Equinix NY11, in Carteret, NJ –

Exchange in the Cloud

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Make sure you watch 

for more 

Local Zones announcements

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Emergence of 5G
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AWS Wavelength



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

5G
Partners

AWS Wavelength
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What about 

within a factory, smart 

building, or campus network?
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AWS Private 5G

Order and deploy a private mobile network with just a 
few clicks in the AWS console

Automatically configures, deploys, and manages the 
mobile network

Scales easily to accommodate more connected devices 
or increases in network traffic

P R E V I E W
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Default operation 

in Unlicensed 

Spectrum (CBRS) 

Licensed Spectrum  

(in partnership 

with CSPs*)

Small-cell Radio Unit

AWS-managed SIMs

AWS Outposts server 
(if 5G Core on premises) –

not needed if 5G Core runs 

in the AWS Region

Spectrum Access 

System (SAS) for 

CBRS operation

5G Core and RAN 

Software

Spectrum Hardware Software

Included in AWS Private 5G order 

Internet backhaul

Customer on-premises 

equipment (such as 

gateways, router)

IP Address Pool, DHPC 

Server

Power

Customer provided

AWS Private 5G
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Ability to start as 

small as you want, 

validate your business 

requirement and then 

scale up as you need

Integrated with 

AWS Identity and Access 

Management (IAM)

service for operational 

consistency

A pricing model where 

you pay for the 

throughput capacity you 

need, not the number of 

devices you connect

Same pace of innovation 

as in the cloud

Hassle-free procurement 

using the AWS Console 

or APIs

AWS Private 5G
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Expansion and Disruption

“In collaboration with industry software vendors 

like Mavenir and global communication service 

providers,

. We 

believe that this combination will also 

encourage expansion of the cellular Industrial 

IoT ecosystem and accelerate the delivery of 

disruptive private connectivity solutions for our 

customers.”

Matt Hoag

CTO at Koch Global Services
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Gartner recognizes 

AWS as a Leader 

for the 11th straight year
Magic Quadrant for Cloud Infrastructure and Platform Services

Gartner, Magic Quadrant for Cloud Infrastructure & Platform Services, Raj Bala, Bob Gill, Dennis Smith, Kevin Ji, David Wright, 27 July 2021. Gartner and Magic 

Quadrant are registered trademarks of Gartner, Inc. and/or its affiliates in the U.S. and internationally and is used herein with permission. All rights reserved. Gartner 

does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only those vendors with the 

highest ratings. Gartner research publications consist of the opinions of Gartner's research organization and should not be construed as statements of fact. Gartner 

disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose. This 

graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire document. The Gartner document is 

available upon request from AWS. 
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Thank you!
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