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With a mask, people look so serious
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Assume they look like this under the mask
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What we will cover

- What the AWS Security Reference Architecture
(AWS SRA) is and why it matters to you

 Share some highlights
- How to navigate the documents and code
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Why build a security reference architecture?

Amazon GuardDuty  AWS Network Firewall AWS Secrets Manager AWS Systems Manager Amazon CloudFront

AWS Security Hub AWS Firewall AWS Key Management ~ AWS CloudHSM
Manager Service (AWS KMS)

Manager (ACM)

AWS Identity and Access Amazon Inspector AWS CloudTrail Amazon Virtual Private Cloud

Management (IAM) (Amazon VPC)
Amazon EventBridge AWS Lambda

AWS Single Sign-On
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AWS Prescriptive Guidance > AWS Security Reference Architecture Preferences &

g OU - Infrastructure
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AWS Prescriptive Guidance
account : o

‘ ' AWS Security Reference Architec .,
SRA)

PDF [Z  RSS

AWS Sing ign-0n AWS Config
AWS Professional Services team

June 2021

The Amazon Web Services (AWS) Security Reference Architecture (AWS SRA) is a holistic set of
guidelines for deploying the full complement of AWS security services in a multi-account
environment. It can be used to help design, implement, and manage AWS security services so
that they align with AWS best practices. The recommendations are built around a single-page

architecture that includes AWS security services—how they help achieve security objectives, y
where they can be best deployed and managed in your AWS accounts, and how they interact
with other security services. This overall architectural guidance complements detailed, service- y

s Mata s taaa specific recommendations such as

Security Tooling acc The architecture and accompanyj o Why GitHub? -~ Team Enterprise Explore -~ Marketplace Pricing - Search
0g Archiv ! with AWS enterprise customers. T
guidance for using AWS services

in the AWS SRA code repository R )

reference. Each enterprise has sor H aws-samples / aws-security-reference-architecture-examples ' Pubiic £) Notifications V7 star 138

environment may differ from the

Firewall

these recommendations to suit y|
Throughout the document, where <> Code Issues 2 'l Pull requests Actions @ Projects Security |~ Insights
alternative scenarios.

The AWS SRA is a living set of guid
and feature releases, customer fed

0 . . . )
cmeilancs aer update will include the revision d P* main ~  aws-security-reference-architecture-examples / solutions / Go to file

Although we rely on a one-page d
asingle block diagram and must
security principles. You can use th|

a andywick-aws Correct typos and align instructions with other solutions fa92477 3 days ago ¥} History
cloudtrail/cloudtrail-org Removed AWS Landing Zone code and references last month
common/register-delegated-administrator Correct typos and align instructions with other solutions 3 days ago
config Correct typos and align instructions with other solutions 3 days ago
firewall-manager/firewall-manager-org Correct typos and align instructions with other solutions 3da go
guardduty/guardduty-org Removed AWS Landing Zone code and references last month

iam Changed the order of the resources 8 days ago

macie/macie-org Fixing parameter name for the Lambda role to align with the template 3 days ago

(R

securityhub/securityhub-enabler-acct Removed AWS Landing Zone code and references last month

README.md Removed AWS Landing Zone code and referenci last month
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How the AWS SRA can help you

1. Define target state for your own security architecture

2. Review (and revise) the designs and capabilities you have
already implemented

Bootstrap the implementation of your own security architecture
Learn more about AWS security services and capabilities

Understand cloud security generally

o oA~ W

Drive a discussion of organizational responsibilities for security
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What can the AWS SRA help you do?

Ship more applications
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faster

and more securely
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Want to do things differently?

That's OK

Make informed,
deliberate decisions
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Let’s look at the architecture
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oal: Navigation and highlights

AWS Security Reference Architecture

aws

S

Organization
Org Mgmt ' OU - Infrastructure

account AWS CloudTrail - AWS Systems
organization trail  Manager

AWS Single Sign-On  AWS Config 1AM
access advisor

OU - Security

Shared Servi
account

U — Workloads
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Security foundations

AWS Cloud Adoption Framework ///2

Accelerating your organization's path to successful cloud adoption /// &> /{“

AWS Well-Architected ov

Learn, measure, and build using architectural best practices

Get started with the AWS Well-Architected Tool

CUSTOMER DATA

CUSTOMER PLATFORM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT

OPERATING SYSTEM, NETWORK & FIREWALL CONFIGURATION

AWS Well-Architected AWS Architecture Center

SERVER-SIDE ENCRYPTION
(FILE SYSTEM AND/OR DATA)

AWS Well-Architected Tool AWS Well-Architected

Guidance Lenses
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AWS SRA: High-level account structure

ﬁ% o rga n | ZatIO n AWS Organizations Overview Features Getting Started + Resources FAQs

Establishing your best practice AWS environment

8 OU - Infrastructure
%)

E Free AWS Training | Focus on the cloud skills most relevant to you—choose from 500+ digital courses across 30+ AWS solutions »

Org Management

account
Network Why should I set up a multi-account AWS environment?

account

AWS enables you to experiment, innovate, and scale more quickly, all while providing the most flexible and secure cloud environment. An important means through

which AWS ensures security of your applications is the AWS account. An AWS account provides natural security, access and billing boundaries for your AWS resources, and
enables you to achieve resource independence and isolation. For example, users outside of your account do not have access to your resources by default. Similarly, the
cost of AWS resources that you consume is allocated to your account. While you may begin your AWS journey with a single account, AWS recommends that you set up
OU Security multiple accounts as your workloads grow in size and complexity. Using a multi-account environment is an AWS best practice that offers several benefits

Rapid innovation with various requirements — You can allocate AWS accounts to different teams, projects, or products within your company ensuring that each of

them can rapidly innovate while allowing for their own security requirements.

C ®‘ Simplified billing — Using multiple AWS accounts simplifies how you allocate your AWS cost by helping identify which product or service line is responsible for an AWS
charge.

SeCUrlty TOOIlng Flexible security controls — You can use multiple AWS accounts to isolate workloads or applications that have specific security requirements, or need to meet strict
account quidelines for compliance such as HIPAA or PCI

Easily adapts to business procqg
processes that have different English

@ é% Organizing Your AWS X

Environment Using Multiple Organizing Your AWS Environment Using Multiple Accounts

Accounts

s D AWS Whitepaper

Log Archive Shared Services
account account

PDF | RSS

Publication date: July 19, 2021 (Document history)

Abstract

Businesses that are starting to adopt AWS, expanding their footprint on AWS, or planning to enhance an established AWS
" I environment, can benefit from considering the latest guidance for organizing their AWS environments.
OU — Workloads

Using multiple AWS accounts to help isolate and manage your business applications and data can help you optimize across most of

the AWS Well-Architected Framework 2 pillars including operational excellence, security, reliability, and cost optimization. This
accounts paper provides best practices for organizing your overall AWS environment. The extent to which you use these best practices
i i depends on your stage of the cloud adoption journey and your specific business needs.

Implementation
Application Contributors
account Additional resources

Appendix A: Relation to AWS Well Yes No
d

Did this page help you? Next topic: Introduction

Need help?
. 2
e B Workaheat or Provids Fesdback Connect with an AWS 1Q expert €

hosting er
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o X OU - Infrastructure
Org Mgmt P
account AWS CloudTrail AWS Systems
organization trail Manager

AWS Single Sign-On  AWS Config IAM
access advisor

OU - Security

Shared Services

account

AWS Systems Manager  AWS Dir

B O

Y GuardDuty AWSConfig EventBridge
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AWS SRA: Security Tooling account

aws

S

OU — Security

v £
Security Tooling X Roles

Permissions
account

Amazon GuardDuty AWS Security Hub

D-I;g

AWS |IAM

Access Analyzer Amazon Macie

1]

AWS Config
aggregator

&N

AWS Firewall Manager

&

Amazon Detective

&

AWS Lambda
(response)

AWS KMS

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



AWS SRA: Security Tooling account
OU — Security

AWS Config
aggregator

O

Amazon GuardDuty AWS Security Hub AWS Firewall Manager AWS Lambda

\ (response)
1 AR A

0---a

I_O .

AWS IAM
Access Analyzer

./
£ £ [#E8 3
Security T00|'”8 ; o / &_
Permissions
account

Amazon Macie Amazon Detective AWS KMS
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AWS SRA: Application account
OU — Workloads

e e
Applicgon Roles E

Permissions
Amazon S3
AWS Secrets data bucket AWS KMS
Manager

Application AWS KMS
Load Balancer endpoint ACM Private CA

3

AWS Security Hub
account

S

&

>
=
V]
0O
o
3
=

o

F

1

Systems|Manager
endpoint

O

Amazon Inspector
agent

@ Amazon Macie

|

AWS CloudHSM AWS 1AM

Access Analyzer
Amazon S3
endpoint

SSM Agent EventBridge

&

Amazon Aurora

Amazon Cognito

Organization trail
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AWS SRA: Application account
OU — Workloads

e e
Applicgon Roles E

Permissions
Amazon S3
AWS Secrets data bucket AWS KMS
Manager

Application

Application AWS KMS
Load Balancer endpoint ACM Private CA

3

AWS Security Hub
account

S

&

>
=
V]
0O
o
3
=

o

F

1

Systems|Manager
endpoint

O

Amazon Inspector
agent

@ Amazon Macie

|

AWS CloudHSM AWS 1AM

Access Analyzer
Amazon S3
endpoint

SSM Agent EventBridge

&

Amazon Aurora

Amazon Cognito

Organization trail
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AWS SRA: Application account

OU — Workloads
8® Roles \"h“/

Application  permissions
account
AWS Secrets

Manager

Application

Load Ralancar

A mazon Inspectcr
agent

EC2 instances

Amazon Aurora SSM Agent

aws

S

Amazon S3
data bucket

AWS|KMS
endpoint

{ystems|Manag r

endpoint

Amazon S3
endpoint

Flow logs

AWS KMS

ACM Private CA

e

AWS CloudHSM

Amazon Cognito

%

AWS Security Hub

S

&

=
=
V]
0O
o
3
=
o

F

Amazon Macie

]

|

AWS IAM
Access Analyzer

&

EventBridge

Organization trail
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Security at all layers

AWS Well-Architected
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Your AWS environment in layers

Organization

Org OU

Account

aws

N1 © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Protecting the AWS organization and OUs

CloudTrail

Firewall Manager

IAM access advisor —
service last accessed

Service control policies

Account R AWS Resource Access
: = Manager (AWS RAM)

Network AWS 550

aws
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Protecting accounts

aws

S

Organization

Org OU

.

Account

\—

/

@ Service control
policies
/

. |
/ -
, £ CloudTrail

./
.-

L
/. 7 =

R @ AWS Config*

/ .
° 7/
. /. . 7 -

s’ e
s’ 7 % Systems Manager

.- @ GuardDuty*
@ Amazon Inspector*

-

'S

~

:é: Security Hub*

@ IAM access advisor
° ~

- service last accessed

\ 1
‘o C?Q? Amazon
'~ CloudWatch Events
N\

*Denotes support for a centralized capability
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Protecting networks

Organization

Amazon VPC
(SGs, network ACLs,

) ) peering, gateways)
. /.
o Org ou A VPC endpoints
. / /
NN P

\ * /

) . ;L
WO Account 7
.MM /. - VPC Flow Logs
TS, S /};.’ ’."’ ‘

sll/
Network D
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Recurring guardrails and
centralized management
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Recurring, distributed, ...

Central logs

Log Archive
account

Access DNS
logs logs

AWS Security Hub  GuardDuty Amazon Macie  AWS Config  EventBridge

Flow logs

—o
O---a
Lo

AWS IAM Organization
Access Analyzer trail

= A= .
@ Perﬁons Roles { ﬁ }

N

AT
@

Amazon S3
data bucket

)

AWS KMS
endpoint

B o

Systems Manager
endpoint

©

Amazon $3
endpoint

Flow logs

Application
account
AWS Secrets
Manager

Application

Load Balancer ACM Private CA

N

AWS CloudHSM

Amazon Inspector
agent

Amazon Aurora SSM Agent

Amazon Cognito

aws
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Q

Co
Network
account

Inbound VPC

o Might include:
( * NAT

Internet
gateway

Outbound VPC

(’\\ Might include:

M) - nar

s
Internet
gateway

Inspection VPC

Might include:
* IDS/IPS

AWS Network
Firewall

&

AWS Security Hub

&

c

&

>
3
o
o
EY

@®

2

Amazon Macie

E

)

Li

AWS IAM
Access Analyzer

&

EventBridge

D

Organization trail

Permissions

* Proxy servers

og®
Amazon Route 53

AWS Shield Advanced

=,
Flow logs

AWS Certificate
Manager

—
Flow logs

GuardDuty

AWS Config

&

EventBridge

o

Shared Services
account

‘8

AWS Systems Manager

Permissions

AWS Security
Hub

GuardDuty  AWS Config

et
@ B 1o%°

Amazon CloudFront

S
pece®
m

AWS WAF

AWS Security Hub

AWS 1AM
Access Analyzer

Organization
trail

Roles

AWS Directory Service

EventBridge
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. . . and centralized

aws
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A ¢
i
Security Tooling !

Permissions

account

Amazon GuardDuty

AWS IAM
Access Analyzer

o

Roles

5

o o

(9] rg Mg mt Permissions

account AWS CloudTrail -
organization trail

‘e . 1

AWS Single Sign-On AWS Config

access advisor

AWS Config
aggregator

AWS Security Hub AWS Firewall Manager AWS Lambda

Amazon Macie

(response)

&

Amazon Detective AWS KMS

‘8

AWS Systems
Manager
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Delegated admin:
Protecting the organization
management account

aws
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Protection with delegated administrator

S5

Nz
v
X Roles

Org Mgmt Permissions

account

R

AWS Single Sign-On

aws

S

AWS CloudTrail —
organization trail

AWS Config
access advisor

IAM service
control policy

AWS Systems
Manager

S =
Security Tooling x Roles

Permissions
account

Amazon GuardDuty AWS Security Hub AWS Firewall Manager

*
0---A
W
AWS IAM

Access Analyzer Amazon Macie

AWS Config
aggregator

= Delegated adifinistrator
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AWS SRA code repository
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What we will cover

Current available code examples
Additional items included with each example
How to deploy the solutions within AWS Control Tower
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AWS SRA code

CURRENT MODULES

AWS Organizations AWS Organizations
with delegated admin

I I -
I I oy
[ I oy
I I oy
[ I oy
I I oy
[ I oy
I I oy v
I (I - v
| I I X
: : : b L IAM password
| Iy : ! policy
| CloudTrail I+ AWS Config  AWS Config Firewall 1 Amazon EBS
I I aggregator ~ conformance Manager oy default encryption
| [ | k I
SElS I
[ I oy
I I oy
[ I oy
I I oy
[ I oy
I I oy
I I I y - y - y - I I
: I : b
I . Security Hub ~ GuardDuty Macie by Amazon S3
: : : | 1 publicaccess block
I I ! :
1 I —o | .
I [ | 0O---A I |
[ I oy
I I oy
I (I IAM Access Iy,
I I Analyzer oy
ke e e e e e e e e e, e e e, —————— R R oo oo oo | S oo o oo oo oo o oo oo oo o oo oo oo
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AWS security service benefits

Organization AWS CloudTrail

Benefits: Central configuration, member accounts cannot disable

8| AWS Config Conformance Packs
| Benefits: Deploy a collection of related AWS Config rules

AWS Firewall Manager Security Group Policies

Benefits: Monitor and remediate security groups

T AWS IAM Access Analyzer

L—o Benefits: Identify resources shared with an external entity

aws
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Public GitHub repository

O Search or jump to... Pull requests Issues Marketplace Explore O +-~

A aws-samples [ aws-security-reference-architecture-examples ® Watch ~ % Unstar 138

Public

<» Code *) Issues 1% Pull requests =) Actions [ Projects M wiki ( |~ Insights

F main ~  aws-security-reference-architecture-examples / solutions / Go to file Add file ~

@ andywick-aws Correct typos and align instructions with other solutions 17 0 History

cloudtrail/cloudtrail-org Removed anding Zone code and references last manth
comm egister-delegated-administrator Cor t nd align instru
config ol t and align ins
firewall-man [firewall-manager-org X nd align ins
ardduty/guardduty-org Landin

iam Changed the
ma macie-org Fixing

rityhub/securityhub-enabler-acct Mo S Landing Zo 5 last month

README.md Removed AWS Landing Zone code : last month
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AWS SRA code

WHAT ELSE IS INCLUDED?

GuardDuty solution

RUH AWS Cloud

> Architecture diagram

Organization Management Account Security Log Archive Account
OU: security

» Resource descriptions

, region-1
I r

11 : Lambda CloudWatch @ | i e i Z@ L region-2 ; 1 1
% e N 1N =~ ad s l > Implementation guides
T Lambda Role | | ' ! | Guard Duty i | reglonn i

AWS | | CloudFormation

Cloudfomation ' ' il > Least privilege
1 i 5 ety ) permissions

AWS Lambda

Security Tooling Account All Existing and Future

o: securty | Organiztion Member Accourts » Configuration logic
\ » AWS KMS setup
» Cleanup scripts

| 1 | region-n ! ! ! region-n 2D
i i b i : Delete
Guard Duty Configuration o 34 | o 41
Delivery Role P @ 9 —— Detector
o 1 P Role
| ‘ ! Guard Duty

aws
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AWS SRA code

IMPLEMENT WITH AWS CONTROL TOWER

Set up environment Download SRA code Package and stage code Update and stage
configuration files

——————————— 1 ——— e = = = === = =g
: | Management | CFCT configuration !
8 I ® : Account I l :

| ! =
I Lambda function : ! é\‘é}ﬁ :
AWS Control Clone GitHub I L - ! N I
Tower repository : = ' . | Parameter [% :
— I ) | files e I
£ : &y I lambda-zips- : - |
dl I Required : bucket I o Mafl?l'fESt :
' libraries I : o— "
Customizations e L : I Template :
pipeline ! files I

Trigger the pipeline

aws
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Where to find it

« AWS Prescriptive Guidance
https://go.aws/3ljbsYv
Search “AWS security reference architecture”

 Code repository
https://bit.ly/3iHhyjF
Search “AWS security reference architecture github”
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https://go.aws/3ljbsYv
https://bit.ly/3iHhyjF

Thank you!
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