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• Protecting over 100 million users from 
advanced cybersecurity vulnerabilities

• Adaptive cybersecurity system protecting 
workloads, data, apps, and access

• One of the world’s largest and fastest-growing 
managed detection and response providers

• Global reach with products and 60,000 partners 

• AWS Security Competency Partner

• AWS Level 1 Managed Security Service 
Provider Partner

• Available in AWS Marketplace

Sophos

A leader in next-generation cybersecurity

SophosLabs global threat intelligence

AWS Level 1 MSSP Competency Partner
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Securing organizations experiencing incidents
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Sources: Sophos State of Cloud Security 2020
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Ransomware by the numbers

was the average 

ransom paid in 2020

of encrypted data was 

not recovered on average 

after the ransom was paid

of attacks where data is 
encrypted involve data 

on the public cloud

59% $170K 35%

Sources: Sophos, State of Ransomware, 2020 and 2021
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0:00:52

0:04:46

0:14:40

0:17:20

0:18:56

0:49:37

Time to first authentication attempt

London 1:13:52

Shift your focus to protect your infrastructure

66% 

of security threats to 

public clouds are attributed to 

resource misconfigurations

Source [Time to first authentication attempt]: Exposed: Cyberattacks on Cloud Honeypots, 2019

Source [66% of threats]: Sophos, State of Cloud Security, 2020
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Shift focus to proactive 
identification and response

Target company Target company Target company

On-premises 

server
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Introducing Celayix
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Celayix

• Thriving SaaS services business

• Established in 2000 

• Powerful suite of AI-driven 
workforce management tools

• Leader in employee scheduling, 
time and attendance, and 
employee communication

V A N C O U V E R

AVAILABILITY SKILLS

LOCATION SHIFTS

CUSTOMER 

NEEDS
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• Use AWS managed services 
(database and containers)

• Expand market opportunities 
with SaaS

• Skill development and 
deployment automation

Accelerated with AWS
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Data security and uptime are paramount
C E L A Y I X  R E S P O N S I B I L I T I E S

Responsible 

for security 

IN the cloud

CUSTOMER DATA

PLATFORM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT

OPERATING SYSTEM, NETWORK & FIREWALL CONFIGURATION

CLIENT-SIDE DATA 

ENCRYPTION & 

DATA INTEGRITY 

AUTHENTICATION

SERVER-SIDE 

ENCRYPTION 

(FILE SYSTEM 

AND/OR DATA)

NETWORKING 

TRAFFIC PROTECTION 

(ENCRYPTION 

INTEGRITY, IDENTITY)

https://aws.amazon.com/compliance/shared-responsibility-model
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Celayix architecture
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Celayix

VPC

AWS Cloud

Availability Zone x2

Internet gateway

Public subnet

Celayix eTime API

Private subnet

Application servers

AWS Lambda MS IIS Web API

Private subnet

Transient storage

Private subnet

Permanent storage

Progress 

database Amazon RDS

Amazon Redshift
•Customer file objects

•Offline backups

Amazon DynamoDB

Amazon S3

Queue Logs

Amazon 

CloudWatch

Amazon 

SQS

Amazon 

SNS

eTime app AWS Fargate

Jasper report 

server

SMTP server

Progress app 

server

Amazon 

GuardDuty

AWS Key 

Management 

Service 

(AWS KMS)

AWS Identity 

and Access 

Management 

(IAM)

Celayix application infrastructure replicated for failover (AWS CAN & VA Regions)

Customer authorized user 

(Admin, Scheduler, Employee)

Sophos 

Intercept X for 

Server (CWPP)

Sophos Cloud 

Optix (CSPM)

Sophos 

Managed 

Threat 

Response
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Scalable cloud services and protection

Amazon EC2

Amazon S3 and AWS 

Database Services

AWS Lambda

Secrets/keys

IAM permissions

Configurations

User behavior

User behavior

Backups

Ransomware

Malware
Exploits

AWS services
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Scalable cloud services and protection

Amazon EC2

Amazon S3 and AWS 

Database Services

AWS Lambda

Secrets/keys

IAM permissions

Configurations

User behavior

User behavior

Sophos Intercept X for Server 

(CWPP)

Sophos Cloud Optix 

(CSPM)

Sophos Managed Threat 

Response (MDR)

Backups

Ransomware

Malware
Exploits

AWS services Sophos solutions
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The Celayix approach to cybersecurity
E M B R A C E  A N D  E X T E N D  A W S  C L O U D  T O O L S

Latest cybersecurity 
intelligence

Gain the benefit of threat 

intelligence at scale with AI, 

keeping security tools lightweight 

while preventing potential concerns

24/7 threat monitoring 
and response

Increase team efficiency with 
monitoring via managed 
services and be able to 

respond to threats sooner

Cloud security 
best practices

Design environments to meet 
best-practice standards with 

visibility and tools to maintain them

Embrace Extend
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Realizing Celayix’s 
cybersecurity goals
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Operationalizing security in the cloud

Responsible 

for security 

IN the cloud

CUSTOMER DATA

PLATFORM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT

OPERATING SYSTEM, NETWORK & FIREWALL CONFIGURATION

CLIENT-SIDE DATA 

ENCRYPTION & 

DATA INTEGRITY 

AUTHENTICATION

SERVER-SIDE 

ENCRYPTION 

(FILE SYSTEM 

AND/OR DATA)

NETWORKING 

TRAFFIC PROTECTION 

(ENCRYPTION 

INTEGRITY, IDENTITY)

People ProcessTools

Tools

People

Process
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Sophos as an AWS Partner
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Ten AWS Level 1 Managed Security Services
A W S . A M A Z O N . C O M / M S S P

AWS infrastructure vulnerability scanning
Routine scanning of AWS infrastructure resources for 
known software vulnerabilities

AWS resource inventory visibility
Continuous scanning and reporting on all AWS 
resources and their configurations

AWS security best-practices monitoring
Tracking and detecting possible misconfigurations of 
AWS resources

AWS compliance monitoring
Monitoring compliance standards such as CIS AWS 
Foundations Benchmark, PCI DSS, HIPAA

Monitor and triage security events
Triaging security events and providing recommended 
remediation guidance

24/7 incident alerting and response
Offering expert guidance on recommended 
remediation steps 24/7

Distributed Denial of Service (DDoS) mitigation 
Reducing risk of availability and financial or security 
impacts to applications

Managed intrusion prevention system (IPS) 
Defending against known threat patterns to increase 
overall security posture

Managed detection and response (MDR) Experts 

working to continuously detect, investigate, and 
remove threats 

Managed web application firewall (AWS WAF) 
Protecting web-facing applications and APIs against 
common exploits

1

2

3

4

5

6

7

8

9

10
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The way you want 
cloud security to work
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Intercept X for 

Server

CWPP XDR

Firewall

Network and 

App Security

Intercept X for 

Endpoint

Endpoint XDR

MTR

Managed Threat 

Response Service

Cloud Optix

Cloud Security 

Posture Mgmt.

› Deployment and configuration by Sophos MSP partner or your in-house team

› Always backed by Sophos Managed Threat Response service experts 

One cybersecurity 

package

Unlock value in 

cloud services

100% control

The Sophos package – Products and services

AWS 

CloudTrail
Amazon 

GuardDuty

AWS 

Security Hub

Sophos threat protection
2 4 / 7  T H R E A T  P R O T E C T I O N ,  M O N I T O R I N G ,  A N D  R E S P O N S E  P A C K A G E

Required AWS services

Web: sophos.com/aws-mssp

AWS Marketplace: https://soph.so/aws-mssp
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Proactively prevent vulnerabilities

• Visualize networks and resources

• Run detailed security and compliance 

assessments with custom policies

• Benefit from risk-based prioritization 

of cloud provider security alerts with 

guided remediation

• Scan container image registries and 

infrastructure-as-code templates

• Monitor IAM roles for overprivileged 

access and more
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Quickly find IAM roles without MFA

Inventory 

visibility1

IAM roles2

MFA 

disabled3

Proactive 

alerts

Added

context
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The end of overprivileged access

Visualize IAM 

relationships1

Review access 

pathways2

Identify over-

privileged access 3

Right-size 

IAM policies4
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Identify and investigate RDP exposures

Setup RDP for 

EC2 instances1

Alert to 

exposed ports2

Add context 

with XDR3

Search auth 

attempts4

Find successful 

attempts5
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AWS CloudTrail analysis and risk prioritization
I M P R O V I N G  T H R E A T  D E T E C T I O N  A N D  R E S P O N S E  I N  A W S  W I T H  S O P H O S  X D R

Console

CLI

APIs

AWS
CloudTrail

Cloud Optix

Cloud Optix analysis and risk 
prioritization of environment data

Sophos XDR data lake queries associated with the MITRE ATT&CK matrix

AWS CloudTrail collects cloud 
environment activity
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24/7 monitoring and response

• Security experts monitor your cloud 
environment 24/7

• Sophos aggregates cross-environment 
data sources

• Response includes CSPM, cloud 
workload protection, firewall, and 
endpoint

• Actionable threat intelligence is 
programmatically served to analysts

• Sophos provides the ability to deliver 
integrated enterprise-wide prevention, 
detection, and response 24/7

S O P H O S  M A N A G E D  T H R E A T  R E S P O N S E

Cloud security 

Posture 

management

Workload 

protection

Firewall, 

IPS, and 

WAF

Endpoint 

protection

24/7 Managed 

Threat Response



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

MTR report and timeline of incident

incident



© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Sophos is there 24/7 so my 
team doesn’t need to be. 

Dinesh Adithan

Celayix Director of Software Engineering
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Why it’s important

Proper configuration of 
cloud environments needed 

to optimize security and 
compliance posture

Purchasing Sophos in 
AWS Marketplace can 

help customers’ IT 
budgets go further

Monitoring environments 
24/7 for suspicious behavior 
and threats is unrealistic for 

many organizations

Resources Skills Budgets
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Next steps

Recap and share the key 
topics discussed today with our 
one-minute session infographic

One-minute 
infographic

Visit our
booth

Get connected with a Sophos 
expert to help solve your 

business challenges

Discover the Sophos 
cloud security portfolio in 

AWS Marketplace

Discover Sophos 
solutions

AWS Marketplace
https://soph.so/aws-mssp

Download infographic
https://soph.so/one-minute-mssp

Booth 263
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Thank you!
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Public Cloud Team

publiccloud@sophos.com


