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Amazon VPC networking

i

Amazon Elastic
Cloud Compute
(Amazon EC2)

Amazon Virtual
Private Cloud
(Amazon VPQ)
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flow logs

. o, Gat
enabled services AWS [, €8] Amazon VPC Enjpi‘;‘;?(’s)
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DXGW Connect

The internet

Amazon S3 &

Amazon
CloudWatch

On-premises

x-region
peering

Intra or
Inter
region

AWS Direct

On-premises

TGW

VPC

VPCs
x5000

Amazon VPC

VPC-B

On-premises
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Amazon VPC
IPv6-only subnets

NAT64 and DNS64

Interoperability with IPv4 environments

IPv6

Amazon EC2

Resource-based instance naming

Elastic Load Balancing
Full dual-stack IPv6 support
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Amazon VPC: Native dual stack
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

IPv4-only subnet

10.0.0.0/24
Instance A
10.0.0.4

10.0.2.0/24
2001:db8:1234:1a02::/64

LILBLILIL
Instance C
10.0.2.4

I . Dual-stack subnet ;
: 2001:db8:1234:1a02::c :

e e e e e e e e e e e e R e e e e e e e e e e R R R R RNt

e

IPv4-only subnet

10.0.1.0/24
Instance B
10.0.6.4

10.0.3.0/24
2001:db8:1234:1a03::/64

LILBLILBL
Instance D
10.0.3.4

i . Dual-stack subnet I
: 2001:db8:1234:1a03::d :
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Amazon dual-stack VPC: IPv6-only subnets

NEW
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

IPv4-only subnet

Dual-stack subnet

IPv6-only subnet

. IPv6-only subnet

2001:db8:1234:1a00::/64

TTI111
IPv6-only EC2 instance
2001:db8:1234:1a00::ec2

Your VPC will continue
to be dual stack!
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Traffic flows inside Amazon VPC
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Amazon dual-stack VPC: IPv6 only subnets

FLOWS
Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56
M . IPv6-only subnet
S S 2001:db8:1234:1a00::/64
10.0.04
B o We'll get back to this
El: 1 F traffic flow later!
10.0.1.4 R
2001:db8:1234:1a01::ec2 «— IPv6-only EC2 instance
. 2001:db8:1234:1a00::ec2
2001:db8:1234:1a02::ec2 +—
aws

p — © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Public subnets internet connectivity
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Amazon dual-stack VPC: Internet connectivity

PUBLIC SUBNETS

Amazon VPC

Public subnet(s) route table
Destination Target
10.1.0.0/16 Local
2001:db8:1234:1a00::/56 |Local
0.0.0.0/0 IGW
40) IGW

10.0.0.0/16 + 2001:db8:1234:1a00::/56

Public IPv4-only subnet

10.0.0.4 <

Public dual-stack subnet

T

Internet

EIP: 10.0.1.4 <> 18.4.2.1
EIP: 10.0.0.4 <> 53.1.23.4

|
% 200

IPv4

Internet

10.0.1.4 <«
2001:db8:1234:1a01::ec2 <

\A A 4

Gateway IPv6

— il | 24V}

(0)}
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Amazon dual-stack VPC: Internet connectivity

PUBLIC IPV6-ONLY SUBNETS
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Amazon VPC

10.0.0.0/16 + 2001:db8:1234:1a00::/56

Public subnets route table

Destination Target
10.1.0.0/16 Local
2001:db8:1234:1a00::/56 |Local
0.0.0.0/0 IGW
40) IGW
() ()
. Public . Public
IPv4-only dual-stack
subnet subnet

Public IPv6-only subnet

2001:db8:1234:1a00::/64

T

Internet

2

A A

\ A 4

TTI111
IPv6-only EC2 instance
2001:db8:1234:1a00::ec2

)= g

Internet IPv4
Gateway > IPv6

— > IPv6

Patience, | say!
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Private subnets internet connectivity
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Amazon dual-stack VPC: Internet connectivity

PRIVATE SUBNETS

Public subnet route table

Destination Target
10.1.0.0/16 Local
Amazon VPC 2001:db8:1234:1a00::/56 |Local TJ,
10.0.0.0/16 + 2001:db8:1234:1a00::/56 0.0.0.0/0 IGW Inte-rnet
Private IPv4-only subnet Public subnet
i Lilll . p
® @) =2
Private subnet(s) route table 10.0.0.4 "Public NAT I IPv4
Destination Target Gateway Internet
10.1.0.0/16 Local Gateway &
2001:db8:1234:1a00::/56 |Local . —— |PV4
0.0.0.0/0 NAT GW Private dual-stack subnet IPV6
/0 EIGW E""'E
10.0.1.4 Egress-only
2001:db8:1234:1a01::ec2 > Internet > e
Gateway
aws

U
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The EIGW does not allow internet
connections to be opened to IPv6
resources in private subnets
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Amazon dual-stack VPC: Internet connectivity

PRIVATE IPV6-ONLY SUBNETS

| can only open

connection to the IPv6

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Private IPv6-only subnet route table
Destination Target
10.1.0.0/16 Local
2001:db8:1234:1a00::/56 |Local

::/0 EIGW

Private Private
IPv4-only dual-stack
subnet subnet

B (R

@ Internet

Internet endpoints

7 Private IPv6-on (I;nternet
2001:db8:1234 ateway
SO\
LLLLI 5oz
T -

IPv6-only EC2 instance
2001:db8:1234:1a00::ec2

Egress-only

Internet
Gateway &

Yes, it's time to talk about how

adws
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IPv6 resources can connect to IPv4!
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Amazon VPC

IPv6-only subnets

NAT64 and DNS64

Interoperability with IPv4 environments
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Amazon dual-stack VPC: IPv6 to IPv4

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

. IPv6-only subnet
IPv4-only subnet 2001:db8:1234:1a00::/64

=
|
%

10.0.0.4 R
IPv6-ONLY EC2 INSTANCE

2001:db8:1234:1a00::ec2

EIGW/IGW

NAT64 + DNS64!
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Amazon VPC DNS

BEFORE
Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56
Route53 Resolver
2
. IPv6-only subnet T
2001:db8:1234:1a00::/64 fd00:ec2::253
Q: Who is
UL ipv4-only.example.com
i LB B
IPv6-only EC2 instance
2001:db8:1234:1a00::ec2
aws
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DNS64
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What is DNS647

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Amazon Route 53
Resolver
2
fd00:ec2::253

. IPv6-only subnet
2001:db8:1234:1a00::/64

Edit subnet settings

TT111
IPv6-ONLY EC2 INSTANCE
2001:db8:1234:1a00::ec2

DNS64 settings

Enable DNS64 to allow IPv6-only services in Amazon VPC to communicate with IPv4-only services and networks.

Enable DNS64 Info

adws
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What is DNS647

Route 53 Resolver synthesizes an
IPv6 address by adding

64:ff9b::/96 to the IPv4 address!

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

. IPv6-only subnet
2001:db8:1234:1a00::/64

TT111
IPv6-only EC2 instance
2001:db8:1234:1a00::ec2

¥ Dnse4

Route 53 Resolver
2
fd00:ec2::253
Q: Who is
ipv4-only.example.com

A: 64:ff9b::1.2.3.4

adws
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Traffic from the IPv6-only instances to
the synthesized IPv6 address needs to
go through NAT64
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How does NAT64 work?

Source IP: 2001:db8:1234:1a00::ec2
Destination IP; 64:ff9b::1.2.3.4

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00

IPv6-only subnet route table

Destination Target
10.1.0.0/16 Local
2001:db8:1234:1a00::/56 |Local
64:ff9b::/96 NAT64

adws

\J

. IPv6-only subnet
2001:db8:1234:1a00::/64

b

g b}b
b

NAT

Gateway

CRREE 10.0.1.20
IPv6-ONLY EC2 INSTANCE

2001:db8:1234:1a00::ec2

¥ DNse4

\ 4

Source IP: 10.0.1.20
Destination IP: 1.2.3.4

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



NAT64 is automatically available on your
existing NAT gateways or on any new
NAT gateways you create
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NAT64 and DNS64

TRAFFIC FLOWS

(R

Internet

|

7~ \\

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

. IPv6-only subnet

A <

- DH—D
b

NAT

Gateway
10.0.1.20

On premises

On premises

@

IGW/EIGW

I

Transit GW

rrrnt
IPv4-only

. > Intra- or
g <O Inter- —@) VPC-B
v/ VPC region
peering
AWS Direct
DXG Connect
>

On premises

VGW

VPN

IPv6-only subnet route table
Destination Target S
10.1.0.0/16 Local 2001:db8:1234:1a00::ec2
2001:db8:1234:1a00::/56 |Local
64:ff9b::/96 NAT64
Nice! What about VPC DNS?
aws
~—
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NAT64 and DNS64

Interoperability with IPv4 environments

I PV6 Amazon EC2

Resource-based instance naming

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon EC2 instance naming

IPV4-BASED NAMING (IPBN)

1. Private DNS

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56 Q: Who is
ip-10-0-1-4.ec2.internal? » 2.VPCDNS
LLLLL
- - 2
e 3. Public DNS
10.0.0.4
A: 10.0.1.4

. EITTTRg
: | LB :
10.0.1.4

2001:db8:1234:1a01::ec2
aWws
© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon EC2 instance naming

1. Private DNS

Amazon VPC ' .
10.0.0.0/16 + 2001:db8:1234:1a00::/56 SO' what is @ < > 2.VPCDNS
my name?

:
~ LLLLL N deO:ecZ::253
- - 3. Public DNS
B | LB B
10.0.0.4

LilLl

. - TTI11 a
. — - 2001:db8:1234:1a00::ec2
: | LB :
10.0.1.4

2001:db8:1234:1a01::ec2
aws
© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon EC2: Resource-based naming (RBN)

SETTINGS FOR EACH SUBNET TYPE

IPv6-only subnets |
default to RBN  [Ealiiiti

/

Amazon VPC

10.0.0.0/16 + 2001:db8:1234:1a00::/56 » 2 VPC DNS

Resource-based Name (RBN) settings info

Specify the hostname type for EC2 instances in this subnet and optional RBN DNS query settings. 3. Public DNS
Hostname type Info
© Resource name
aws
© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon EC2: Resource-based naming

SETTINGS FOR EACH SUBNET TYPE

1. Private DNS

Edit subnet settings

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

> 2. VPCDNS

2

IPv4-only Subnet
blic DNS

Resource-based Name (RBN) settings info
Specify the hostname type for EC2 instances in this subnet and optional RBN DNS query settings.

Enable resource name DNS A record on launch Info

Hosthame type Info

© Resource name

IP name

aws
N—" © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Amazon EC2: Resource-based naming

SETTINGS FOR EACH SUBNET TYPE

Resource-based Name (RBN) settings info DNS
Specify the hostname type for EC2 instances in this subnet and optional RBN DNS query settings.

Amazon VPC
10.0.0.0/16 + 2001:db§
Enable resource name DNS A record on launch Info

IPv4-only Sul

Enable resource name DNS AAAA record on launch Info

Edit subnet settings

Hostname type Info

10.0.0. © Resource name

IP name

. Dual-stack subnet
2001:db8:1234:1a00::ec2

10.0.1.4
2001:db8:1234:1a01::ec2

adws
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Amazon EC2: Resource-based naming
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

IPv4-only Subnet

i-123456789abcdef03.ec2.internal

. Dual-stack Subnet

i-123456789abcdef02.ec2.internal

Q: Who is
I-XXXXXXXXXX.ec2.internal

A:

A record (if any)
AAAA record (if any)

. IPv6-only Subnet

i-123456789abcdef01.ec2.internal

2
fd0O:ec2::253

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



IPv6

Amazon EC2

Resource-based instance naming

Elastic Load Balancing
Full Dual-stack IPv6 support

aws
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Starting from the dual-stack VPC
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

. IPv6-only subnet
2001:db8:1234:1a00::/64

IPv4-only subnet

10.0.0.0/24

. Dual stack subnet
10.0.2.0/24
2001:db8:1234:1a02::/64

. IPv6-only subnet
2001:db8:1234:1a01::/64

IPv4-only subnet

10.0.1.0/24

. Dual stack subnet
10.0.3.0/24
2001:db8:1234:1a03::/64

________________________________________________________________________________________________________________________________________________________________________________________________________
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Application Load Balancer (ALB)
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Application Load Balancer: Deployment

my-loadbalancer-1234567890.us-east-1.elb.amazonaws.com

adws
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Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

ALB subnet

ALB ENIs

4
7

. Target subnet

Targets

e e e e e e e e e e e R e e e e e e e e e e e R R R RNt

1=D)...

ALB ENIs

. Target subnet

e e e e e e e e e e e e e e e e e e e e e e e e e e N

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Application Load Balancer: Dual-stack support

INTERNET-FACING DUAL-STACK
my-loadbalancer-1234567890.us-east-1.elb.amazonaws.com

A records: Elastic IPv4
AAAA records: IPv6 addresses

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Public dual-stack

Public dual-stack
subnet RS 45 subnet

ALB ENIs ALB ENIs
IPv4 + IPv6 IPv4 + IPV6 ﬂ

.

Targets

. Target subnet
i —IPV4 - i

. Target subnet IGW

e e e e e e e e e e e R e e e e e e e e e e e R R R RNt e e e e e e e e e e e e e e e e e e e e e e e e e e N

adws
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Application Load Balancer: Dual-stack support

INTERNAL DUAL STACK
my-loadbalancer-1234567890.us-east-1.elb.amazonaws.com

A records: Elastic IPv4
AAAA records: IPv6 addresses

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Private dual-stack Private dual-stack
subnet RS - subnet

ALB ENIs
IPv4 + |[Pv6

i ALB ENIs
. Target subnet

IPv4 + IPv6

.

Targets

. Target subnet
~1PV4 - | i

e e e e e e e e e e e R e e e e e e e e e e e R R R RNt e e e e e e e e e e e e e e e e e e e e e e e e e e N

adws
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Application Load Balancer: End-to-end IPv6

IPV6 TARGETS
my-loadbalancer-1234567890.us-east-1.elb.amazonaws.com

A records: Elastic IPv4 addresses
AAAA records: IPv6 addresses

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Dual-stack subnet Dual-stack subnet

Target subnets can be

ALB ENIs ALB ENIs ﬂ
IPV6-0nly IPv4 + IPv6 IPv4 + IPv6
. Target subnet

B I

Targets

Targets
- IPv6 - i

. Target subnet IGW
- IPV6 -

Availability Zone 1 Availability Zone 2

e e e e e e e e e e e R e e e e e e e e e e e R R R RNt e e e e e e e e e e e e e e e e e e e e e e e e e e N

adws
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Network Load Balancer (NLB)
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Network Load Balancer: Deployment

my-loadbalancer-1234567890.us-east-1.elb.amazonaws.com

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

NLB subnet NLB subnet
[C=1) P T (=
NLB Hyperplane NLB Hyperplane
ENI ENI

AR

Targets

. Target subnet . Target subnet

e e e e e e e e e e e R e e e e e e e e e e e R R R RNt e e e e e e e e e e e e e e e e e e e e e e e e e e N

adws
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Network Load Balancer: Dual-stack support

INTERNET-FACING DUAL STACK : [
my-loadbalancer-1234567890.us-east-1.elb.amazonaws.com A records: Elastic IPv4 addresses
. AAAA records: IPv6 addresses

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Public dual-stack NLB Public dual-stack NLB

subnet ) subnet
[=1) P N T (=
NLB ENI N NLB ENI
IPv4 + IPv6 . IPv4 + IPv6 ﬁ=ﬂ

.

Targets

. Target subnet
i - 1PV4 - i

. Target subnet IGW

e e e e e e e e e e e R e e e e e e e e e e e R R R RNt e e e e e e e e e e e e e e e e e e e e e e e e e e N

adws
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Network Load Balancer: Dual-stack support

INTERNAL DUAL STACK : Pri
my-loadbalancer-1234567890.us-east-1.elb.amazonaws.com A records: Private IPv4 addresses
. AAAA records: IPv6 addresses

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Private dual-stack NLB Private dual-stack

subnet ) ) NLB subnet
[==1) e T (=
NLB ENI NLB ENI
IPv4 + |IPv6 IPv4 + |IPv6

.

Targets

. Target subnet
i - 1PV4 - i

. Target subnet

e e e e e e e e e e e R e e e e e e e e e e e R R R RNt e e e e e e e e e e e e e e e e e e e e e e e e e e N

adws

p © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Network Load Balancer: End-to-end IPv6

IPV6 TARGETS A : Elastic/Private IPv4
my-loadbalancer-1234567890.us-east-1.elb.amazonaws.com records: Elastic/Private IPv
. AAAA records: IPv6 addresses

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Dual-stack NLB subnet

] - TTea ]
NLB ENI NLB ENI
IPv4 + IPv6 IPv4 + IPv6 ﬂ

AR

Targets
- IPv6 -

i . Target subnet . Target subnet i IGW

e e e e e e e e e e e R e e e e e e e e e e e R R R RNt e e e e e e e e e e e e e e e e e e e e e e e e e e N

adws
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For both ALB and NLB, IPv6
targets must be IP-type, in your
VPC or in a peered VPC

adws
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Amazon VPC
IPv6-only subnets

NAT64 and DNS64

Interoperability with IPv4 environments

IPv6

- Putting it all together - Amazon EC2

Resource-based instance naming

Elastic Load Balancing
Full dual-stack IPv6 support

adWws
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Amazon VPC: Native dual stack

adws

U

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

IPv4-only subnet

10.0.0.0/24
Instance A
10.0.0.4

10.0.2.0/24
2001:db8:1234:1a02::/64

LILBLILIL
Instance C
10.0.2.4

I . Dual-stack subnet ;
: 2001:db8:1234:1a02::c :

e e e e e e e e e e e e R e e e e e e e e e e R R R R RNt

e

IPv4-only subnet

10.0.1.0/24
Instance B
10.0.6.4

10.0.3.0/24
2001:db8:1234:1a03::/64

LILBLILBL
Instance D
10.0.3.4

i . Dual-stack subnet I
: 2001:db8:1234:1a03::d :

________________________________________________________________________________________________________________________________________________________________________________________________________

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Dual-stack Amazon VPC: IPv6 native

AFTER =

AWS Region

Amazon VPC

10.0.0.0/16 + 2001:db8:1234:1a00::/56

. IPv6-only subnet
2001:db8:1234:1a00::/64

IPv6-only

0 DNsée4
IPv4-only subnet

10.0.0.0/24
b
D
rj l

NAT64

. Dual-stack subnet
10.0.2.0/24
2001:db8:1234:1a02::/64

LN RBN
= = === -

ALB : NLB . IPv6-only subnet

2001:db8:1234:1a01::/64
LA RBN

IPv6-only

) DNse4
IPv4-only subnet

10.0.1.0/24
b
D
rj l

NAT64

. Dual-stack subnet
10.0.3.0/24
2001:db8:1234:1a03::/64

IPv6-only subnet route table
Destination Target
10.1.0.0/16 Local
2001:db8:1234:1a00::/56 |Local
64:ff9b::/96 NATGW
0.0.0.0/0 NATGW/IGW
::/0 EIGW/IGW

2
fd00:ec2::253
dWs
~—"

VGW

Transit GW

M\
@9
4 VPC

Peering

(R

Internet

On premises

On premises

Intra or

Inter ——@) VPC-B

region

AWS Direct
Connect

DXGW GT\?)

On premises

?

VPN

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



All things IPv6

SCAN ME

https://bit.ly/2ZMf6lC
IPv6 on AWS whitepaper

adws
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Amazon VPC IP
Address Management

IPAM

adWws
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Range
10.0.1.0
10.0.2.0
10.0.3.0
10.0.4.0
10.0.5.0
10.0.6.0
10.0.7.0
10.0.8.0
10.0.9.0
10.0.10.0
10.0.11.0
10.0.12.0
10.0.13.0
10.0.14.0
10.0.15.0
10.0.16.0
10.0.17.0
10.0.18.0
10.0.19.0
10.0.20.0
10.0.21.0
10.0.22.0

Available?

User
Bob
Cynthia
Steve
Steve
Steve
Raj
Sheryle

Raj
Sherlye
Steve
Bob
Cynthia

Steve
Steve
Raj
Sheryle

Description
Database
Kafka

Kafka

App 321
App 321
Transit VPC
Tape backup

SDWAN deployment
Tape backup
On-premises connectivity
VPN Backup

VPC Test

Dev Environment
Tape backup
VPN Backup

App 501

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



What's wrong with this picture?

) 4 ) 4 ) 4

Manual updates of Limited visibility into Limited ability to
single spreadsheet allocation and usage manage IP allocations
at scale

adws
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Introducing
Amazon VPC IP Address Manager

IPAM

O

172.16.0.0

172.16.1.0

172.16.2.0

I — </>@
Automate IP Assignments Monitor across network
Across regions and accounts, based Avoid downtime with overlap detection,
on application networking and IP security policy compliance tracking,
security needs and utilization trends

adws

U

|
B

Retrospective analysis

Allowing decreased time
to troubleshoot and audit

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Arrange IPs based on
routing and security needs

™ ooz

Region Region Region

An example of organizing IP
addresses

adws

U

Set business rules for
applications

3

For example:

Which account can use IPs
Regions where IPs can be used

Works for IPv4 and IPv6

Automate IP assignment

B % Developers use IPAM to create VPCs
(no more tickets or email)

Monitor IPs in a single dashboard

« |IP utilization for capacity
a— planning

e Alerts on overlapping CIDRs

« Retain monitoring data for
up to 3 years for audits and
retrospective analysis

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Key IPAM components

Scope

An IP space for a single network
Allowing the reuse of IPs across multiple
unconnected networks

adws

\_-;,

Pool

A pool is a collection of contiguous IP address
ranges — helping you organize your IP
addresses according to your routing and
security needs

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserve



Key IPAM components

Refill policy

Your refill policy determines how IPAM
automatically refills a pool, based on
thresholds set by you, from another pool

Refill policy helps you to ensure a pool always
has IP addresses available for allocation

adws

\_-;,

Allocation policy

An allocation policy allows you to control IP
addresses allocated by IPAM from a pool

Allocation policy enables you to enforce your
business rule when developers ask IPAM for IP
addresses for their resources

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserve



Q, Search for services, features, blogs, docs, [Option+S] | () VAN ©) N. Virginia v

Amazon VPCIP Amazon VPC IP Address Manager IPAMs Create

Address Manager
Create IPAM Info

Dashboard

Resources # My name replication info

IP historical insights Amazon VPC IP Address Manager needs permission to replicate data from the source account(s) into the delegated account. The
delegated account will have access to resource and IP usage details from each of the source accounts and the AWS regions
Pools selected by those source accounts.

My cool description
L) muuw minacun virw ir mudress Manager to replicate data from the source account(s) into the {1} delegate k

account.

You must select this checkbox to continue to create an IPAM.
Scopes

Settings

IPAM settings info

Name tag - optional
Creates a tag with a key of 'Name' and a value that you specify.

Description - optional
Write a brief description for the IPAM.

Feedback English (US) v © 2021, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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N. Virginia ¥

Amazon VPCIP

Address Manager IPAM settings info

Name tag - optional
Creates a tag with a key of 'Name' and a value that you specify.

Resources My name

IP historical insights

Dashboard

Description - optional
Write a brief description for the IPAM.

Pools

My cool description

Operating regions
Scopes Select regions in which the IPAM will discover resources and manage IPs.

Settings

@ Two default scopes will be created
On IPAM creation, two default scopes, one private and one public, will also be created.

Tags
A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search
and filter your resources or track your AWS costs.

Feedback English (US) v © 2021, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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Q, Search for services, features, blogs, docs, [Option+S] | @ Q @ N. Virginia v

Description - optional
Amazon VPCIP P ¥

Write a brief description for the IPAM.
Address Manager o
My cool description

Dashboard Operating regions

Select regions in which the IPAM will discover resources and manage IPs.
Resources

IP historical insights

Q |

Select all regions

Pools

Scopes
P Asia Pacific (Tokyo) - ap-northeast-1

Settings ) o
Asia Pacific (Seoul) - ap-northeast-2

Asia Pacific (Osaka) - ap-northeast-3

Asia Pacific (Mumbai) - ap-south-1

Asia Pacific (Singapore) - ap-southeast-1

Asia Pacific (Sydney) - ap-southeast-2

Canada (Central) - ca-central-1

Europe (Frankfurt) - eu-central-1

Europe (Stockholm) - eu-north-1

0 be created.

Feedback English (US) v © 2021, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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Q, Search for services, features, blogs, docs, [Option+S] | @ Q @ N. Virginia v

Description - optional
Write a brief description for the IPAM.

Amazon VPCIP

Address Manager o
My cool description

Dashboard Operating regions
Select regions in which the IPAM will discover resources and manage IPs.
Resources

IP historical insights

Pools Asia Pacific (Tokyo) - ap-northeast-1 X ‘

Asia Pacific (Seoul) - ap-northeast-2 X

Asia Pacific (Osaka) - ap-northeast-3 X ’

Scopes
Asia Pacific (Mumbai) - ap-south-1 X ‘

Settings

Asia Pacific (Singapore) - ap-southeast-1 X ‘

Asia Pacific (Sydney) - ap-southeast-2 X ‘

Canada (Central) - ca-central-1 X ‘

[*] Show more chosen options (+10)

@ Two default scopes will be created
On IPAM creation, two default scopes, one private and one public, will also be create Create IPAM

Feedback English (US) v © 2021, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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Q, Search for services, features, blogs, docs, [Option+S] ’ () VAN ©) N. Virginia v

Amazon VPCIP Amazon VPC IP Address Manager IPAMs
Address Manager

IPAMs (1) Actions ¥

Dashboard
Q

Resources

IP historical insights IPAM ID IPAM ARN

Pools

ipam-067b6888cf30d08e7 arn:aws:ec2::450545058648:ipam/ipam-067b6888cf30d08e7 k

Scopes

Settings

Feedback English (US) v © 2021, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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Q, Search for services, features, blogs, docs, [Option+S] I () VAN ©) N. Virginia v

Amazon VPCIP Amazon VPC IP Address Manager IPAMs ipam-067b6888cf30d08e7

Address Manager
ipam-067b6888cf30d08e7 i

Dashboard

Resources

IPAM details info
IP historical insights

IPAM ID Description Owner ID

My cool description 450545058648

ipam-067b6888cf30d0 k

8e7 Default public scope Default private scope
Scopes ipam-scope- ipam-scope-

IPAM ARN 0c3¢c379b1c35e7a91 054ccce64961a46ba

arn:aws:ec2::45054505

8648:ipam/ipam-

067b6888cf30d08e7

Settings

Operating regions (17)

Q

Feedback English (US) ¥ © 2021, Amazon Web Services, Inc. or its affiliates.

‘ Edit ’ Delete

Region

us-east-1

Scope count
2

Privacy Terms Cookie preferences
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Q, Search for services, features, blogs, docs, [Option+S] | () VAN ©) N. Virginia v

Amazon VPCIP Amazon VPC IP Address Manager Pools
Address Manager

Pools (0)

Dashboard View the pools in an IPAM scope.

Resources ipam-scope-054ccce64961a46ba ¥ Actions V¥

IP historical insights
g Q

[£] Name/PoollID Description

IPAMS No pools

Scopes No pools to display.

Settings

Feedback English (US) v © 2021, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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Q, Search for services, features, blogs, docs, [Option+S] I () VAN ©) N. Virginia v

Amazon VPCIP Amazon VPC IP Address Manager Pools
Address Manager

Create pool in ipam-scope-054ccce64961a46ba

Dashboard

Resources Pool settings
IP historical insights

IPAM 1D Scope ID

ipam-067b6888cf30d08e7 (My cool description) ipam-scope-054ccceb64961a46ba

IPAMs Name tag - optional
' € 5 tao with 2 k
Scopes

Settings

Description - optional

Pool hierarchy info
Source pool
'..: _"h'" _‘.. I.. ..I ..: '

Feedback English (US) v © 2021, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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Top level pool

Regional pool
us-east-1

Regional pool
us-east-2

Regional pool
us-west-1

Dev pool

Prod pool

Dev pool

Prod pool

VPC
10.1.0.0/24

VPC
10.2.0.0/16

VPC
10.16.0.0/16

VPC
10.17.0.0/16

VPC
10.64.0.0/16

VPC
10.65.0.0/16

VPC
10.80.0.0/16

VPC
10.81.0.0/16

10.128.0.0/16

‘ VPC
10.129.0.0/16

Dev pool Prod pool
VPC

\Vi:le
10.144.0.0/16

VPC
10.145.0.0/16

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Bring your own IP (BYOIP) (f\\
with IPAM o=

BYOIP without IPAM Benefits:

- Improve IP address utilization (Org wide sharing)

Account 1 Account 2 Account 3

B used IPs

B Unused IPs
aws

p © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Bring your own IP (BYOIP)
with IPAM o=

BYOIP with IPAM Benefits:
- Improve IP address utilization (Org wide sharing)
IPAM account
- Migrate existing BYOIP IPs

- Simplify BYOIP onboarding to AWS

- Enable both Internet- and VPC- BYOIPv6

Account 1 Account 2 Account 3

B used IPs

aws B Unused IPs
p © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



O
Amazon VPC IP Address Manager 172.16.0.0

IPAM 172.16.1.0
Monitoring and alerts 172.16.2.0

e&,’s-. Sorvices ¥ Q, Search for services, features, marketplace products, and docs [Option+5] Ohis *  Support ¥

CloudWatch I

Monitering CIDRs Allocations Resources Compliancy Resource sharing Tags
Jashboards S
— | > A Pool details ints
ciel ata
P— 0 ymplete 5 poc s esource CIDRs,
I Address family Source pool utilization

I I IPv4
J

™

provisioned IPs

CIDRs

Monitor across network .

Avoid downtime with overlap detection, ._
IP security policy compliance tracking, o i

B Assigned to resources other resources

a nd utilization trends - . Available IPs X ource pool

Feedback  English (US) © 2008 - 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved Privacy Palicy Tenms of Use Cookle preferences
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O
Amazon VPC IP Address Manager 172.16.0.0

IPAM 172.16.1.0
Monitoring and alerts 172.16.2.0

a\WS__‘ Services ¥ Q, Search for services, features, marketpioce products, and docs [Option+5] Chia w Suppart ¥

CloudWatch

Dashboards

& J

Monitor across network

Avoid downtime with overlap detection,
IP security policy compliance tracking,
and utilization trends

Feedback English US] * @ 2008 - 2021, Amazon Web Serviess, Inc.or its affiliates. All rights reserved Privacy Palicy Terms af Use Cookie preferences
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N—" © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Amazon VPC IP Address Manager

IPAM
Monitoring and alerts

O

172.16.0.0

172.16.1.0

172.16.2.0

Your VPCs

& J

Monitor across network

Avoid downtime with overlap detection,
IP security policy compliance tracking,
and utilization trends

adws

U

IPv4 CIDR IPv6é CIDR IPv4 Pool IPv6 Pool

UNKNOWN

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



O
Amazon VPC IP Address Manager 172.16.;;:}
IPAM 172.16.1.0

. . . , 172.16.2.0
Historical insights
Lifecycle of a private IP
- Provides IP, start time, and end time I I I I I I

- Get lifecycle events associated with EIPs

) Allocate to  Associate Disassociate Overlaps Release from  Allocate to
- Helps troubleshoot and audit a VPC the VPC  another VPC

adws
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Introducing — 160@}
Amazon VPC IP Address Manager ———

IPAM 172.16.2.0

SCAN ME

https://go.aws/3xLkthD
Amazon VPC IP Address Manager (IPAM)

adws



Amazon VPC

Enhanced routing

AWS NAT Gateway

A Mazon V P C Private NAT support
N EtWO I‘ki ng AWS PrivateLink

S3 interface endpoint and ALB integration

AWS Transit Gateway

TGW Connect and intra-region peering

adWws
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Amazon VPC routing

Public subnet route table

Destination Target
10.0.0.0/16 Local
0.0.0.0/0 Inspection endpoint

Internet
Internet
Gateway
Ingress route table
Destination Target
10.0.1.0/24 Inspection endpoint

BEFORE
Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56
PRIVATE SUBNET PUBLIC SUBNET
10.0.2.0/24 10.0.1.0/24
Private subnet route table L LLLLL
Destination Target - = TR >= -
10000/16 Local -IIIII- |||||-
BACKEND WEB APP
&) INSPECTION SUBNET
10.0.0.0/24 :
Inspection subnet route table g7 N |
Destination Target @ o (&) or 1 E
10.0.0.0/16 Local — At
ANFW GWLB
0000/0 IGW Endpoint Endpoint Proxy
Inspection endpoints €
aws
N

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Amazon VPC routing: Enhanced routing controls

AFTER

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

SUBNET B SUBNET A

Subnet B route table 10.0.2.0/24 10.0.1.0/24 Subnet A route table

10.0.0.0/16 Local 10.0.0.0/16 Local

10.0.1.0/24 Inspection endpoint ITTTI 10.0.2.0/24 Inspection endpoint
DATABASE APPLICATION |
[ speCTION sUBNET The more specific route
: 10.0.0.0/24 : must match the entire IPv4
| or IPv6 CIDR block of a
Inspection subnet route table L--aop @ or (JE) or ; ; <« E subnet in the VPC!

ANFW GWLB Proxy
10.0.0.0/16 Local Endpoint Endpoint

Inspection endpoints

adws
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Enhanced VPC routing: Multiple inspection levels

Amazon VPC

10.0.0.0/16 + 2001:db8:1234:1a00::/56 Subnet A route table
Destination Target
SUBNET B SUBNET A 10.0.0.0/16  |Local
Subnet B route table 10.0.2.0/24 B2 10.0.2.0/24 Inspection endpoint
o o LLLLI
Destination Target - - 0.0.0.0/0 Inspection endpoint
10.0.0.0/16 Local , - C
10.0.1.0/24 Inspection endpoint T
DATABASE APPLICATION
A 4N
I8 NsPECTION SUBNET y ’]‘\L
10.0.0.0/24 >\lU U/ > -
l Internet
: /\ - Liill - :
Inspection subnet route table — ‘@ or (JE]) or § F<— |
Destination Target ANFW GWLB ;,::,;(;, i Ingress route table
10.0.0.0/16 Local Endpoint Endpoint ¢ " [Destination Target
0.0.0.0/0 IGW Inspection endpoints - ' [10.0.1.0/24 Inspection endpoint
dWs

N ——7 © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Amazon VPC

Enhanced routing

AWS NAT Gateway

A Mazon V P C Private NAT support
Networking

adWws
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NAT Gateway: Public

BEFORE

IP Source: 10.0.1.4

IP Destination: 1.3.4.5

Amazon VPC
10.0.0.0/16 + 2001:db8:1234:1a00::/56

Private subnet route table

10.1.0.0/16 |Local
0.0.0.0/0 NATGW

Private subnet

Instance A
10.0.1.4

>

IP Source: 10.0.0.20
IP Destination: 1.3.4.5

Public subnet

EIP: 10.0.0.20 <> 52.12.1.3

Public NAT Gateway
10.0.0.20

10.1.0.0/16

Public subnet route table

Local

adws
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0.0.0.0/0

() — 4D

Internet

Intérnet
Gateway

IP Source: 52.12.1.3
IP Destination: 1.3.4.5

IGW

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



NAT Gateway: Private NAT support

NEW

IP Source: 10.0.0.4 IP Source: 100.64.1.4

IP Destination: 10.100.0.10

IP Destination: 10.100.0.10

Amazon VPC 1
10.0.0.0/16 + 100.64.1.0/24 TGW route table
Destination Target
Non-routable subnet I’l| Routable subnet 100.64.1.0/24 VPC 1
10.0.0.0/24 100.64.1.0/28 100.64.2.0/24 VPC 2
A b 10.100.0.0/16 | Shared Services VPC
Z = > b S ]@ Shared services VPC
- R Gos=s PN
g NN o b ~o 10.100.0.0/16
TGW S
10.0.0.4 Private NAT Gateway ENI 4 gL
100.64.1.4 €-mmmmm T T T T T T : -
Destination Target Destination [Target "/ AWS Transit 10 1' (I)IOIE) 10
10.0.0.0/16 Local 10.0.0.0/16  |Local Gateway R
100.64.1.0/24 Local 100.64.1.0/24 |Local
10.0.0.0/8 Private NATGW 10.0.0.0/8 TGW

Amazon VPC 2
10.0.0.0/16

+100.64.2.0/24 IP Source: 100.64.2.x
IP Destination: 10.100.0.10

adws
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NAT Gateway: Private NAT support

NEW
TGW te tabl
IP Source: 10.0.0.4 IP Source: 100.64.1.4 m— LU LCLCL L
IP Destination: 192.168.x.x IP Destination: 192.168.x.x Destination Target
: ' a i ‘ o 100.64.1.0/24 VPC 1
100.64.2.0/24 VPC 2
Amazon VPC 1 10.100.0.0/16 | Shared Services VPC
10.0.0.0/16 + 100.64.1.0/24 192.168.0.0/16 DX/VPN
Non-routable subnet )| Routable subnet
10.0.0.0/24 100.64.1.0/28 AWS Direct
LLLLl Connect
: - - ¢ - :
- E o ______1.- b PR ]@ - @_ On premises
T b €17~ 192.168.0.0/16
TGW
10.0.0.4 Private NAT Gateway EGNI ________________ —
100.64.1.4 ~
R
Destination Target Destination Target "/ AWS Transit ?
10.0.0.0/8 Private NATGW 10.0.0.0/8 TGW Gateway Site to site
192.168.0.0/16  |Private NATGW 192.168.0.0/16  [TGW VPN

Amazon VPC 2
10.0.0.0/16

+ 100.64.2.0/24

IP Source: 100.64.2.x
IP Destination: 192.168.x.x

adws
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If you need bidirectional connectivity
between overlapping VPCs, use ELBs in
the routed space!

adws
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Amazon VPC

Enhanced routing

AWS NAT Gateway

A Mazon V P C Private NAT support
N EtWO I’ki I g AWS PrivateLink

S3 interface endpoint and ALB integration

adWws
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AWS PrivateLink: Interface endpoints

BEFORE

adws

U

:- Amazon AP| Gateway - AWS Config - AWS Secrets Manager :
1- AWS CloudFormation - Amazon EC2 API - AWS Security Token Service
- Amazon CloudWatch - Elastic Load Balancing API - AWS Service Catalog I
:- Amazon CloudWatch - AWS Key Management - Amazon SNS :
! ivents oudWatch L ierwce Cinesic D - AWS Systems Manager I
- A\r;;gzgndCé)u'ld atch Logs - SP:::%Z inesis Data - Supported AWS :
. oiis=l ] marketplace partner I
e = Amazon.SageMaker. - _ - - - Serviees — = = = — — — = — - -

INUTrermre

Public subnet @l Public subnet

No additional

Destination Target
Instance A Instance B .
10.1.0.0/16 Local 10.0.1.4 10.0.2.4 routlng
needed!
Private subnet Private subnet

— I @ N_ .2 @ I
Destination Target T T
10.1.0.0/16 Local Instance C ENI ENI Instance D

10.0.3.4 10.0.1.23 10.0.2.112 10.0.4.4
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AWS PrivateLink: S3 Gateway endpoints

BEFORE
B AWS Regi
. pasl Gateway endpoints are not

reachable from outside of
@ P the VPC via TGW, VPC

peering, VPN, or AWS Direct

Amazon S3 . Connect
_@ Gateway Endpoint VPN
= On premises
Amazon VPC \/
10.0.0.0/16 0 .
n premises
Destination LEI = m x5000
10.1.0.0/16 Local BN ©ubiic subnet BN eubiic subnet m
n
S3.prefixlist | VPCE-123 || e e .—
\I___I - B b T Intra- or
EIIIIIE D 6&9 inter_ -
— Instance A <‘l’ VP.C region VPC-B
— 10.0.0.4 NAT-GW peering
AWS Direct
gl Private subnet @l Private subnet Connect
-IIIII- -IIIII_ DXGW
EIIIIIE E E (?-,L\?b
Instance C Instance D N $ )
10.0.3.4 10.0.4.4 ) ~ On premises
L1
VGW Q
VPN
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S3 interface endpoints
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AWS PrivatelLink: S3 interface endpoints

NEW |
; AWS Region
@ R EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
@ e nnnnnnnnn
: VE\N On premises
Amazon S3 4
On premises
Amazon VPC Transit GW x5000
Gateway Endpoint m
Availability Zone 1 Availability Zone 2 Intra or
Inter _
Destination Target P;’e'ii%g region VPC-B
10.1.0.0/16 Local BY public subnet BY public subnet
n upltic subne irec
S3.prefixlist | VPCE-123 || HHESERRE AConnect
:|||||: (S DXGW T
\: :IIIII: g @ g
Instance A C(D \J’F{ On premises
1 10.0.1.4 NAT-GW —
| VGW Q
gl Private subnet : @l Private subnet
—————— — You can use both interface
and Gateway Endpoints in
— =l our VPC
10.0.1.23 10.0.2.112 y
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ALB support through NLB
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AWS PrivatelLink: ALB integration through NLB

NEW
Amazon VPC
¢
v
Amazon VPC
JS———— Application, e.g., SaaS
o0
eaé - C N E I
¥ Tt 1 E
Client o ”";:ﬂ: ..... -
........................................... > --@----.} Df)n EE:—- <:'
VPCpeering | SO T~ SSE 0 Ly
. - AWS -"-i.:}‘; -
IIIII PrivateLink NLB ALB : 1 -
Client :
Service provider VPC
Customer VPC P
aws
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It's recommended to match ALB and NLB
Availability Zones, and both ALB and NLB
must be in the same account
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Amazon VPC

Enhanced routing

AWS NAT Gateway

Am a ZO n V P C Private NAT support
NEtW() rk| ng AWS PrivateLink

S3 interface endpoint and ALB integration

AWS Transit Gateway

TGW Connect and intra-region peering

adWws
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AWS Transit Gateway

BEFORE On-premises
Amazon VPC
Site-to-site .
.. VPN
: ’0' Cross_ E ‘ \ 0" . . .
- T (\5 Transit virtual interface
region S o
.@ peering - p ~
) : @ @ { ;T; ‘ﬂi On-Premises
. {l/D 0 N y
Amazon VPC AWS Customer or \Ij
AWS Direct = | B partner cage
@=cfsssnsnnunununnnd J  fhususuns Connect gateway \_ J
2 AWS Direct Connect location
R . v, Amazon VPC
‘.w' AWS . ’0... Te, . A\ z ..
Transit ™, ™. ._<—> = o —- -
\ Gateway ”’, "’.. . TTTTT - .
@ el Transit VPC
Amazon VPC N, D
"o’ .’0. "I ? n IIIIIIIIIII‘E E
N o« Inspection VPC
(5,000) Appliance ™. pecion ¥PC -
’ EY I i > |
mode v 3 F N
o I s« 5 « g
T Y TR ==
| = C > |
I = E NI
[ TTTTT |
aws e e e e e e e e e e e I
N @)
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AWS Transit Gateway Connect

AFTER
Amazon VPC
... @ / Transit virtual interface
1 AWS Direct - = N
Connect gateway | - Aem gl

/ TGW Connect

@ attachment 7. @ @ ;T; On-Premises

”’.. """" : = : Custo\:ner or \T/
", R i AWS cage partner cage
Amazon VPC 9 D
AWS Direct Connect location
2 @-=frnnnsnnnnannnand ) Janueans
S Transit N
@ Gateway — Nl.. Amazon VPC
Amazon VPC TGW Connect ™., 1 Transit VPC
N attachment \ b
‘.' E rra E
(5,000)
aws
N © 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



AWS Transit Gateway Connect

@/ Transit virtual interface
N

\
T — — ‘T: % On-Premises

|
A b T Ed A3 Ed
Y i £/ <
Customer or
partner cage

5\ AWS cage ,,:

J

AWS Direct Connect location

Amazon VPC

Transit VPC

AFTER
Amazon VPC
e
1 AWS Direct
Connect gateway

/ TGW Connect N
/ attachment_, <= =3

., N~
Amazon VPC < Connect peer:

: GRE tunnel

I — @ .......

2 Connect peers:

e N GRE tunnels

AWS S0
Transit N0
@ Gateway Nl ;
Amazon VPC TGW Connect ...
N attachment
¢
(5,000)
aws
~—7
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AWS Transit Gateway: Intra-region peering

NEW AWS Region
Amazon VPC
Amazon VPC )
2 @
< AWS
Transit
@ Gateway
Amazon VPC
N .
(5,000)
aws
~—

Cross-region
peering

~,, Intra-region

*.. peering

AWS
Transit
Gateway

AWS Region

AWS
Transit
Gateway

Works the same as cross-region
peering

You can create hierarchical
architectures, or integrate enterprise
acquisitions

TGWs can be in different accounts
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AWS Transit Gateway: Intra-region peering

ACQUISITIONS INTEGRATION

AWS Region

adws

U

VPC1

VPC 2

VPC N

H| &

0 VPC1

VPC 2

VPCN

H| EH| B

3
.
.
.
.
.
.
.
.
.
.
.
e
.

*
*
*
*
*
*
.
*
*
*
*
“
.

TGW

TGW

Shared
services

~"COMPANY A ™.
Core TGW
Region A

AWS Region

AWS Region

.*
.
.
.
.
.
.
.
.
.
.
.
.
.
.
.

Core TGW Core TGW
Region B Region C

Transit VIF

le=) On-Premises
e
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AWS Transit Gateway: Intra-region peering ‘

HIERARCHICAL REGIONAL ARCHITECTURE

AWS Region AWS Region AWS Region

O,
e
.
.
e, o* «**
‘e o R
*, - b
- * .
. ° .
v, PS4
g * .
e ot .
L 4
VPC 2 * B -

.@ ............... .‘."“ Core TGW Core TGW
Region B Region C

[
.
.
.
.
.
.
.
.
.
.
.*
.

.
.
.
.
.
.
.
.
.
.
.
.
.
.
.
G
.
.
‘e
. .
(3 .
. *
D

-
.*
.
.
.
.
*
* [%d
.
.
.
.
.
.
S
.
.
*
.

H B
2

0‘.
*
*

VPC 1 .0‘.‘. Core TGW "”0»
o.. Region A /l\ Transit VIF
®. o (\l/> _,T¢_ On-Premises
..... ‘00’ e
e @ ..... DXGW
Q@ s\ & Jonnnnnnnnnnnnna]

“
.
*
*
*
*
*
*
.
*
*
*
*
“
.

This looks
familiar . ..
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On-premises and
global connectivity

A
N
\\
N

AWS Direct Connect
MACSEC, 100Gbps, and AWS Local Zones
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An overview: AWS Direct Connect

(ﬁ) AWS Direct Connect location

Public VIF

Corporate
data center

*) On-premises
ﬁ

. ¢ T N - ¢ T A Service provider
Private VIF J J k network

i Customer or
| partner cage

192.168.0.0/1
6

A4

i Cross connect
i AWS cage

adws
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AWS Region i
; o[[[e i
‘@ Qg Cﬁ‘ff?} | Public VIF
—
Amazon VPC i
= ® :
21 /7 Private VIF
10.0.0.0/16  VGW | AWS cage
| :
Amazon VPC E
> @
21 )7 Private ViIF
10.1.0.0/16  VGW |
|
aws
p —

An overview: AWS Direct Connect

{ﬁ) AWS Direct Connect location

Cross connect

T

Service provider

N N

i Customer or
| partner cage

k network

Corporate
data center

On-premises

192.168.0.0/1
6
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An overview: AWS Direct Connect

{ﬁ) AWS Direct Connect location

Corpor

Corprste

’“) On-premises
ﬁ

192.168.0.0/1
6

Service provider

k network

i Customer or

AWS Direct AWS cage partner cage

Connect
Gateway

10.0.0.0/16 VGW
|

Amazon VPC

[~ (B

10.1.0.0/16 VGW
|

adws
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An overview: AWS Direct Connect

E AWS Region {ﬁ) AWS Direct Connect location

TER®I G |

Corpor

Corporste

’“) On-premises
ﬁ

Amazon VPC

@

Service provider

\ network J 192.168.0.0/1
I E 6
10.0.0.0/16 VGW | . i Customer or
! AWS Direct AWS cage :
L Connect 9 |_partner cage
e ' Gateway
AWS Region

]
?
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Introducing: AWS Direct Connect E:@
MACsec

“Dance like nobody is watching.
Encrypt like everyone is.”
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Introducing: AWS Direct Connect - O
MACsec

Layer 2 confidentiality

) : High-speed encryption
and integrity

MACsec allows you to secure an Ethernet Because MACsec encryption is done
link — including all control plane protocol through hardware, it provides bidirectional
packets (such as ARP, DHCP, LLDP, and line-rate, or near-line-rate, encryption

Layer 3 routing protocols like BGP)

adws
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Introducing: AWS Direct Connect - O
MACsec

(ﬁb AWS Direct Connect location

(T)

_______________________________________________________

Cross connect

Corporate
data center

(T)

J

AWS router

MACsec DX Connection

Layer 2 transparent
MACsec compatible

)

Customer
router
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Coming soon

Expanded Direct Connect support for
AWS Local Zones

Private dedicated connections to Local Zones in more locations

Expanded Local Zones support for Direct Connect in
Boston, New York, and Chicago

Use existing Direct Connect connections to connect
to AWS Regions and Local Zones

Route traffic directly from your data center to the
Local Zone

adws
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AWS Direct Connect
MACSEC, 100Gbps, and AWS Local Zones

On—premises and AWS Direct Connect SiteLink
o S and AWS Direct Connect
global connectivity

adWws
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Introducing: AWS Direct Connect
SiteLink

Create connections between your on-premises networks
through the AWS global network backbone

(D
®),
@

&>
—

adws @
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AWS Direct Connect SiteLink: Before

Amazon VPC

% @

10.0.0.0/16 VGW
|

Amazon VPC

o @

10.0.0.0/16 VGW
|
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AWS Direct
Connect
Gateway

Private VIF

@’P AWS Direct Connect location

Cross connect

Corporate
data center

On premises

i Customer or
i partner cage

AWS cage

Gﬁb AWS Direct Connect location

Cross connect

Private VIF

—>
v 192.168.0.0/1
6

Corporate
data center

On premises

i Customer or
i partner cage

AWS cage

—>
v 192.168.0.0/1
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AWS Direct Connect SiteLink: Before

Amazon VPC

10.0.0.0/16 VGW
|

Amazon VPC

10.0.0.0/16 VGW
|

adws
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% @

o @

AWS Direct
Connect
Gateway

Gﬁb AWS Direct Connect location

Cross connect

Corporate
data center

Private VIF 4 r e 1 \ AGEN On premises
l J v 192.168.0.0/1
Customer or >
A Seage partner cage X
Gﬁb AWS Direct Connect location Corporate
L data center
Cross connect .
. On premises
N
orivate VI v 192.168.0.0/1
Customer or -
A\A/
o SERNENERE ? y
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AWS Direct Connect SiteLink: Before

Amazon VPC

% @

10.0.0.0/16 VGW
|

Amazon VPC

o @

10.0.0.0/16 VGW
|

adws
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AWS Direct
Connect
Gateway

Private VIF

@P AWS Direct Connect location

Cross connect

Corporate
data center

On premises

AN I

J J

——
v 192.168.0.0/1

O

Customer or
ANS-cage

partner cage

Gﬁb AWS Direct Connect location

Cross connect

Private VIF

X

Corporate
data center

On premises

Customer or

«—
v 192.168.0.0/1

v

partner cage

> | Y

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



AWS Direct Connect SiteLink: After
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AWS Direct
Connect
Gateway

Private VIF

(ﬁb AWS Direct Connect location

Cross connect

(T)

Corporate
data center

J

AN S-cage

{ﬁ) AWS Direct Connect location

Cross connect

Private VIF

AGEN 4% DN On premises
J v 192.168.0.0/1
Customer or >
partner cage X
Corporate

data center

Enable SiteLink - optional

Enabled

Customer or

partner cage

4% DN On premises
v 192.168.0.0/1
> | Y
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Corporate
data center

@ DX location
=%

Corporate
data center

Gﬁb DX location
—,

AWS Direct Connect
Gateway

Gﬁ) DX location
)

Corporate
data center

{?T?b DX location
—

Corporate
data center

- te Corporate
l Corporate ) - . o |&D '
%> DX location . . |Gk DX location
data center ) .. = data center

Available around the world at all commercial
AWS Direct Connect PoPs except China

adws
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Introducing: AWS Direct Connect
SitelLink

SCAN ME

https://go.aws/2ZTiRG8
WS AWS Direct Connect SiteLink
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On-premises and
global connectivity

AWS Direct Connect SitelLink
and AWS Direct Connect

AWS Cloud WAN

for managed Wide Area Networking

© 2021, Amazon Web Services, Inc. or its

affiliates. All rights reserve
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Introducing: AWS Cloud WAN
>

Build global networks in minutes
Available in Use the AWS global backbone
public preview Simplify WAN networking

Segment traffic with centralized policy
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Amazon VPC (\) Amazon VPC

Engineering T Sales

. AWE Region 1

/% __ Network
: Policies
\S !
DXGW AWS Transit TGW
(2022) Gateway Connect
*  Direct , SOWAN
» Connect
Sales branch . . I
office Eng. branch
gofﬁ e Data center Branch offices
adws
S

AWS Cloud WAN

Network segments

Isolation between VPCs and on-premises sites

Network policies

Define L3 routing policies based on attributes
and behavior

Performance monitoring

2022 roadmap - Packet loss, jitter, and
latency measurements across the backbone.

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



AWS Cloud WAN use cases

/\E a
AN ord
i

VPC VPC

Between VP(Cs
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WAN

A




TGW and AWS Cloud WAN UPC subnet tabie
Destination Target
VPC —6:0:60:6/6—T—FSW-Attachment—
0.0.0.0/0 Cloud WAN attachment

TGW Cloud WAN
attachment attachment

e N
I

/AN
VPC S M
i

AWS
Transit
Gateway

VPC

VPC
CAA)
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AWS Cloud WAN

VPC-to-VPC

VPN termination

SDWAN integration
Segments

Dashboard and monitoring
Region-based

DX and TGW support on
roadmap (2022)

adws

U

DX SiteLink

DX port-to-port

Not dependent on AWS
Regions

Support for up to 100 GBPS
paths

Enabled per virtual interface

Both

Use AWS backbone

Support encryption
(MACsec/IPsec)

Pay for what you use
Available globally

Can also be used to access
AWS resources

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserve



AWS Network Manager

achment..

Events

PCcluster

VPN cluster

eugwest-1 BGP for a Connect peer has been established. taws:

c t clust BGP for a Connect peer has been established. taws:
onnect cluster

~west-1 0 - r T
i ||| H WML || ANV T

IPsec for a VPN connection has come up. raws:
IPsec for a VPN connection has come up. IaWs:
u ” ”“ I| II, |I || II [ ”l 1 ’ |HI [| I BGP for a VPN connection has been established. laws:
IPsec for a VPN connection has come up. 'Niaws :
A Connect peer has been created in a Connect attachment. Iaws:

An attachment has been associated to a Segment. iaws:

VPC cluster pcporthea:: A Site-to-Site VPN attachment has been created for a Core Network. aws:

IPsec for a VPN connection has come up. raws:
IPsec for a VPN connection has come up. 1aws:

Connect cluster 20:00 Routes in one or more Segments have been installed. rniaws:

” IPsec for a VPN connection has come up. taws:
PN cluster VPC cluster
BGP for a connection has been established. raws:

BGP for a connection has gone down. laws:

]
VBN cluster BGP for a connection has been established. raws:

'Connect cluster BGP for a connection has been established. 1aws:
Routes in or more Segments have been installed.

Routes in or more Segments have been installed.

Topologies Metrics Events

adws
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AWS Transit Gateway: Remember this slide?
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AWS Region

VPC1

VPC 2

VPC N

H| &

VPC 1
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VPCN

H| EH| B
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.
.
.
.
.
.
e
.

*
*
*
*
*
*
.
*
*
*
*
“
.

TGW

TGW

Shared
services

~"COMPANY A ™

Core TGW
Region A

.
.
.
.
*
.

AWS Region

AWS Region

.
* PS4

* .

* P
* e
* .

.
.*
.
.
.*
.
.
A

Core TGW Core TGW

Region B

-
)
.
.
.
.
.
.
.
.
.
“
.

Region C

/l\ Transit VIF
<\l/> le=) On-Premises
o

DXGW
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AWS Transit Gateway: Now with AWS Cloud WAN

AWS Region AWS Region AWS Region
Shared

VPC 1 services
o..

VPC 2

‘e
.
.
.
.
.
.
.,
.
L]
L]
L]
L]
L]
L]
L]
L]
L4
v,
&,

VPCN @

H| &

_;.T¢_ On-Premises
e

ws® %
---- ‘0’
@ .......... {I\> Transit VIF
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Introducing: AWS Cloud WAN

7

Public preview for
AWS Cloud WAN

Anyone can use the service

Not intended for production
applications (e.g. no SLA available)

Allowing early access for feedback, and
for customers to become familiar with
the concepts

Coming in 2022

AWS Transit Gateway attachments

Native AWS Direct Connect
attachments

Performance monitoring
More AWS Region support

General availability

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Introducing: AWS Cloud WAN

SCAN ME

https://go.aws/3rqedL4
Introducing AWS Cloud WAN
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aws
S

Monitoring
and visibility

Network Access Analyzer
Discover and validate network paths

VPC Reachability Analyzer

Troubleshoot connectivity

Inc. or its affiliates. All rights reserved



VPC Network Access Analyzer

VERIFY WHETHER YOUR NETWORK MEETS YOUR ACCESS POLICY
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VPC Network Access Analyzer

VERIFY WHETHER YOUR NETWORK MEETS YOUR ACCESS POLICY

P||E
56| |2

Define your network
access policy as Network
Access Scopes

adws
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\

VPC internet
accessibility

/

\

Internal
network
segmentation

/

\

Trusted
access
validation

/
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P —

aws sss Services | Q Search for services, features, blogs, docs, [Option+S] ’ () L @) N. Virginia ¥

@ New VPC Experience
Tell us what you think Launch EC2 Instances

Service Health

Managed Prefix Lists Note: Your Instances will launch in the US East region.

Current Status Details
Endpoints

Resources by Region C Refresh Resources ® Amazon EC2 - US East Service is operating normally
View complete service health details k

Endpoint Services

NAT Gateways You are using the following Amazon VPC resources

Peering Connections

VPCs NAT Gateways Settings

See all regions See all regions
Network ACLs L

¥ SECURITY

Security Groups Subnets VPC Peering Connections Console Experiments

See all regions See all regions

¥ NETWORK ANALYSIS

Reachability Analyzer Additional Information
Route Tables Network ACLs

See all regions See all regions VPC Documentation
¥ DNS FIREWALL All VPC Resources

Rule Groups Internet Gateways Security Groups Forums

Domain Lists See all regions See all regions Report an Issue

¥ NETWORK FIREWALL
Firewalls cgress-only Internet Customer Gateways Transit Gateway Network Manager

Gateways See all regions

Firewall Policies See all regions
INOTWOCK vianader end ~ entra (1AL J018 1 AloDAl ~A{e) ACrOSS,

Feedback English (US) ¥ © 2021, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

dWs
e
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Services Q, Search for services, features, blogs, docs, [Option+S] ' ] L @ N. Virginia v

@ New VPC Experience Network Access Scopes (8) info Actions ¥ Create Network Access Scope
Tell us what you think

Managed Prefix Lists Q
Endpoints

Endpoint Services Description Network Access Scope ID Analysis status Last analysis date

NAT Gateways - - nis-0385b9508d9eacaa @ Complete November 19, 2021, 16:21 (UTC-08:00)
Peering Connections Finance-IGW-Firewall Finance application... nis-Oba33aa26b074f07d @ Complete November 17, 2021, 0:17 (UTC-08:00)
¥ SECURITY Finance-IGW-Egress Identify finance acc... nis-08d845432390a71ee © Complete November 16, 2021, 21:08 (UTC-08:00)
Network ACLs Finance-IGW-Ingress Internet accessibilit... nis-0d3ee38ed18b9c738 © Complete November 16, 2021, 15:56 (UTC-08:00)
Security Groups AWS-VPC-Egress (A... Identify egress pat... nis-0e806186fa77acc21 - -

¥ NETWORK ANALYSIS AWS-IGW-Egress (A... Identify egress pat... nis-00c48121d6bb66b35 @ Complete November 22, 2021, 15:49 (UTC-08:00)
Reachability Analyzer All-IGW-Ingress (A... Identify ingress pat... nis-0600281d9cf63ffo96 ® Complete November 19, 2021, 16:18 (UTC-08:00)

AWS-VPC-Ingress (... Identify ingress pat... nis-070dc1d37ca315e86 - -

¥ DNS FIREWALL k

Rule Groups
Domain Lists

¥ NETWORK FIREWALL
Firewalls

Firewall Policies

Feedback English (US) ¥ © 2021, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences
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Services N. Virginia v

Q. Search for services, features, blogs, docs, [Option+S] ' GJ VAN ©)

VPC Network Access Scopes Create Network Access Scope

Step 1

Network Access Scope Network Access Scope templates

templates

Select Network Access Scope template
Step 2

Select template

Build your Network Access Scope starting from a template based on common network access scenarios.

O Identify access from Internet Gateways

Identify access to Internet Gateways
Example

Example

® |ocate databases accessible from internet. k

® Find non-HTTPS access to web servers

® | ocate instances with un-authorized internet access

Validate access from trusted networks

Identify non-permissible traffic type
Example

Example

® (Containers can only be accessed via load balancers ® Only Web servers can receive HTTP/HTTPS traffic

® Only Bastions can SSH to production ® Production servers cannot send SSH/RDP traffic

* Only App Servers can access Database Servers ¢ Development cannot SSH to Production.
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VPC Network Access Scopes Create Network Access Scope

Step | Define Network Access Scope

Network Access Scope
templates

Details - optional
Step 2

Define Network Access Scope

Name

Creates a tag with the key set to Name and the value set to the specified string.
Step 3

My cool name
Description Info

Set the description of your Network Access Scope to help you identify it in the future.

My cool description

Match conditions info

v Match findings - condition 1 Remove match condition
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Match conditions info

v Match findings - condition 1 Remove match condition

® Source
¥ Resources

Resource selection
Resource types
Racniirra tunac
VPCs
Subnets
EC2 Instances
Network Interfaces
Internet Gateways
VPN Gateways
VPC Endpoints
VPC Endpoint Services

Peering Connections
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AWS:EC2:InternetGateway X
» Traffic type- optional

® Destination
¥ Resources

Resource selection

Resource IDs

Resource types

VPCs

Subnets

EC2 Instances

Network Interfaces
Internet Gateways k
VPN Gateways

VPC Endpoints

VPC Endpoint Services

Peering Connections
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AWS::EC2:InternetGateway X
P Traffic type- optional

® Destination

¥ Resources

Resource selection

Resource IDs

Resource types

Network Interfaces X

Resource IDs

P Traffic type- optional

Add match condition
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AWS::EC2:InternetGateway X

h_Teaffir funo nntinnal

Q

@ D Network Interfaces

eni-00bd04f33c8f7e6ab
eni-0900d977cee72febc
eni-039741ff2f272fd22
eni-082254dd08fdc201f
eni-Ofebffelefde32e0f
eni-002b5574d8cfb5221
eni-06461f5f069f310d8

eni-01b276d97b5e8a8db

R

P Traffic type- optional

Add match condition
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AWS::EC2:InternetGateway X

b _Teaffirc funa _antinnal

Q
@ L Network Interfaces

eni-00bd04f33c8f7ebab

eni-0900d977cee72febc

eni-03974k4f272fd22 eni-0900d977cee72febc
eni-082254dd08fdc201f

eni-Ofe6ffelefde32e0f

eni-002b5574d8cfb5221

eni-06461f5f069f310d8

eni-01b276d97b5e8a8db

P Traffic type- optional

Add match condition
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AWS::EC2:InternetGateway X

b _Teaffirs funa _antinnal

Q |
@ L Network Interfaces

eni-00bd04f33c8f7ebab
eni-0900d977cee72febc
eni-03974.k-4f272fd22
eni-082254dd08fdc201f
eni-Ofe6ffelefde32e0f
eni-002b5574d8cfb5221
eni-06461f5f069f310d8

eni-01b276d97b5e8a8db

eni-0900d977cee72fe6c X

» Traffic type- optional
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AWS::EC2:InternetGateway X
P Traffic type- optional

® Destination

¥ Resources

Resource selection

Resource IDs

Resource types

Network Interfaces X

Resource IDs

eni-0900d977cee72fe6c X

P Traffic type- optional

Feedback English (US) v © 2021, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.




Q. Search for services, features, blogs, docs, [Option+S] ' @ Q @ N. Virginia v

VPC Network Access Scopes Create Network Access Scope

Step 1

Review and create

Network Access Scope
templates

Step 1: Template

Step 2

Define Network Access Scope Creation template

Step 3

Review and create Template

Identify access from Internet Gateways - Network Access Scope template

Step 2: Details Download JSON

Network Access Scope definition

Description

¥ Conditions
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¥ Conditions

"MatchPaths": [
{
"Source™ {
"ResourceStatement": {
"ResourceTypes": [
"AWS::EC2:InternetGateway"

}
"Destination™: {
"ResourceStatement": {
"Resources": [
"eni-0900d977cee72febc"
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@ New VPC Experience
Tell us what you think

Managed Prefix Lists
Endpoints

Endpoint Services

NAT Gateways search: nis-02c22eda73a0e7d7f X

Peering Connections

¥ SECURITY

Network ACLs
Security Groups

¥ NETWORK ANALYSIS
Reachability Analyzer

¥ DNS FIREWALL
Rule Groups

Domain Lists

¥ NETWORK FIREWALL
Firewalls
Firewall Policies

Feedback English (US) v

Q|

® You successfully created nis-02c22eda73a0e7d7f.

Network Access Scopes (1/1) info

Description

Clear filters

Network Access Scope ID

nis-02c22eda73a0e7d7f

N. Virginia v v

Create Network Access Scope

Analysis status Last analysis date
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@ New VPC Experience
Tell us what you think

enaged Pref s nis-02c22eda73a0e7d7f

Endpoints

VPC Network Access Scopes nis-02c22eda73a0e7d7f

Endpoint Services

i v
NAT Gateways Summary info Actions

Peering Connections

¥ SECURITY Network Access Scope ID Description
Network ACLs nis-02c22eda73a0e7d7f -

Security Groups
» Network Access Scope definition

¥ NETWORK ANALYSIS
Reachability Analyzer

Network Access Analyzer Past analyses Tags

¥ DNS FIREWALL

Rule Groups

No analysis was found. Analyze
Domain Lists

Analyze Network Access Scope nis-02c22eda73a0e7d7f.

¥ NETWORK FIREWALL

Firewalls

Firewall Policies ™ M M
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@ New VPC Experience
Tell us what you think

Managed Prefix Lists
Endpoints
Endpoint Services
NAT Gateways
Peering Connections
¥ SECURITY
Network ACLs
Security Groups
¥ NETWORK ANALYSIS
Reachability Analyzer
Network Access Analyzer
¥ DNS FIREWALL
Rule Groups
Domain Lists
¥ NETWORK FIREWALL
Firewalls
Firewall Policies

Feedback English (US) ¥
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® Analysis successfully started for Network Access Scope nis-02c22eda73a0e7d7f.

VPC Network Access Scopes nis-02c22eda73a0e7d7f

nis-02c22eda73a0e7d7f

Summary info
Network Access Scope ID Description
nis-02c22eda73a0e7d7f -

P Network Access Scope definition

Past analyses Tags

2 Analysis is in progress
An analysis can take several minutes. Analysis results will be displayed when analysis completes.
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@ New VPC Experience
Tell us what you think

Network ACLs

VPC Network Access Scopes nis-0b4691382c4d5028f

Security Groups Filter findings by category info Findings (1/2) info

¥ NETWORK ANALYSIS This_chart shows the number of occurrevce_s of variou.s resources in the
findings. Select resource(s) to filter for findings containing the resource. Q

Reachability Analyzer

Network Access Analyzer

Rule Groups

Domain Lists

igw-0db9e65e51caa59ba (Web-IGW) - eni-0096ad03d76e70c75 (Bizintellighgi<e)
¥ NETWORK FIREWALL

Firewalls
Source igw-0db9e65e51caa59ba
Firewall Policies

Network Firewall Rule
Groups

VIRTUAL PRIVATE
NETWORK (VPN)

Customer Gateways
Virtual Private Gateways : Destination

Site-to-Site VPN
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Monitoring
and visibility

Network Access Analyzer
Discover and validate network paths

VPC Reachability Analyzer

Troubleshoot connectivity
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VPC Reachability Analyzer

VERIFY REACHABILITY CONFIGURATION

L
é
|
L e Hd c— F—
Troubleshoot connectivity Verify that your network
issues caused by network configuration matches your
misconfiguration intended connectivity

adws

U

<[22

= =3,

Automate the verification
of your connectivity intent
as your network
configuration changes
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VPC Reachability Analyzer

TROUBLESHOOT NETWORK REACHABILITY

5 On premises

Amazon VPC .
On premises
10.0.0.0/16 ) y i
_____________________________________________ : Transit GW m x5000
: gl Subnet A Subnet B : /
' | m
[ :
, Security 3 NACL : Intra or
[ Group = g 1T
! = = > \p — (€O Inter VPC-B
: T L/ VPC  region
| Instance A NetWAOCr'E NAT-GW : Peering
[
AWS Direct

I NACL : Connect
| . Subnet C Subnet D , DXGW
|
| | &
: Security _ ,
: Group T < - “E" On premises
| = - < - :

Ro:ute ::; In;tlaln::eI B Network ] ; VI T B | VGW ¢

Ta{ble — ACL : : I:I: Endpoint(s) Instance B :
| | , VPN
' ! |
' ! |
V- _____Avdiabiitysoned oo oo o ____Avdiidbiiitysonies |
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TROUBLESHOOT NETWORK REACHABILITY

(®) Destination is not reachable. For more information, see the explanations below. Give us feedback

\
Explanations

” » Traffic cannot reach the internet through internet gateway igw-03cd57caea7c¢885fe because the source address is not paired with a public IP address. To add or
edit an IPv4 public IP address to the source, you can use an Elastic IP address.

Path ID ¥ Details 5is status

nip-0f82¢ ded

"explanationCode": "IGW_PUBLIC_IP_ASSOCIATION_FOR_EGRESS",

"internetGateway": {
"arn": "arn:aws:ec2:us-east-1:064153202663:internet-gateway/igw-03cd57caea7c885fe",
"id": "igw-@3cd57caea7c885fe"

3,

eni-06771 "vpc": {

"arn": "arn:aws:ec2:us-east-1:064153202663:vpc/vpc-0a74afe379e190c50",

"id": "vpc-0a74afe379e190c50"

Source

}
}

e Internet gateway igw-03cd57caea7c885fe cannot accept inbound traffic from the public internet if the destination address is not the public IP address of a
network interface in VPC vpc-0a74afe379e190c¢50. To add or edit an IPv4 public IP address to the destination, you can use an Elastic IP address.

» Details
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Thank you!

Alexandra Huides Matt Lehwess

linkedin.com/in/rodicaalexandrahuides @mlehwess y
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